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STATE OF NEW HAMPSHIRE

DEPARTMENT of NATURAL and CULTURAL RESOURCES
OFFICE OF THE COMMISSIONER

172 Pembroke Road, Concord, New Hampshire 03301
Phone: 271-2411 Fax: 271-2629
TDD ACCESS: Relay NH 1-800-735-2964

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

The State House

Concord, NH 03301

October 17, 2022

REQUESTED ACTION

Authorize the Department of Natural and Cultural Resources, Division of Parks and Recreation, Cannon
Mountain to enter into a contract with Entabeni Systems (VC #420429), Granby Colorado in the amount of
$1,670,800 comprised of commission paid directly from ticket sales of $660,000 and credit card fees and
ticket card stock costs of $1,010,800 for the Online Ticketing Platform at Cannon Mountain and Franconia
Notch State Park with the option to renew for two additional three year periods, effective upon Governor
and Executive Council approval through October 31, 2025. 100% Other Funds (Agency Income).

Funding for Fiscal Year 2023 is contingent upon Governor and Executive Council approval of a budget and
expend request for $1,125,000 included on this agenda and approved by the Joint Fiscal Committee on
October 14, 2022, Item FIS 22-347. Funding is anticipated to be available in Fiscal Years 2024 through
2026, upon the continued appropriation of funds in the future operating budget with the authority to adjust
encumbrances between fiscal years within the price limitation through the Budget Office, if needed and
justified.

Funds are available in account Cannon Mountain as follows,

FY 2023 FY 2024 FY 2025 FY 2026 Total

03-035-035-351510-37030000-020- -
500213 — Stock In Trade

03-035-035-351510-37030000-020-
500205 — Credit card processing fees

Total $364,131 $289,600 $292,600 $64,469 51,010,800

$235,000 $96,000  $99,000 $0 $430,000

$129,131  $193,600 $193,600 $64,469  $580,800

EXPLANATION

Currently, Cannon Mountain operates an online ticketing system platform through a contract with Accesso,
LLC. The current configuration of this platform entails the integration of this on-site and online sales and
ordering software system application to function with a separate credit card processing and data reporting
system called Siriusware which is a subsidiary of Accesso LLC. This current configuration presents
frequent and consistent challenges relative to accurate reporting and reliability of system functionality,
particularly with the credit card processing platform, driven mainly by a failure of Accesso and Siriusware
to be able to successfully establish consistent and reliable data communication between the two systems.
This has resulted in the need for labor-intensive manual reconciliation and data management, periodic and
frequent loss of system functionality that has resulted in an inefficient and thus, poor experience for our
guests, substandard reporting output that requires additional labor resources to perform external data
reconciliations and an overall loss of reliable accuracy and integrity of the system functionality along with
confidence by staff and customers as a result of the inconsistent performance we currently experience. The



current system also lacks current standards that exist industry-wide relative to modernized ticketing card
holder technology and its advantages to both the customer and Cannon Mountain with particular emphasis
on sales and use of guest-friendly reloadable and reusable Radio Frequency ldentification (RFID) cards and
the advantages of the controlled access and data gathering value relative to their use.

Cannon seeks to fully integrate and optimize all aspects of its ticketing, reporting, sales revenue collection
and related operational business management practices, realizing not only a tremendous gain in efficiency
relative to costs and time, but also gaining a new revenue source with the sale and use of new guest-friendly
reusable and reloadable RFID cards, while maintaining the most modern ski and outdoor recreation industry
standards. This system is mission critical to the sales and management of the operatlons of both the ski area
and the state park’s retail operations, allowing for fully integrated and thus, 'maximized integrity and
accuracy of data and tracking, increased revenues, and controlled (scanned) lift access that has not
previously been in place.

In April, 2022, Cannon’s management team engaged in a nationwide search for a vendor that could design,
build, install, equip, and support a fully integrated full-service sales platform encompassing the entirety of
its sales, point-of-sale, controlled lift access, data collection, safety, security, and ad hoc reporting needs.

Specifically, the team wanted a vendor that could design and build a fully integrated and cloud-based online
and on-site system to handle the sales of its day tickets, season passes, retail inventory, rental & repair sales
and service, snow sports school day lessons, seasonal programs, and staff scheduling. In addition, we sought
a system that will provide the on-site sales and point-of-sale hardware (guest-facing and staff-facing
monitors, keyboards, cameras, printers) and software that is cloud-based and thus will not require
additional cost for establishing a hardware infrastructure to operate a new platform, thus adding no new
costs to Cannon. This new platform also provides the RFID cards we seek at the best price available, and
the scanning equipment required to ensure controlled access to its lifts and collect real-time data relative to
usage trends while also providing capability of security camera functionality at sales and lift access points
and ski patrol data gathering solutions.

Entabeni will host a platform that will encompass all of these goals at no additional cost to Cannon relative
to hardware and software implementation while acting as the bank of record, the merchant card provider of
record, and the PCI compliance guarantor. They will provide all of the design, build, implementation,
training, and ongoing system support in order to go live in time for the 2022/23 winter season. For their
part, they will receive payment derived from revenue monthly from Cannon solely based upon its sales
commissions and a percentage of credit card processing (on sales run through the system), plus the sale of
the RFID cards to Cannon, with no extra charges or fees whatsoever for design, build, installation,
equipment, hardware / software, training, upgrades, system or support during the term of the contract
period. Entabeni will also replace the three current virtual servers maintained by DolT in the data center.

Cannon and NH DolT collaboratively developed RFB DNCR 2023-19 and posted it for both ski industry
and IT industry vendors’ consumption and prospective bidding. Two hundred-forty known ski industry and
IT vendors were alerted to the posting, inciuding the twelve most prominent sales solution providers within
the ski and outdoor recreation industry. Nine vendors responded to the RFB with questions regarding the
project and timeline, and two vendors attended the pre-bid meeting. Thirty questions were posed by various
vendors, with responses being posted as an addendum to the RFB. Two vendors submitted bid packages,
one of which was disqualified as being incomplete, as it did not meet the full scope of the RFB. Entabeni
Systems was selected based upon the quality of its complete bid package, its stated and proven ability to
complete this project in a timely manner, and its experience with meeting such needs as ours when dealing
with other ski areas and outdoor recreation providers. Upon receiving a quality bid package and making a
selection, Cannon and DolT coliectively put together CONTRACT DNCR 2023-19, which was reviewed
extensively by DolT, DAS, and the Attorney General’s Office. i

The alternative to entering this contract would be to continue with our current vendors (Siriusware-Elavon
and Accesso-Passport), and therefore continue to deal with the frequent and consistent challenges relative
to accurate reporting and system reliability along with the costs associated with operations, upgrades,
maintenance, and usage.



This new system will eliminate the challenges as outlined and advance the technology at Cannon with the
added implementation of RFID cards, security cameras, and scanning at ski lifts to collect vital data of guest
usage while at the mountain. The new system will bring to us, the system management and tracking
technology currently used widely throughout the ski industry.

The Department of Information Technology has reviewed and approved this contract. The Attorney
General’s Office has also reviewed and approved this contact as to form, substance and execution.

o

. Stewart, ComMMSsioner
Department of Natural and Cultural Resources
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STATE OF NEW HAMPSHIRE
DEPARTMENT of NATURAL and CULTURAL RESOURCES
Division of Parks and Recreation
Cannon Mountain Ski Area
RFB DNCR 2023-19
Closing Date: August 19 2022 at 4:00 PM

Cannon Mountain Ski Area Management System

Contractor Name and Address ' Bid Amount
Entabeni Systems
21 Ten Mile Drive, Granby, CO 80446 $1,670,800.00
970-333-4050
Gatemaster Technologies Incomplete submission

Accesso-Passport

Aspenware ' Inquiry / Non-bidders
Axxess AG

Cobblestone

InTouch/Elevate Inquiry / Non-bidders

ParaDocs Solutions

SkiData, Inc.
Inquiry / Non-bidders

BID PROCESS: Cannon and NH DolT crafted RFB DNCR 2023-19 and posted it for both ski industry and IT industry vendors’
consumption and prospective bidding on August 4, 2022. Two hundred-forty (240} known ski Industry and IT vendors were alerted
to the posting, including the twelve (12) most prominent sales solution providers within the ski and outdoor recreation industry.
Nine {9) vendors responded to the RFB with questions regarding the project and timeline by August 12, the deadline for question
submission, and two {2) vendors attended the pre-bid meeting. Thirty {30} questions were posed by various vendors, bath
electronically and at the on-site meeting, with responses being posted as an addendum to the RFB. Two (2) vendors submitted bid
packages by the deadline at COB on August 19. One (1) bid package was disqualified as being incomplete, as It did not meet the full
scope of the RFB. Entabeni Systems was selected based upon the quality of its complete bid package, its stated and proven ability to
complete this project in a timely manner, and its experience with meeting such needs as ours when dealing with other ski areas and
outdoor recreation providers. Upon receiving a quality bid package and making a selection on August 22, 2022, Cannon and Dol T
collectively put together CONTRACT DNCR 2023-19, which was to be reviewed extensively by DolT, DAS, and the Attorney General's

Office. ’
Evaluated by: John DeVivo- Cannen General Manager  Nicole Warren- DNCR Do!T Lead

Gregoery Keeler- Cannon Markeling Director




STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

October 19, 2022

Sarah L. Stewart, Commissioner

Department of Natural and Cultural Resources
172 Pembroke Road

Concord, NH 03301

Dear Commuissioner Stewart:

This letter represents formal notification that the Department of Information Technology
(DolT) has approved your agency’s request to enter into a contract with Entabeni Systems of
Granby, CO., as described below and referenced as DoIT No. 2023-019.

The purpose of this request is to enter into a contract with Entabeni Systems to
design, build, install, and provide ongoing support of a cloud-based, vendor-
supported, and purpose-built system. The system will manage Cannon Mountain and
Franconia Notch State Park retail division’s online and on-site ticket, season pass, ski
school, retail, rental, and ski/snowboard repair sales, and its RFID card sales and
usage tracking and lift access technology.

The price limitation will be $1,670,800.00, effective upon Governor and Executive
Council approval through October 31, 2025, with the option to renew for two (2)
additional three (3) year periods.

A copy of this letter must accompany the Department of Natural and Cultural Resources’
submission to the Govemnor and Executive Council for approval.

Sincerely,

e B -

Denis Goulet
DG/RA
DolT #2023-019
cc: Nicole Warren, DolT - IT Lead

"“Innovative Technologies Today for New Hampshire's Tomorrow”



DEPARTMENT OF ADMINISTRATIVE SERVICES
DIVISION OF PROCUREMENT AND SUPPORT SERVICES
BUREAU OF PURCHASE AND PROPERTY
STATE HOUSE ANNEX
CONCORD, NEW HAMPSHIRE 03301-6398

DATE: Oct 21, 2022
TO: CHARLES ARLINGHAUS, COMMISSIONER
DEPT. OF ADMINISTRATIVE SERVICES

Requester: Agency:

Donald Daley DNCR - Parks & Recreation
Commeodity: Vendor:

946-Financial Services Entabeni Systems

RFB/RFP/RFQ (if applicable) Contract:

DNCR 2023_19 8002054 JPMorgan Chase Bank NA, 8003028 First Data Merchant Services, 8002052 Givex USA
Est. Amount:

PERMISSION 1S HEREBY REQUESTED TO WAIVE THE MANDATORY STATEWIDE CONTRACT USAGE
PROVISION OF RSA 21-1:17-C, AND ADMINISTRATIVE RULE 600 FOR THE FOLLOWING REASONS:

The Department of Natural and Cultural Resources, Division of Parks and Recreation, Cannon Mountain Ski Area and
Franconia Notch State Park, is requesting a waiver from statewide merchant card services contracts 8002054 and 8003028,
statewide gift card processing contract 8002052, and a future statewide contract for e-commerce solution. The Division has
selected Entabeni Systems through the RFP process as a solution to consolidate the sales and operations management of both the
ski area and the state park’s retail operations, currently operating under three (3) separate contracts. Entabeni Systems will
handle e-commerce functionality for online and on-site ticket, season pass, ski school, retail, rental, and ski/snowboard sales. In
place of gift cards, RFID (radio-frequency identification) cards will act as day tickets and season passes as well as have cash value
for retail purchases. Entabeni Systems will act as merchant of record, bank of record, credit card processor, and PCI compliance

guarantor.

The expiration for this requested waiver is October 31, 2025.

SUBMITTED FOR ACCEPTANCE BY: REVIEWED FOR ACCEPTANCE BY:
DN: cn=Deonaid J Daley, o=Divizion of
Procuremient Support Services, ou=Merchant

Card Program,
ﬂ ematt=denatd.j.daley@das.ni.gov, c=US
Date: 2022.10.21 08:27:29 -04"00"

PURCHASING AGENT/SUPERVISOR COLIN S. CAPELLE, ADMINISTRATOR
DIVISION OF PROCUREMENT & SUPPORT SERVICES DIVISION OF PROCUREMENT & SUPPORT SERVICES
RECOMMENDED FOR ACCEPTANCE BY: APPROVED FOR ACCEPTANCE BY:
DN: cn=Gary § Luneita, o=Dept Administrative
Services, ou=IHv Procuremeni & Support
0 Services, emait=Gary.S, Lunettai@das.nh.gov,
o=y
Date: 2022.10.24 12:29:47 -04'00"
MATHEW T, STANTON, DEPUTY DIRECTOR GARY S. LUNETTA, DIRECTOR
DIVISION OF PROCUREMENT & SUPPORT SERVICES DIVISION OF PROCUREMENT & SUPPORT SERVICES

ACCEPTED FOR THE STATE OF NEW HAMPSHIRE UNDER THE AUTHORITY GRANTED TO ME BY NEW
HAMPSHIRE REVISED STATUTES, ANNOTATED 21-1:14, XII.

CHARLES M. ARLINGHAUS, COMMISSIONER DATE |0 /) b | X)—
DEPARTMENT OF ADMINISTRATIVE SERVICES
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Division of Parks and Recreation
Cannon Mtn Ski Resort Management System
DNCR 2023:-19
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STATE OF NEW HAMPSHIRE
Department of Narural and Cultural Resources
Division of Parks and Recreation
Cannon Mountain Ski Area and Franconia Notch State Park
DNCR 2023-19 — Cannom Mtn Ski Resort Management System
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STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources
Cannon Mountain Ski Area and Franconia Notch State Park
DNGR 2023:19 - Cannon Mtn Ski Resort Management System
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

‘FORM NUMBER P-37 (version 12/11/72019)

the contract.

Notice: This agreement and all of its auachmcnﬁ shall become publlc upon stibmission.to Governor:
and Executive Councnl for approval. Any information that is private, confidential or- )
proprietary must be ‘clearly identified to the agency and agreed to in writing prior.to. Signing.

AGREEMENT
The State of New Hampshire and the Coritractor hereby mutually agree as follows:

GENERAL PROVISIONS.

I.__IDENTIFICATION.

‘1.1 State Ageicy Name
Department of Natural and Cultural Resources

Cannon Mountain Ski-Area and Franconia Noteh State Park

1.2 State Agency Address
260 Tramway Drive, Franconia, NH 03580

1.3 Contractor Name.

Entabeni Systems

1.4 Contractor Address
21 Ten Mile Drive, Granby, CO 80446 -

1.5 Conmractor Phone 1.6 Account Number

03-035-035-351510-
37030000

970-333-4050

‘October 31, 2025

1.7 Completion Date '|.8 Price Limitation:

51.670,800.00

1.9 Contracting Officer for State Agency
John M. DeVivo (Cannon/FNSP Gen'l Mgr)

1.10 StateAgency Telephone Number
(603) 823-7722, x-750

.11 ature

"‘_’..---‘“

Conlractor Si
/

Date: IO/HIULL |

1.12 Name and Title of Contractor Signatory
B¢ Moagmsls

/14 Yoers o & ce o
1113 State A en’c')f Si 114 Name and Title of State Agency Signatary
. / Sarah L. Stewart, Commissioner
Date: = 4012472022
.15 Approval by the N.H. Department of Administration, Division of Personnel (if aupplicable)
By: Director, On:
1.16 Approval by the Atiorney General (Form, Substance znd Execution) (if upplicable)
By: /% Christopher Bond A
1.17 Approval by the Govemor and Executive Council (if applicable)
G&C Item number; G&C Meeting Date:
Page 4 of 60
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STATE OF NEW HAMPSHIRE

Department of Natural and Cultural Resources

Cannon Mountain Ski Area and Franconia Notch State Park

DNCR 2023-19 - Cannon Mtn Ski Resort Management System
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

2 SERVICES TO'BE PERFORMED. Tl State of New
‘Hamipshite, acting thmugh the agency identified in block 1.1
(“State™), engages contrictor identified i block 1.3
(“Contractor™) to perform, and the Contractor shall gerform,
the work or sale of goods, or- both, identificd -and, more
particularly descnbcd in hé attached EXHIBIT B which. is
incorporated hercm by reférence’ (“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES,
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the ‘approval of the ‘Governor ‘and
Executive Council of the, State of New Hampshive, if
‘applicable, this Agrecment, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agrecmem as indicated
in block 1.17, unless no such approval is requiréd, in which
case the Agreement shall become effective on'the date the
Agreement is signed by the State Agency as shown in block
113 (“Effective Date"):

3.2 If the Contractor commences the Services prior-to the
Effective Date, all Services performed by the Contractor
prior to the Effective. Date shall be performed at the sole risk
of the Contractor, and in the event that this Agreemcnt does
not become efféctive; the State shall have no liability to the
Contractor, including without limitation, any obligation to
pay the Contractor for any costs incurred or Services
performed. Contractor must complete all Services by the
Completion Date specified in block 1.7,

4. CONDITIONAL NATURE OF AGREEMENT.
Nolwithstanding any provision of this Agreemenl to the
contrary, all .obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder,
are contingent upon the dvailability and comlnued
appropriation of funds affected ‘by any state or federal
legislative or exccutive action that reduces, climinates. or
otherwise modifies the appropriation or avallabllny of
funding for this Agrcement and the Scope for Services
provided in EXHIBIT B, in whole or in pari. In no ¢vent shall
the State be liable for any payments hereunder in excess of
such available appropriated furids. In the event of & reduction
or termination of appropriated funds, the Statc shall have the
right to withhold payment until such funds become available,
if ever, and shall have thé right to reducé or terminate the
Services under this Agreement immediately. upon giving the
Contractor notice of such reduction or termination, The State
shall not be.required to transfer funds fram any éther account
or.saurce (o the Account idefitified in block .6 in the event
funds in that Account are reduced or unavailable:

5. CONTRACT PRIGE/PRICE LIMITATION/ PAYMENT.

Page S of 60 :
Contractor Initials: m
Date: { 1ot~

5.1.The contract pricé, method of payment, and terms of payment
are |denuﬁed and more partlcularly described” in: EXHIBIT C
which is. incorporated herein by reference.

5.2 The payment by the. State of the contract price shall be the
only -and the complete reimbursemient to the Contraétor for: all
CXPENsEs, of whalever nature incurred by the Contractor in the
performance hereof and shall be the only and the complete
compensation (o the Contractor for the Servicés. The State shall
have no hablllty 1o the Contractor other than the contract price.
53 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agrecment those
liquidated ainounts required- or lpcnmn;d by N.H. RSA 80:7
through RSA 80:7-c orany other provision of law.

5.4 Nolwithstanding ony provision in this Agreement 10 the
contrary, and nmwnhslandlng unexpected circumstances, in ‘no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price: Limitation set forth in block 1.8,

6. COMPLIANGE BY CONTRACTOR WITH LAWS AND
REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable ststutes, luws
régulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon ‘the
Contractor, .incliding, but not' limited to, civil rights and equal
employmcnt opportunity laws., In addition, if this Agreement i$
funded in any part by monies of the United States, the Contractor
shall comply Wwith all federal executive orilers, rules, regulations
and statutes, and with any rules, regulations.and guldclmes as the
Suite or the United States issue to implement these regulations,
The.Contraclor shalt also comply w:th all applicable intellectual

property laws. )
6.2 During the term of this Agreement, the Contractor shalt not

‘discriminate against employecs or applicants for employment

because of race, color, religion, creed, age, sex, handicap, sexual
oriéntation, or national ‘origin and will také affirmative action to
prevent such discrimination.

6.3. The Contractor agrees to permit the State or United States
access to any of the Contractor's books, records and accounts for
the purpase-of ascertnining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel
necessary 1o perform the Services. The Contractor warrants that all
personnel engaged in the Services shall be qualified to perform the
Services; and shall be properly licensed and otherwise authorized
ta do so- undcr all applicable laws.

7.2 Unless otherwise authorized in writing, during the term of this
Agreement, and for a pcrmd of six (6) months atler the Completion



STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources
Cannon Mountain Ski Area and Franconia Notch State Park
DNCR 2023-19 - Cannon. Mtn Ski Resort. Management System
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS -' P37

'Date in block 1.7, the Contractor shall not hire, and shall not permil.

any subicontractor or other person, firm or corporation with whom

it is engaged in a combined effort to perform the'Seryices 10 hire,,
any person who is a State employee or official, who is materizlly

involved in the procurement, administration or performance of this.
Agrcemenr This provision $hall survive termination of this
Agreément,

7.3 The Contracting Officer specified in block 1:9, o his or her

successor, shall be the State's represéntative: 1n the évent of any'

dispute conceming the interpretation of this Agreement, the
Contracting Officer’s decision shall be final for the State,

8. EVENT OF DEFAU LT/REMEDIES.
8.1 Any one or motre of the followihg acts or omissions of"tlie

Contractor shall constitute: an event of default hereunder (“Event -

of Defaulr”): .
8.1.1 failure to perform the Services satisfactorily or on schedulé;
8:1.2 failure 1o submit any rcport required hereunder; and/or
'8.1.3 failure 10 perform any other cavenant, term or condition of
this Agreement.

8.2 Upon the occurrence of any Event of Default, the State nay
take any one, or more, or all, of the following actions:

8.2.1 give thé Contractor g written notice specifying the Even: of

Default and requiring it to be remedied within, in the dbsence of a
greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the Event of Default is not lunely cured,
terminate this Agreement, effective two (2) days ofter giving the
- Contractor notice of terminiation;

8.2.2 give the Contractor a writlen notice specifying the Even- of
Default and suspending all payments to be made under ihis
Agreermment and ordering that the portion of the -comract price
which would atherwise accrue to the Contractor during the period
from the date of such notice until such time as the State detenmines
that the Cantractai has cured the Event of Default shall never be
paid to the Contractor;

8.2.3 give the Contractor a written riotice specifying the Evenl of
Default and set off against any other obligations the State may owe
to the Contractor any damages the State suffers by reason ‘of eny-
Event of Default; and/or

8:2.4 give the Contractor e written notice specifying the Event of
Default, treat the Agreement as breached, lerminate the Agreemz=n1
and pursue any of its remedies at law or.in equity, or'both.

8.3. No failure by the State to enforce any provisions hereof afler
any Event of Delault shall be deemed a waiver of its rights with
regard to that Event of Defauit, or any subsequent Event of
Defaull. No express failure to enfarce any Evenit of Default shall
be decmed a waiver of the right of the State to enforce each and
all of the provisions. hereof upon any further or other Event of
Default on the part of the Contractor..

9. TERMINATION.
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Contractor Initials: BV
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9.1 Notwnlhstandmg paragraph’ 8, the State may; &t |ls so|e|

discretion, terinate the Agreement for any reason, in whole or,in
pan, by thiity (30) days. written notice to the Contractor that the
State is exercising its option to terminale-the Agreemcnt

9.2 In the event of an early termination of this Agreement for any
reason other than the completion of the Services, the Contractor
shall; at the State's discretion, deliver to the Contracting Officer,

not later ithan filtcen (15) days after the date of termination, a
report (“Termination Report”) describing in detail all Services
performed, and the contract pricc-carned, to and including the date
of termindtion. The form, subject matter, content, and number of
copies of the Termination Report shall be identical to those of any
Final chort described in the attached EXHIBIT B. in addition, at

‘the State’s discretion, the Contractor shall, within 15 days of nofice

of early termination, develop and submiit 1o the State a Transition
Plﬂn for services undér the Agreement.

10, DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

[0.1 As uséd in this Agreement, the word “dato™ shall mean all
|nformnuon- and things developed or obtained during the
pertonnance of, or acquired or developed by reason of, this
Apgreement, including, but not limited to, all studies, reports, filés,
formulee, surveys, maps, charts, sound recordings, video
récordings, pictorial réproductions, drawings, analyses. graphic
representations, computer programs, computer priniouts, notes,
letters, memoranda, .papers, and documents, all whethér finished
or unfinished. )
10.2 All data and any property which has been received from the
State or purchased with funds provided for that purpose under this
Agreement, shall bé the property of the State, and shall be retumed
to the State upon demand. or upon termination of this Agreement
for any reason,

10.3 Confidentiality of dala shall be governed by N.H. RSA
chapler 91-A or other existing law. Disclosure of data requ:res

Jprior written approval-of the State.

I1. CONTRACTOR'S RELATION TO THE STATE. in the
perfrmance of thls Agreenient the Contractor is in all respects an
independent contractor, and is neither an agerit nor an employee of
the State. Neither the Contracior nor any of its officers,
employees, agenis or members shall have authority to bind the
State or receive any benefits. workers' compensation or other
emoluments.provided by the State to its employées.

12. ASSIGNMENTIDELEGATIONISUBCONTRACTS

12.0 The Contractor shall riot assign, or ‘otherwise transfer any
interest in this Agreemem without the prior wrmen notice, which
shall be provided 10 the State at least fiéen (15) days prior-to the
assagnmenl and a written-consent of the State. For purposes of this
paragraph, a Change of Control shall constitute assignment.
“Change of Control™ means (a) merger, consolidation: or a
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transaction or seriesof related transactions: in which a third party,
together with its ailiates, becomes the direct or indirect owner of
fifty ipercent (50%) or mofe.of the voting sharés or similar equity
interests, or .combined voting power of the Contractor, or (b) the
sale of all or substaitially all:of ihe asséts of the Contractor. *

12.2'None of the Services shall be subconlracted by the, Contraztor

without prior written-notice and consent of the State. The Sume is.

-entitled to copics of all subcontracts and nss:gnmenl agrecments
and -shall not be ‘bound by any provisions contained in 1a
subcontract or an assignment agreement to which it is not a party.

13: INDEMNIFICATION. Uiiless otherwise exempted by iaw,

the Contractor shall indemnify arid hold harmicss the State, its
officers and employees, from and a;,alnsl any and all claims,

liabilitics and costs for any persondl injury, or property damages,
patent or copynght mfrmgcmcm 'or dther-cldims asserted against
the State, its officers. or employees, which arise-out of (or wkich
may be claimed to arise out of} the acts or omission of the
Contractor, or subcontractors, including bit not limited to the
negligence, reckless.or intentional conduct. The State shall no- be
liable for any costs incurred by the Contractor arising under -his
paragraph |3. Notwithstanding thé fbregomg, nothing herein
contained shall be deemed to constitute & waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 3 shall'survive.the termination
of this Agreement.

14. INSURANCE.

14.1 The Contractoi shall, at its sole expense, obtain and
cnntunuouslz,r maintain in force, and shall rcqulre any subcontractor
or assignee to -obtain and maintin in force, the following
insurance:

14.1.1 commercial general liability i insurance against all claims of
bodily injury, death or property damage, ‘in. amounts .of not 258
than 51,000,000 per occurrence end $2,000,000 aggregate or
excess; and

14.1.2 special cause of loss coverage form covering all property
subject to, subpmgraph 10.2 herein, in an amount not less than
R0% of the whole replacement value of the property,

14.2 The policies described in subparagraph 14.] herein shall be
on policy forms and endorséments approved for use in the State of
New Hampshire by the N.H. Department of Insurance and issved
by insurers licensed in the State of New Hampshire.

143 The Contractor shall fumish to the Contracting Officer
identified in block 1 9, or his or her successor, a certificate(s) of
insurance for all ‘insurance required under this Agreement,
Contractor shall also furnish 1o the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance Zor
all renewal(s) of iisufance required under this Agreement no laer
than ten (10) days prior to the cxpiration date of each -insurance
policy. The certificate(s) of insurance and any renewals thereof
shall be atiached and are incarporated heréin by reference.

g\
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15. WORKERS’ COMPENSATION.

15.1 By signing this dgrecment, the Contractor agrees, -centifies
and warrants that the Contractor is in compliance with of. exempi
from, the requlremems of. N.H. RSA chapter 281 A (“Warker.s
Compensation").

152 To the extent the Contractor i§ subject to the reqmrements of

N.H. RSA chapler 281-A, Contractor shall mamlmn and require

any subconiractor or assignee to secire and maintain, payment of
Workers' Compcnsuuon in connection with activities which the
person proposes lo undertake. pursuant to this Agreement, The

‘Contractor shall furnishi the Gontracting Officer identified-in'block:

1.9, or his or her successor, proof of Workers’ Compensation. in
the maonner described in N.H. RSA chapter 281 A and any
applicable rencwal(s) lhen:of which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers* Compensauon premiums
or for any other .claim or bencfit for Contractor, or any
subcontractor or employee of Contractor; which might arise under
apphcnble State of New Hampshire Workers' Compensation laws
in connection with the performance of the Services under this
Agreement,

16. NOTICE. Any notice by a party heretd to the other party shall
be deemed (o have been duly delivered or given at the time of
mailing by centified mail, postage prepaid, in a United States Post
Office addressed to the parties at the addresses given in blocks 1.2
and 1.4, herein,

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an iinstrument in writing’ signed by the
parties hierclo and only after approval of such amendment, waiver
or discharge by the Governor and Executive Council of the State
of New Hampshire unless no such approval is required under the
circumstances pursuant to State law, rule or policy.

18. CHOICE.OF LAW AND FORUM This ‘Agreement shall
be governed, interpreted and construed 'if accordance with the
laws of Uie State of New Hampshire, and is blndmg upon and
inures 1o the benefit of the parties and Iheir respeciive successors
and assigns. The wording used in this Agreement is the wording’
chosen by the pinies 1o express their mutual intent, and no rule of
construction shall be applicd against or in favar of any party. Any
actions ansmg out of this Agreement shall be broughl ‘and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof,

19. CONFLICTING TERMS. In the event of a conflict between
the terms of' this P:37 form (as modified in EXHIBIT A) and/or
attachments arid amendment ‘thereof, the terms -of the P-37 (as
modified in EXHIBIT.A) shall control,
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20. THIRD PARTIES. The parties heréto do riot intend to benefit
any third parties and this Agreement shall not be construed to
confer.any such: benef L

21. HEADINGS The headings: throu[,houl the. Agrccmcm .are
for reference purposes only, and the words ‘contaiied therein shall

in no way be held to explain, modlfy. amplify or aid inthe

interpretation, construction.or meaning’ of the provisions of this
Agreement,

22. SPECIAL PROVISIONS. Addiiional or modifying
provisions set forth in the atrached EXHIBIT A are incorporuted
heréin by reference.

23.. SEVERABILITY. In the event any of the provisions of this
Agrcemcnl aré: held by a court of competem Junsdlcuon to be»
contrary to any state or federal law, the remaining provisions of,

.....

this Agreenient will reinain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
cxecuted in a aumber of countérparts, each of which shall be
deeméd ‘an original, constitutes the eniire dgreement and.
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
liereof.

Remdinder.of this poge intentionally left blarik
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EXHIBIT A - SPECIAL PROVISIONS

The terms outliived in t_hé Pl37;G_énc_ral; Provisions are modified as sét forth.below; -

A:l  Provision 3, Effective Date/Completion of Services, is updated with the following
addition:

33

The Term may be extended twice up.to Thrée (3) years(s), (“Extended Term™) each at
the sole option of the State, subject to the parties prior written Agreement on
applicable fees for each extendzd Terim, up to but not beyond October 31, 203 1. urider
the same terms and.conditions, subject .to approval of the Governor and Exccittive:
Council.

A2 Provision S, Contract Price/Price Limitation/ Payment, is updated with the following
addition:

55

The State’s liability under this Agreement shall be limited to monetary damages not
to exceed the contract price pursuait to Paragraph 5.2. The Contractor: agrees that it
has. an ‘adequate remedy at law for any breach of this Agreement by the State and
hereby waives-any right.to spezific performance or otlier equilable remedies.against
the State. Subject to applicable laws and regulations. in no event shall the State be
liable for any ‘consegquential, special, indirect, incidental, punitive, or exemplary
damages. Notwithstanding the foregoing, nothing hérein contained shall bé deemed
to constitute a waiver of the sovereign immunity of the State, which immunity is
hereby reserved to the Staté.

A3  Provision 8, Event of Défault/Remedies, is updated with the following addition:

8.2.5

.8ive the Contractor-a written notice specifying the event of Default, terminate the
agreement as breached, and prozure Services that are the subject of the Coiitract from .
another source and Contractor: shall be liable for reimbursing the State for the
replacement Services, and all administrative costs directly related 10 the replacement
of the Contract and procuring the Services from another source, such as costs of
competitive bidding, mailing, advertising, applicable fees, charges or penalties, and
staff time costs; all of which shall be subject to'the limitations of liability set forth in
the Contract.

A4 Provision 9, Termination; is delcted and replaced with the following:
9.  TERMINATION

9.1

Page 9 of 60

Notwithstanding: paragraph 8, the State may, af its sole discretion, and with written
notice, terminate the Agreement for any reason, in-whole or in part. In'the event of.
such termination, the Contractor shall immediately stop all work hereunder and shall
immediately cause any and all cf-its suppliers and subcontractors to céase work: The.
State shall be liablé for'cost of all Services and Deliverables for which Acceptance has
‘been given by the State, provided through thé date of termination but wil} not be liabie
for any costs for incomplete Services. or winding down,the Contract actjvities. The

-Contractor initials: P_._.W

Date; |Q|‘ﬂ‘m
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‘Contractor shall not be paid for any work performed or ‘coits incurred which

reasonably could'have begn avaided.

Termination Procédure

9.2‘. 1

9.2.2

9.2.3

Upon termination of the Contract, tii¢ State, in addition to any other rights
provided. in the Contract, may require Contractor to deliver to.the State any
property, including withiout limitation, Software and Written Deliverables, for
such part of the Contrazt as has been terminated.

After receipt of a notice of termination, and except as otherwise directed by
the State,"Contractor shalf:

a. Stop work und2r the Contract 6n the date, and to the extent specified,
in the notice:,

b. Promptly, but in no-event longer than ten (10) days after termination.
terminate ‘its o~ders and subcontracts related 1o the work which, has
been terminated, dnd séttle atl outstanding liabilities and all claims
arising out of such termination of orders and subcontracts, with the
approval or raiification of the State to thé extent required, which
approval or rat-fication shall be final for the purposc of this Section;

c. Také-su_ch action us the State directs, or as necessary to preserve and
protect the property related to the Contract which is in the possession
of Contractor and in which the State has an interest;

d. Take no action to intentionally erase any State data until directed by
the State; : )

e. Transfer title tc the State and deliver in the manner, at the times, and
1o the extent dizected by the Slate, any property which is reéquired to
be furnished to the State and wliich has been aciepted ar requested by
the State;

f. Implement an orderly réturin of Staté data. in a CSV or another
mutually agreeable format at a time agreed to by the parties;

g Securely dispose/destroy of all requested data in all of its forms, such
as disk, CD / DVD, backup tape and paper, when requested by the
State. Data sha | be permaiently.deleted and shail not be recovérable,
according to Netional Institute of Standards and Teclinology (NIST)-
Special Publication (SP) 800-88 approved methods: Ceitificates of
destruction shall be provided to the State; and

b, Provide written Certification to the State that Contractor has
surrendered to te State all said property and after 180-days has erased
all State data.

If the Contract has expired, or terminated prior to the Completion Date; for
any reason; the Contractor shall provide, for.a. period up to ninety (90) days

afler the expiration or zenmination. all transition services requested by the

State, at no additional cost, to allow for the expired or terminated portion of
the Services to continue without interruption or adverse effect, and to facilitate

4
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AS

Page
Contr
Date:

the orderly transfer of such Services to the State or its designees (“Transition-
Services™).

E , 1
9.2.4. This.covenant in paragraph 9 shall survive the termination of this Contract,

Provision 10, Data/Access/Confidentiality/Preservation, is updated. with. the following
addition: : .

10.4°

In ‘performing its obligations v nder this Agreement, Contrictor may gain access to
Confidential Information of the State. Confidential Information- includes any and all
information owned or manage by the State of NH. - created, received from or on
behalf of any Agency of the Stete -or accessed in the course of performing contracted
Services - of which collection, disclosure, protection, and disposition is governed by

state or federal law or regulat.on. This informniation includes ‘but is. not limited to

10.5

10.6

I'l of 60

Protected’ Health Information (PHI), Pérsonally Identifiable Information (PIl),
Personal Financial Information (PFI), Federa! Tax Information (FT1), Social Security
Numbers (SSN), Payment Card Industry (PCI), and or other sensitive and Confidential
Infarmation. The Contractor shall not use the Confidential Information developed or
obtained during the performance of, or acquired, or developed by reason of the
Agreement, except as.directly connected to and necessary for the performance of the
Agreement, Contractor shall maintain the confidentiality of and protect from
unauthorized use, disclosure, publication, and reproduction (collectively “release™),
all Confidential Information.

10.4.1 In the event of the unauthorized release of Confidential Information,
Contractor shall immeditely notify the State’s Information Sceurity Officer,
and the State may imimediately be cntitled to puirsue any remedy.at law and in
equity, including, but not limited 1o, injunctive relief.

Subject to applicable federal or State laws and regulations, Confidential Information

shall not include information which:

a. shall have otherwise becoma publicly available other than as a result of disclosure
by the receiving Party in breach hereof;

b. was disclosed to the receiving Party on a non-confidential basis.from & source
other than the disclosing Party, which the receiving Party believes is rol
prohibited from disclosing such information-as a result of an obligation in favor
‘of the disclosing Party;

¢. is developed by the receiving Party independeéntly of, or was known by the
receiving Party prior to, any dislosure of such information made by the disclosing
Party; or

d. is disclosed with the written consent of the disclosing Party.

A receiving Party:also may disclose the disclosing Party's.Confidential Information
to the extent required by an order of a court of competent jurisdiction. Any disclosure
of the Confidential Information shall require the prior writién approval of the State.
Contractor shall immediately notify the State if any request, subpoena or othér legal
process -is served upon Contractor regarding thie Confidential Information, and

actor {pitials: Dﬂn
|p_“5| T
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10.8

Contractor shall coopérate with. the State in any effort the State undertakes to contest
the request; subpocn'a or other iegal process,.at no additional cost to the State..
Contractor Confidential Information. Contractor $hall clearfy identify in writing all

-ml'ormauon it claims to be confidential or proprietary upon providing such

iriformation to the State. For the purposes of complying with its legal obligations, the
State is under no obligation to accept the Contractor's desngnauon of material as
confidential. Contractor acknewledges that the State is subject to State and federal
laws governing disclosure of information including, but nat limited 1o, RSA Chaptér
91-A. In ihe event the Slate receives a request for the information identifi ed by
Coitractor as confidential, the State shall notify Coritractor and specify the date the
State will be releasing the requested information. At the request of the State,
Contractor shall cooperate and -assist the State with the collection and review of
Contractor’s inforniation, at no additional expense to the State. Any.effort to prohibit
or enjoin the release.of the information shall be Contractor’s sole res;mnsnblllty and at
Contractor’s sole expense. [If Contractor fails to obtain a court order enjommg the
disclosure, the State shall retéase thé information on the date specified in the State’s
notice to Contractor, without any liability to the State.

This covenant in paragraph 10 shall survive the termination of this Contrdct,

A.6  Provision 12, Ass:gnmenb’DelegatmmSubcontracts, is updated with the following
addition:

12.3

“In the gent that Contractor shculd change ownership for any reason whatscever that
results in a change of control of the Contractor, the State, shall have the option of:

a conlmumg under the Agreemient with Contractor, its successors or assigns fof the
full remammg Term: of the Agreement.or for such period of time as determiried
necessary by the State; ‘

b. immediately terminate the Agreemient without liability to or further compensation
owed to Cantractar, its successors or assigns. -

A.7  The following Provisions are added aad.made part of the P37:
25. FORCE MAJEURE

251

252

Neither Contractor nor the S:ate shall be responsible for detays ‘or. failures in
performance resulting from events beyond the control of such Party and without fault
or negligence of such Party. Sach events shall include, but not be limitéd to, acts of
God, strikes, lock outs, riots, axd acts of War, epidemics, acts of Governmcnl fire,
power failures, nucléar accidents, earthquakes, and unusually severe weather,

Except in thé-event of the foregoing, Force Majeure events shall not include the
Contractor’s inability to hire or, prowde personnel needed for the Contractor's
performance under the Contract.

26. EXHIBITS/ATTACHMENTS

The Exhibits and Attachments referred to in and aftached to the Contract are incorporated
by reference ss if fully included in the text of the Contract.

Page 12 of 60
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27,

28.

29.

NON-EXCLUS]VE CONTRACT
The' State reserves the right; at its discretion, 16 fetain other vendors:to-provide any of the

‘Services or Deliverables identified under this Agreement. Contractor shall make best efforts

to coordinate work with all other State veidors performing Services which relate to the work
or Deliverables set forth in the- Agreement The State intends 1o use, Whenever. possible,
existing Software and hardware.contracts to acquire supporting Software and hardware..

GOVERNMENT APPROVALS
Contractor shall obtain -all .necessary -and applicable- regulatory or éther governmental
approvals necessary to perform its obligations under the Contract.

ORDER OF PRECEDENCE

In thé event of conﬂlct or ambiguits among any of the texi within this agreement, the
followmg Order of ‘Precedence. shall govern:
i.  State of New Hanipshire, Departmént-of Natural and Cultural Resources Contract
Agreement DNCR 2023-19
.  State of New Hampshire, Degartment of Natural and Cultural Resources RFB
DNCR 2023-19 Cannor Mountain Ski Resort Management System
ili.  Contractor. Proposal Response to- Department of Natural and Cultural Resources
RFB DNCR 2023-19 dated August 18, 2022
iv.  Additional Contractor Provided Documents (see Exhibit G)

Remainder of this puge intentionally left blink
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EXHIBIT'B-STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES

The Statement of Work, Business and Technica) Requirements, and Deliverables are set forth below;

1. .STATEMENT OF WORK | ) o
Contractor shall supply all labor, tools, transportation; materials, equipment, technical support for all
the modules of the Ski Resort Management System and-permits as necessary and required to perform

services asdescribed herein.

Ay

Contractor shall design, build, and install a com prehensive, cloud-based, custom-built and site-specific
system for both q'nlin_e and on-site day ticket, season pass, retail, snow sports school, réntal, and repair
sales and services.

'Contractor. shall provide reloadable and reusable RFID cards and System will provide the following;

Ability for customers to register and reload their RFID cards.at Cannon locafions through
the POS system or via the on-line store;

Technology must be .incorpoiated throughout the system tracking all aspects of a
custoiner’s day at the mountain from ski ticket purchase, retail purchases, ski school,
scanning at lifts and towers, etc.

The Contract will not charge siiles commissions on RFID cards'that replace existing Gift
Cards from previous system. i

Provide RFID reporting for all RFID card redemptions (online or in person) over .a

specified date range, that will-include a list of each RFID card number, amount loaded onto
the card, receipt number, recipient name and address, "To" and "From", and the purchascr's
phone number;

Upon request provide liability report for all unredeemed gift cards;

Provide a web-based reporting system to allow DNCR access on demand to data for all
transactions during a specified t.me period this report shali total transactions at the agency
level, and individual sales location (operation and retail).

Reporting should be ableé to. be scparated by- hicrarchal view- and access. The reporting -

system should also allow for custom reporting for additional information requirements and
queries.

All monthly reports:and other transactions management reports shall be available 24/7 via
the website or via e-mail or file transfer as determine. Dsta shouid able be'available in tab

-of comma delimited formats for exporting and imponting into other report templatés.

Detailed reporting to the agency level including but not limited to the following
information: # of cards issued and # of cards redeemed and amount, remaining card
balances, date of issuance; whet was purchased with- activity /category codes, date and
locations where the card was used. '

The RFID card system shall be & closed loop solution that is not dependent upon a specific

processor. If the contract with ENTABENT, expires or changes, there shall be no lapse in

service to the customers holding gifi cards or loss.of the gift card values. Any contractor
or provider changes shall be totelly pain free and transparént to the consumer.

Page 14 of 60
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Contractor will provide all hardware ( include spares for hardware fallures), including buit . not limited.

to: guest-facmg and staft- facmg POS. syst—'ms (20) ticket and séason pass RFID card prmters (6),
.receipt printers (20), card (RFID/barcodé) scanning devices: 20 @ POS. 18 @ at lifts, 9 @ remote lift
tower locations. All'buildings have.Intemet access back fo the State of NH care. The nine (9) ski lifts

are WIFI enabled. There are five {5) prima-y buildings and the 9 lifts associated with the pro;ect No.
data will be mtgrated from current system.

Remainder of page intentionally left blank.
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EXHIBIT B - STAT_EMENT OF WORK (SOW)

1. BUSINESS / TECHNICAL REQUIREMENTS

P - = . £ & - ; : ‘
o o o e s BUSINESSREQUIREMENTS. = . - v _
7 swateRequifeménts : __-Contractor - -
Reqi “REquifment Besciiption f'r’cr‘i‘tfc'a?mv C"""“"" | Deiivery= Commiits ]
i say REON g g e Response { «Method, I o
Eesmmaspscmmnous e T Th R _
Contractor will provide a hosted centralized Canno1
Mountain Ski Resort Management Systgm accessgd
B1.1 | through a web-based interface available 24 hours M Yes Standard
per day, 7 days per week; 365 days per year for
State staff and guest.
B1.2 Online store mu?t have the "look.and fee!” Cannon- M Yes Standard Solution is customized for
Mountain web site. each resort
813 The_Squtlgn must be a Contractor hosted PCI M- Yes $tan dard

compliant website.

Transfers happen daily on.

As the Merchant of Record, Contractor will
business days. Transfers

electronically transfer all funds received on behalf of

814 the State to the State’s bank account on a daily M eS Standarcal doindbhappenigh
basfs. weekends or bank
holidays
All proceeds from the Cannon Mountain Ski Resart
Management System are funds of the State of New Entabeni holds funds in
BLE Hampshire, which Contractor holds in trust. These M Yes Standard trust and disburses funds
) proceeds shall not be co-mingled with personal, to resort the next
business or any other operating funds or diverted or ' business day
used by Contractor for any purpose,
Entabeni holds funds in
trust-and disburses funds
With each EFT to the State bank, Contractor will. :)o t:ne Stat;e th:hne:t: d
provide electronic files to the NHDNCR containing d:;sb:f:: d ; vt-equa‘I! tor:h:
fee detalls. The total dollar amount of each gross sales occurring
816 electronic file will equal the total dollar transferred o R ! Standard | since the end of the last

less the. transaction fees. The electronic data files
will contatn information such- as, but not limited to,
names, addresses and reservation ¢onfirmation

business day. Cannon
will be billed at the end of
each month for Entabeni

AbER fees and credit card
processing fees. State
accepts = 9/19/2022.
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STATE OF NEW HAMPSHIRE.
Department of Nazural and Cultural Resources
DNCR 2023-19 - Cannon Mtn Ski Resort Mnnagement System

EXHIBIT B- STATEMENT OF WORK (SOW)

.All hardware and
so&ware are prowded
as part.of the standard
opérating fee: RFID
cards, recelpt paper
-and printer cleaning

'| supplies are supplied by

the-Contractor at an

additional fee. RFIS

.cards are custon

:printed, polvcarbonate

‘laminate, "high quality

cards, not paper cards

i ysed by other vendors.

‘Provide any and all associated hardware (Table 3.0
Proposed Hardware Spetifications)/software
required for guest-facing and staff-facing POS
systems, RFID.Cards, RFID card printers, receipt

B1.7 | pfinters, RFID card/barcode scanners {hand-héld M Yes . Standard

.and remote), and video / photo technology {without

{sound).at transaction polnts and scanning locations

-as part.of design, build, 2nd installation of entire

iSystem.

Provide spare efuipment {according to Table 3.0
‘Proposed Hardware Specifications) to,be stored on-
Site in the event of damage and immediately replace
defective equipment.

| Ample spare _
M Yes Standard | equipment is provided
to the resort

BL.B

The Coritractor.Salution must accept Visa,
B1.9 | MasterCard, Discover, AMEX, mobile payment M Yes Standard
services and débit cards on behalf of the State.

Entabeni Systems is the
actual card processor

All recelpts must list the refund policy.as weil as the

ELA0 wehsite prior to clicking submit or pay now. o yes pldndard
B1.11 A confirmation numbeér is provided for all approved M Yes Standsrd

“online pavrnents i

~Abll|t_v to track/process all required walvers (rertals, 3'!;?;:“::’;:; d
B81.12 | skil lessons, etc) and avallable té guest in person or M Yés Standard | =5 p y

-on-site using Entabeni

online. ;
hardware

Customer facing POS screens that.allow for phoro
B1.13 | capture, signature capture, credit card starage, M Yes Standard’
order summary, and tipping function.

" Reports ' = "1 R ] .

Solution must be able to provide multiple of
“cinned” reports (ﬁnancial statistical, demogra ahic,
B2.1 | skischoo, retall and ticket sales, nursery, etc.) along M Yes Standard
with the ability to easily bulld own. reports {ad-hoc}
and modify existing ones with little to no training.

Ability to develop new reports (ad hoc) with

B2.2 | accurate fesults from data that Is inputted into the M © Yas Standard

System: .
B2.3 | Ability to export reports into Microsoft Excel or ZSV. M Yes. Standard

‘Contractor wil provide new custom reports as ‘ ‘ Entabenl has a process
B2.4 | needed within a 30-day period from date of request M Yes Custom.

for the report. _ for supplying special
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STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources
DNCR 2023-19 — Cannon Mtn Ski Resort Management System

EXHIBIT B - STATEMENT OF WORK (SOW)

reports in under 30
days
Currently runs
automated reports,
. = may request custom
B2.5 | Provide ability to save frequently run reports. M No Future reports be added at any
time. State accepts —
9/7/2022
ki School/Lifts/Patrol
Provide the RFID technology and equipment to e
B3.1 | used at Cannon’s ski lifts and towers to track guest M Yes Standard
and their location.
B3.2 System must track guest usage lessons, instructors, M Yes standard
and levels.
B3.3 | System must include instructor scheduling mod Jle. M Yes Standard
B3.4 | Instructors must be able to view their schedule. M Yes Standard
B3.5 Guests must be able to request lessons with specific M Yes standard
instructors.
Beta test winter
2022/2023, full release
Plan and provide for ski patrol system use in the winter 2023/2024;
future via hand-held radio/cell phone device to Cannah may apt.to be
&8 record details and take photos :nd video at accident o Na Standard | part of the beta test in
il " 2022/23 or wait for full
’ release in 2023/24.
State accepts -~
9/7/2022
Rentals/Repair Shop
B4.1 izasnning technology of RFID cards and barcodes at M Yes Standard
System must provide DIN calculations and track
Ba.2 | inventory availability, service records, etc. as M Yes Standard tS,VStedm o L0%% clntiet
specified by staff. -
B4.3 Repa.ir module must u:tclude scanning equipment as M Yes standard
required at each repair station.
Retail Module
This feature is in
Inventory tracking of three retail locations {Aerial development now and
BS.1 Tramv\fa.y, Notchview Lodge, and Flume Gorg_e) with M No Standard will be ready for a
the ability to move inventory from one location -o Cannon launch {in
another. 2022/23). State
accepts - 9/7/2022
Same e-commerce
85.2 | Provide an e-Commerce solution for retail sales M Yes Standard | system is available
system wide
Training/Help Desk
Page 18 of 60

Date: o1~

Contractor l:litials: REALY




STATE OF NEW HAMPSHIRE

Deépartment of Naiural and Cultural Resources
DNCR 2023-19 - Cannon Mtn Ski Resort Management System
EXHIBIT B - STATEMENT OF WORIA(‘ (SOW)

Provide:comprehensive suppart and training durling:
design, build, installation, and testing'phases,

M

Yes

. Standard

B86.2

Provide on:site technical support and training for
opening week at Cannon Mtn -mid to lte.
November,2022.

Yes

Standard

Entabeni will provide
significant resources 61
site during instaliation
and opening

B6.3

Provide ongolng training/and or suppart for length
of contract.

M

Yes

Standard

B6.4

Provide Help Desk support 365x7 from Bam to €pr.

EST. except designated holidays

M

‘Yas

Standard

APP

LICATION,REQUIREMENTS

_GENERAL SPEGIEICATIONS. .

e

PP
JF

All

Provide any and all applicable usage, licensing,
maintenance, and upgrades.

M

1

Yes

Standard

Al:2

Contractor solution must be mabile friendly
compatible with all mobile operating systems {I0S,
Androld, and Windows, etc.)

Yes

Standard

[Entabeni Is a mobile
first design

Al.3

Contractors’ solution must be responsive to any size
screen when viewed on mobile, laptops, desktoas,
or tablets.

Yes

Standard

Al.4

Ability to access data using open standards access
protocol (please specify supported versions in the
comments field).

Yes

Standard

Al.5

Data s available in commonly used format over
which rio entity has exclusive control, with the
exception of National or International standards.
Data is not subject to any copyright, patent,
trademark or other trade secret regulation.

Yes

Standard

Al6

Web-based compatible and in conformance with the
following W3C standards: HTMLS, S5 2.1, XML 1.1
and WCAG 2.1 AA

Yes

Standard

L]

JAPPLICATION SECURITY.

e

A2.1

Verify the Identity and authentlcate all the system’s
human users before ailowing them to use its
capabilities to prevent access to Inappropriate or
confidential data or services.

Yes.

‘Standard

A2:2

Enforce unique usernames.

Yes

Standard

A2.3

Enforce complex passwords for Administrator
Accounts.in accordance with DolT's statewide User
Account and Password Policy.

Yes

Standard

Enforce the use of coniplex passwords for generz)
users using capital letters, numbers and special
charactérs in accordance with DolT's statewlde User
Account and Password Policy.

Yes

Standard
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STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resouréés
DNCR 2023-19 - Cannon Mtn Ski:Resort Management System

EXHIBIT B - STATEMENT OF WORK (SOW)

A2:6 | Encrypt passwords in transmission and at rest within-

the database. M Yes Standard

Establish ability to expire passwords after a defi aite 7
A2.6 | periodof time'in accordance with-DolT's statewide ™ Yes Standard
User Account and Password Palicy.

Provlde the ability to limit the number of people

. M : Standard
_ a2 _that can grant or change authorizations. yes Standar

. | Establish abllity to enforce'session timéouts during ) -
A28 periods, of Inactivity. M Yes Standard

. | The'application shall not store‘authentitation -
A_2_.9 credentials orsensitive data in its code, M Yes ‘Standard

: Log all attempted accesses that fail identificatio; ] D
A2:10 M Yes Standard-

authenticatlon, and authonzanon requirements.

The appllcatlon shall log alt activities to a server to
A2.11 prevent partiés to appiication transactions from M Yes Standard
denying thatithey have taken place.

A2:12 [ All logs must be kept for {90-days). M Yes | Standard
The application must allow a human user to
A2.13 | explicitly terminate-a session. No remnants of t1e M Yes Standard

' priof session should then rernain.

Do not use Solution and System Services for

anything other than they are designed for. M Yes Standard

A2.14

The application Data shall be protected from

unauthorized use when at rest. ™ Yes Standard

A2.15

The application shall keep any sensitive Data or
‘A2.16 | communications private from unauthorized M Yes Standard
| individuals and programs.

Subsequent application enhancements or upgrades

A2.17 shall not remove or degrade security requiremets. N : Yes Standard
tillze.char ' ] on. ]
A2.18 Ltillize ch_ange management documentation.and " Yes Standard
procedures ‘ i
PG DSS COMPLIANCE . - - -

Contractor attests that, as of the Effective Date of
this RFB it has complied with all applicable

A3.1 | requirements to be considered PCi DSS compliant M Yes Standard
and has pgrfbrmed'thg necessary steps to validzte
Its compliance with PCI DSS..

Contractar will'supply the current status of the-
application’s PCI DSS compliance status, and
evidence of its most recent vaildation of compliance
Attestation of Compliance.

™M Yes | Standard
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:STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources
DNCR 2023-19 —Cannon Mta Ski Resort Management System

'EXHIBIT B - STATEMENT OF WORK (SOW)

Contracmf must comply with all credit card brand.
' rules as applu:able, in regard to'theirenviroiment.
, The Contractor will work with the State if any non-
r compliance Issues.occur to ensure proper
' remedlanon of any non-compllance issues.
Contractor shall immediateiv notify the'NH Doll
Chief Informatuon Security Officer and the Mercrant
-“Ionger PA DSS compllant and shall Immedlately
provide the DOIT Chief Informatian Security Officer
of the steps being taken to remédiate. the non-
,comphance status. In no event should;Contractc r's
Aotification to the DalT be later than.seven (7)
calendar days after Contractor learns it'i ls no langer
_PA DSS compiaint

ves

Yes

Standard

Standard

Contractor must méet PCI DSS ﬁeqi.riréfnéﬁt 12.3 of
the latest edition, Service Provider.

Yes

Standard

The Contractor will fun, at least, quarterly
vulnerability scans according to PCI DSS requirement
11.2

Yes

Standard

Every 2 weeks

Contractor agrees that it i is.responsible for the
security of cardholder data that it possesses,
including the functions relating to storing,
processing, and transmitting of the cardholder cata.

Yes

Standard

Contractor does not
store, processor or.

‘transmit cardholder

data. Credit card
pa_ymengs are

redirected:to
‘WorldNet/Payroc.,

Contractor shall disclose any Nested Third-Party
‘Service Progider"(TPS_P) thatlsapartofthe
Cgrdhblqer Environment and req’Jlre an Attestazion
of Compliance 6n an annual basis and/or upon

| request from the Nested Third Party Sefvice

Provider,

Yes'

Standard

Entabeni partners with

‘WorldNet, which uses

Payroc as their
payment gateway,
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STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources
DNCR 2023-19 — Cannon Mtn Ski Resort Management System

EXHIBIT B - STATEMENT OF WORK (SOW).

o g T L TESTINGIREC
[TAPPLICATION SECURITY TESTING. &
All.components of the Software shall [n_e revlew;d .
T1.1 | and tested to ensure they protect the State’s web M Yes Standard
site and its related'Data assets.

For web applications, énsuré the application has
been tested and hardened to prevent critical
application security.flaws. { At a minimum, the
application shall be tested against all flaws outlined
in the Open Web Application Security Project
{OWASP) Top Ten ' '
(http://www.owasp.org/index.php/OWASP_Top_Te
n_Project).

Provide the State with validation of 3rd party'
security reviews performed on the application and
system environment. The review may inc_lude a
T1.3 | combination of vulnerability scanning, penetraticn M Yes Standard
testing, static analysis of the source code, and
expert code review (please specify proposed
methodology in the. comments field}.

Contractor shall provide documented procedure ‘or
migrating application modifications from the User

T1.2 M Yes .Standard

Sonar Cloud sérvice is
used for scanning of all
applications. S5can are
perforimed routinely and
when any new code is
written.

LE) Acceptance Test Environment to the Production M WES Stangand

Environment.
STANDARD.TESTING ~ C . B ; j

The Contractor must test the software and the
system uslng an industry standard and State "M Yes Standard

T2.1 | approved testing methodology.
The Con ] )

e Co tractor.rnust perform application stress M Yes $tandard

T2.2 | testing and tuning.

The Contractor must define and test disaster. M Yes Standard

T2.3 | recovery procedures.
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STATE OF NEW HAMPSHIRE

Department of Natural and Cultural Resources

DNCR 2023-19 - Cannon Mtn Ski Resort Management System
EXHIBIT B - STATEMENT OF WORK (SOW)

o

-~ K

7 g . - HOSTING-GLOUD, REQU!REMENER& '

State  Requiréments

tContractorJ

-

- aviechey

sl

Réquirément Description,

. f.é!*}.'.éé'.'!\f"-

Contractor,
l!esmcmsel

! -*Dellvery

Meth&i!j :

. Commenits

.

5"0P£RA TIONS

H1.1

Contractor shall prowde an ANSI/T 1A-942 Tier 3 Data - )
| Center or.equivalent. Atier 3 data center reguires

1) Multiple independent distribution paths serving
the IT equipmenit, 2) All IT equipment must be dual-
powered and fully compatible with the topology of a
site's architecture and 3) Concurrently maintainable
site infrastructure with éxpected availability of
899.9%.

Yes

Standard

H1.2

Contractor shall maintaln a secure hosting
environment providing all necessary hardware,
software, and Internet bandwidth to manage the
application and support users with permission-
based logins.

Yes

Standard

4]

H1.3

The Data Center must be physically secured —
restricted access to the site to personnel with
controls-such as biometric, badge, and others
security solutions. Policies for granting access must
be in place and followed. Access shall only be
granted to those with a need to perform tasks in the
Data Center.

Yes

Standard

H1.4

Contractor shall install and update all server
patches, updates, and other utilities within 60 days
of release from the manufacturer,

Yes

Standard

H1.5

Contractor shall monitor System, security, and
application logs.

Yes

Standard

H1.6

“Contractor shall manage the sharing of data_

resources.

Yes

Standard

H1.7

‘Contractor shall manage daily backups, off-site data
storage, and restore operations.

Yes

Standard

H1.8

The Contractor shall monitor physical hardware.

Yes

Standard

H1.10

The Contractor shall report any breach in security in
conformance with State of NH RSA 359-C:20. Any
person engaged In trade or commerce that is
subject to RSA 358-A:3, | shall also notify the
‘regulator which has primary regulatory authority
over such trade or comimerce. All other persons
shall notify the New Hampshire attorney general's
office.

Yes

Standard
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STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources
DNCR 2023-19 - Cannon Mt Ski Resort Management System

EXHIBIT B - STATEMENT OF WORK (SOW)

[BhASTERRECOVERT:

- H31

|
|

Contractor. shall have documented dlsaster recovery
plans that address the recovery of lost State data as
well as their own. Systems shall be architected tc
meet the défined récovery needs.

M Yes | Standard

H2.2

| The disaster.recovery plan shall identify appropriate -

methods for procuring additional hardware in the
event of a component fallure. [n most instances,
systems shall offer a level of redundancy 5o the loss M “Yes' Standard
of a drive or power supply will not be sufficient ta
terminate services however, these failed
components.will have to be: replaced

H2.3

Contractor shall adhere to a defined and

documented back-up schedule and procedure. M Yes. ‘Standard

H2.4

Back-up copiés of data are made for the purpose of
facilitating a restore of the data in the event.of data. M Yes Standard
loss or System failure, )

H2.5-

Scheduled backups of all servers must be completed
regularly. The minimum acceptable frequency is
differential backup daily, and complete backub
weekly.

M Yes Standard

H2.6

| a facility.

Tapes or other back-up media tapes must be
securely transferred from the site to another secure

location to avold complete data loss with the los: of M les Sisndard

Ha.7

Data recovery ~ In the event that recovery back 1o
the last Backup is not sufficient to recover State
Data, the Contractor shall employ the use of
database logs In addition to backup media In the
restoration of the database(s) to afford a much
closer to real-time recovery. To-do this, logs mus: be
oved off the volume containing the database with
a frequency to match the business needs.

M Yes Standard

I HOSTING SECURITY i -

H3.1

The Contractor shall empldy security measures
ensure that the State’s applicatlon and data I5 ™M Yes Standard
protected.

H3.2

If State data is hosted on multiple servers; data
exchanges between and among servers must be ™M Yes Standard
encrypted.

H3.3

All servers and devices must have currently
supported and hardened operating systems, the
latest antl-viral, anti-hacker, anti-spam, anti-
spyware, and anti-malware utilities, The
environment, as a whale, shall have aggressive
Intruslon-detection and firewall protection.. )

M Yes Standard
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STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources.
DNCR 2023-19 = Cannon Mtn Ski Resort Managcment Systern

EXHIBIT B - STATEMENT OF WORK (SOW) .

| All companents of the. Infrastructure shall be
réviewed and tested to ensure. thev protect the .
‘State’s hardware, software, and its related data
- assets. Tests shall. focus on the !echmcal 1 : -
Ha:4 administrative and physlcal securlty controls that M Yes Standad
have been desrgned into the Systern architécture in |
order to provide confidentiality, integrity and’
availability.

The Contractor shall ensure its complete
cooperation with the State’s Chief Information

H3.5 ‘M Y Standard
Officer in the detecnon of any secuntv vulnerabil ty ’ @ sk
of the hosting infrastructure:

The Contractor shall authorize the State to perform
Hi6 scheduled and random security audits, including M Yes standard

vulnerability assessments, of the Contractor’ hosting
infrastructure and/or the application upon request.

H3.7- | All servers and devices must have event logging
enabled. Logs must be protected with acCess.
limited 'to only authorized administrators. Logs M Yes, Standard
shall include System, Application, Web and '
Database logs.

H3:8 | Operating Systems (OS) and Databases (DB) shall be
built and hardened in accordance with guidelines. M Yes Standard
set forth by CIS, NIST or NSA, ’

H3:9 | The Contractor shall ntify thé State’s Project
Manager of any security breaches within two (2)
hours of the time that the Contractor. learns of thir
occurrence..

M ‘Yes Standard

H3:10 | The Contractor shall be'solely liable for costs
assoclated with-any breach of State data housed at
their location(s) including but not limited to M Yes Standard
notification and any damages assessed by the
courts,

Page 25 of 60 _
Contractor Initials: ﬁy VA

Date:




STATE OF NEW HAMPSHIRE
Department of Natural and Cultural Resources
DNCR 2023-19 - Cannén Mtn Ski Resort Management System

EXH]BIT B - STATEMENT OF WORK (SOW)

: SERVICE LEVELAGREEMENT

The Contractor's Svstem support and malntenance
shall comirmence upon the Effectlve Date and extend
through.the end of the’ Cuntract term, and any
extensions thereof,

Hé:1 M Yes Standard.

The Contractor $hall maintain the hardware and 1 )
'Software in accordance wlth the spedf'cations

terms, and requirements of the: Contract includirg
providing, upgrades ‘and fixes as requlred -

H4.2. M Yes Standard’

The Contractor shall repair or replace the hardware -
or software, or any portion thereof, so that the
H4.3 | System operates in accordance wlth the M Yes. Stanidard
'Speclﬂcations ‘terms, and requirements of the
Contract.

-All hardware and software components of the
Contractor. hosting infrastructure shall be fully,
supported by their respective manufacturers at all

H4.4 | times. All critical patches for operating systén‘né‘ M Yes -Standard +

databases, web servicés, etc., shall be. apphed within

sixty (60) days of release by their respective
manufacturers.

The State shall have unlimited access, via phone cr
Email, to'the Contractor technical support staff
between thé hours of 8:00am to 6:00pm-EST 365 x 7
except designated holidays.

Ha.5 ™ Yes Standard

"The Contractor shall conform to the specific’
deficiency class as described:

* (Class A Deficiency - Software - Critical, does not
allow System to operate, no work around,
demands immediate action; Written
-Documeritation - missing significant portions af

" information of unintélligible to State; Non
Software - Services were inadequate and
require re-performance of the Service.

H4.6 | e Class 8 Deflciency - Software - important, does M Yes Standard
not stop operation‘'and/or there Is a work
around and user can perform tasks; Written
Doc'umentatlon - portions.of information are
‘missing but not enough to make the document
unintelligible; Non Software - Services were
deficient, require reworking; but do not require
re-performance of the Service.

® Class.C Deficiency - Software - minimal,
cosmetic in nature, minimal.effect on System
Iow priority and/or user can use System.
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STATE OF NEW HAMPSHIRE
Depnrtment of Narural and Cultural Resources
DNCR 2023-19 - ‘Candon Mtn Ski Reeort Management System

'EXHIBIT B - STATEMENT OF WORK (SOW)

"ertten Dociimentation - mlmmal changes
reqmred and of mlnor editing nature. Non
Saftware - Services require only minor’
reworklng and do not require re-perfomance of
the Service:

As part of the maintenance agreement,.ongoing
support issues shall be responded to accordang to
the fotlowlns

s Class A Deficlencles The Contractor shall. have
avallable to the State on-call telephone
assistance; wuth issue tracking javanlab!e tothe
State, eight (8) hours per day and five (5) days a
week with an emall / telephone.response within
two (2) hours of request; or the Contractor, shall

i provlde support on-site or with rémote

'H4.7 diagnostic Services, within four (4) business M Yes. Standard
hours of a request;

» Class B & C Deflciencies ~The State shall notify
the Contractor of such Deficiencies during
regular business hours and the Contractor sha |
respond back within-four (8) hours of notificat on
of planned corrective action; The Contractor
shall-repair or replace Software, and provide
maintenance of the Software in accordandée with
the Specifications, Terms and Requirements.ot
'the Contract.

_The hosting server for the State shall be available
H4.8 | twenty-four (24) hdurs'aday, 7 days a week except M Yes Standard
for during scheduled maintenance.

A regularly scheduled'maintenance window shall ae
identified {such as weekly monthly, or quarterly}at

» 49 which time all relevant server patches-and H L Stapdac
application upgrades shall be applied.
If Thé Contractor is unable to-meet the uptime-
requlrernent The COntracmr shall credit State’s
HA.10 account In an amount based upon the. following M Vés Standard

formula:’ (Monthly Sales Commission/30) x Numbar
of Days Contract item Not Provided. The State'mi st
request this.credit in writing.

The Contractor shall'use a change management .
H4.11 | policy for. notification and tracking of change M Yes. Standard
requests.as well as critical outagés.

A critlcal outage will be designated wheri a business’
functlon canngt be met bya nonperformlng
.application and there is ne work around to the
problem,

H4:12 M Yes. ‘Standard
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STATE OF NEW HAMPSHIRE

Department.of Natural and Cultural Resources
DNCR 2023-19.- Cannon Mtn Ski Resort Management System

"EXHIBIT B - STATEMENT OF WORK (SOW)

D

Thie Contractor will grve two-buslness days prior

notifi cation to the State Pro]ect Manager of all
changes/updates and provide the State:with trair‘iing
due to the upgrades and changes.

M.

Yes.

Standard’

4wl

o wnmsa»MANAGEMENT

— T
A
o

Contractor shall partlcipate in an initial kick-off

meetlng to initiate the Project.

‘M

Yes

Standard

P1.2

Contractor shall submit a finalized Wark Plan within'
ten (10) ciays after Contract award and approval by
Governor and Council. The work Plan shall includs,
without IImltatlon ‘a detailed description of the
Schedule, tasks, Deliverables mitestones/critical
events, task dependencies, and payment Schedulz.
The plan shal! be updated no less.than évery two
weeks.,

Yes

Standard’

P1.3

Contractor shall provide detailed bl-weékly or
monthly status réports.on the progress of the
Project, which will include expenses incurred year to
date.

'Yes

Standard

Pl.4

All user, technikcal,-and System Documentation as
well as Project Schedules, plans, status reports, and

correspondence must-be maintained as project
documentation. (Define how- WORD format- on-
Line, in a common librafy or on paper)

Yes

Standard

Page 28 of 60
Contractor Initjals: Ig Y

Date: o hﬂ.g,ﬂ,-b




STATE OF NEW HAMPSHIRE

Department of Natural and Cultural Resources

DNCR 2023-19 — Cannon Mtn Ski Resort Management System

EXHIBIT B - STATEMENT OF WORK (SOW)

2. ACTIVITY, DELIVERABLE, AND MILESTONE

Service Provider. _

i TR i e ——
Pt sy —

S
o=
| Mg 0 R

ACTIVITY, DELIVERABLE, OR MILESTONE DELIVERABLE TYPE PROJECTED
DELIVERY DATE
i | Conduct Project Kickoff Meeting Non-Software 11/5/2022
2 | Work Plan Written 11/5/2022
3 | Project Status Reports Written Weekly
4 | Infrastructure Plan, including Desktop and Network Configuration Wiritten 11/5/2022
Requirements
S | Deployment Plan Written 11/5/2022
6 | Training Plan Written 11/5/2022
7 | Business Continuity Plan Written 11/5/2022
8 | Documentation of Operational Procedures Written 11/5/2022
INSTALLATION
9 | Provide Software Licenses {if needed) Written N/A
10 | Provide Software/Hardware Installed, Configured, and Operational to | Software/hardware 12/1/2022
Satisfy State Requirements
TESTING
11 | Conduct User Acceptance Testing Non-Software 12/9/2022
12 | Perform Production Tests Non-Software 12/9/2022
13 | Certification of 3" Party Pen Testing and Application Vulnerability Non-Software 12/9/2022
Scanning
SYSTEM DEPLOYMENT
14 | Conduct Training Non-Software 11/15/2022
15 | Cutover to New System Non-Software 11/15/2022
16 | Provide Documentation Written 12/5/2022
17 | Conduct Project Exit Meeting Non-Software 12/5/2022
ONGOING OPERATIONS
18 | Ongoing Hosting Support Non-Software On-going
19 | Ongoing Support & Maintenance Software On-going
20 | Contractor shall supply to DNCR an Attestation of compliance at least Written Annually
annually and upon request,.
21 | Contractor shalt supply to DNCR an Attestation of Compliance on an
annual basis and/or upon request from the Nested Third Party written Annually
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STATE OF NEW-HAMPSHIRE
_ Department of Natural and Cultural R‘esource;
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EXHIBIT B~ STATEMENT OF WORK (SOW)

3. DELIVERABLE REVIEW AND ACCEPTANCE
4

4.2

4.3

4.4

Non-Software and Writtén. Deliverables Review and Acceptance

The Contractor shall provudc a written ‘Certification ‘thal a non-software, ‘written
deliverablé (such as thesTest. Plan) is final, complete and ready for Review. After
receiving such Certification from the Contractor the State will Review the Deliverable to

‘determine wihicther it meets the réquirements outlined in this Exhibit. The State will notify

the Contractor in wntmg ofits Acceptance.or rejection of the Deliveérable; or its partial or

.c0nd|tlonal Acceptance. of the De wcmblc within:five (5) business days ‘of the State's

receipt of the Contractor’s written Certification; provided that if-the State determines that
the State need$ more than five (5) Jays, then the State shall be entitled to-an extension of
up lo an additional ten (10) business days. If the State rejects the Deliverable or any
poition of the Deliverable, or if any Acceptance by the State is conditioned upon
completion of any related matter, then the State shall notify the: Contractor of the nature
and class of the Defi c:ency, or the' tzrms of the conditional Acceptance, and the Contractor
shall correct the Deficiency or resolve the condition to Acceptance within the period
identified in the Work: Plan. If no period for the Contractor’s correction of the Deliverable
or resolution of condition is identizied, the Contractor shall correct the Deficiency in the
Deliverable or resolve the condition within five (5) business days or such longer period as
the State (in its sole discretion) may agree. Upon receipt of the corrected Deliverable, the
State shall have five (3) business days to review the Deliverable and notify the Contractor
of its Acceptance, Acceptance in part, conditional Acceptance or rejéction thereof, with
the optionto extend'the Review, Period up fo five )] addmonal business days, or mutually
agreed upon timeframe.. [fthe Contractor fails (o correct the Deficiency within the allotted

period, the State may, -at its oplion, ‘conlinie reviewing: the Deliverable and require the

Contractér to continue until the Dieficiency is corrected. or |mmcd|alely terminate the
Contract, declare the Contractor in defauilt, and or pursue its remedies at law and in equity.

Software Delwerablu Review and Acceptance

System/Software Testing and Acceptance shall be performed as set forth in the Test: Plan
and'more particularly described in Acceptance and Testing Services described herein:

Number of Deliverables

Uinless the State otlierwise specifically agrees in writing, in-no event shali the Contractor
certify for testing and deliver to th2 State more than three (3) Delwemblcs for. review or
testing at one time. As the State accepts a Deliverable; an additionial Deliverablé may be
presented for review but at no time ¢an the Deliverables exéeed three (3) at.a time without
the authorization of the State.

Canditional and Unconditional Acceptance

By accepting.a Deliverable; the State reserves the right 1o reject any.and al} Deliverables
in the event the State detects. any Deficiency in the System: in wholé or in part, through
completion-of all Acceptance Tcsung, inchiding ‘bt nét limited to, Software/System
Acceptance Testing, and,.any extensions thereof.

Dale:
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EXHIBIT B - STA‘TEMENT OF WORK (SOW)

4. 'CHANGE ORDER,
The State may make charniges, revisions or request enhancements to the Scope of Work at ary time
by written Change Order. The State origmated chnnges rewsmns or enhancemerits shail be -
approvcd by the Department of lnforme.uon chhnology ‘Within- five. (5) business days of
Contractor’s. recelpt ofa Change Order, Cantractor shall advise the State, in detail, of any impact
on cost (¢.g.; increase’or dccrcasc) the Sctedule, and the Work Plan.
Contractor may propose a change within the scopé -of the Contract by “writtei. Change Order,
1dcntnfymg any impact on cost, the Schedule, and the Work Plan. The State shall acknowledge
receipt of Contractor’s requested Change Order within five (5) business days. The State Agency,
as-well as the Department of [nformation Technology, must review and approve all Change Orders
in wrltmg The State shail be deemed to have rejected the Change Order if the Parties are unable
to reach an agreement in writing within 30 days of receipt of the Change Order.

Change orders: resulfing ini an ‘inciease:of Price Limitation, an extension of timé for Contract
completion or a significant change to the scope of the Contract mdy require. approval’ by the
Governorand Council,

A Change Order whicly is accepted and €xecuted by both Parties; and if applicable .approved by
- Governor and Council, shall-amend the terms of this Agreement.

5. IMPLEMENTATION SERVICES

The Contractor shall ¢mploy an industry-standard Implementation strategy with .a timeline ‘sét
forth in accordance with the Work Plan:
¢ The.Contractor shall manage Project cxecution and provide the tools nceded to créate.
.and manage the Project s Work Plan and tasks, manage and schedule Project stafT,
track and manage issues, manage changing requirements, maintain comimunication
within the Project Team, and Report status.
» Thé Contractor and the State shall adopt a Change Managcmcnt approach to identify
.and plan key strategies, communication initiativés. and training plans.

6.. PROJECT MANAGEMENT

The Contractor shall (provide ‘project tracking tools and templates to record, and nanage Issues,
Risks, Change Requests, Requirements, and other documents used i the managcment and
tracking of the project, The State believes that effective communication and Reporting drc:
essential to Project success. The Contractor shall employ effective communication and Reporting
Strategies to ensuré Project success. The Contractor Key Pro_;ecl Staff shall participale in meetings
as requested by the State, in‘accordance with the requiremerits and terms of this'Contract.

The Project requires the coordinated efforts of:a Project Team consisting of both Contractor and,
State personnel. Contractor shall provide all necessary resources to perforin its obligations under
the. Contract. Contractor.is responsnble fo- providing all approprtatc resources. and personnel to
manage this Project to a successful complesion.

Thé Contractor $hail conduct criminal bazkground checks .and not utilize any . staff_. including
subcontractors, to fulfill-the obligations of the contract who have been convicted of any crime of
dishonesty, inctuding but not limited to criminal. fraud or otherwise convicted of any felony or
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\musdemeanor offénse. f'or ‘whichincarceretion’ for up to' 1 year is an. nulhonzed .penalty. The
~Contractor shall promote and mmntaln an awaronoss of the |mportanoe ‘of! & securmg lhe Slate 'S

-

The Staié. may, at its sole expense, conduct reference and background screeniig of the. Conlraclor 'S
Project Managerand Key Project Staff. The:State shail maintain the confidentiality of backgmund :
screening results in aécordance with the Contract Agreement.

The Contractor shall be responsible for knowledge transfer between all Contractor project teams.,
for all deliverables dcf'ncd in this Project Agreement

7.1 The Contractor pr Project Staff:

7.1,1;  The Contractor’s Contract-Manager
‘Contractor shall assign a Contract Manager who will be re5ponsnble for all Gontéact
authorization and -administration, includinig. but not limited Lo ‘processing Coniract
documentation, obtalnmg exezutive approvals, tracking: costs and payments, and
'repreaemlng the parti€s in all Contract admiristrative activities. Contractor’s. Contract.
‘Manager is:
Erik Mogensen, Managing Dlreclor
970-333-4050 cell
er!k@cngabcn:;yslcms.con1'

7.1.2:  The Contractor’s Project Manager
*Contractor shall assign-a Projéét Manager who is.qualified to perform or superyise the
Contractor’s obllganons under this Agreemeril. Contractor’s Project Manager is:
Mark Schroeted, Chiefl Technology Officer
484-239:0549 Zell
mark(@entaber.isysteims.com

Contractor’s :selection of the. Project Manager shall be. subject - to the prior written
approval of the State. The. Staé’s approval process. may- include, without limitation,

al. ‘the ‘State’s discretion, review of the proposed Projeol Manager's resume,

quallf' cations; feferentces, and sackground checks, and an intetview. The State may
require renioval or renss:gnmcnt of Project Manager who; in the sole judgment of the.
State, is found unacceptable or is not performing to the State’s satisfaction.

Project Manager must be qualified to perform the obligations required of the position
under the Contract, shali have full authority io maKe binding -decisions under the
Contract, and $hall function as Contractot’s reprcse.nlalwc for all administrative and
management matters. .Project Manager must be availablé to promptly respond during
normal Bus:ness Hours within Four (4) hoiirs-of i inquiries from the State, and be at the
'site as needed: Project Manager must work diligently and use’ his/ her best éfforts on
the Project.
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DNCR 2023-19 - Cannon Mt Ski Resort Management System

'EXHIBIT B~ STATEMENT OF WORK (SOW)

7.1.3 Change of iject Manager,

‘Contractor, may not mplace the Project Mannger or.change its’ nssrgnmcnt of Project
Manager.without prowdmg the State written notice and obtaining the: \prior approval

~of the State,of the- replacemen‘ Project’ Manager State approvais for. replacement of
Project Manager shall not be unreasonably withheld, ‘The replacemenl Project
'Manager is Subject to the same requirements and Review as set forth.above. Contractor
shall assign a replacement Project’ Manageér within ten {10) busmcss days of the
departure of the prior. Project Manager; and Cantractor. shall coritinue during the ten
(10) busihess day period to- prcwde competent‘project managemcnt Services through
a quallf' ed interim PrOJect Mar.ager. |

7.1.4.  The Contractors-Additional Key Project Staff”
The State considers thé following § individuals to be Key Project Staff for this. PTOJeCl
Chandler Qoms "
Partner Succéss Manager.

Justin McGowen
Chief Product Officér

The State reserves the right to, require removal or. reassignment ‘of Key Project Staff
who are found unacceptable to'the State: Contractor shall ot chiange Key Pro_|ect
Staff commitments without prcviding the- State writtén nofice and obtgining the | prior
wiitten approval of the State. State approva!s for replacement of Kéy PrOJect Staff
will not be unreasonably withheld. The replacement Key Project Staff shall have
comparable or greater skills than Key Project Staff being replaced.

7:1.5.  Termination for Lack of Pro;ect Management and Key’ Project Staff
Notwnhstandmg any other provision of the Contract to the contrary, the. Staté shill
have the optioh to terminate the Contract; déclare Contractor in default and (o pursue
its remédies at law and in equnv if Contractor fails toassign a Project Manager and/or
Key Project Staff meelmg the rzquirements and terms of the Contract or if the State is
dissatisfied with Contriictor’s rzplacement of thé Project Manager.and/or Key Project
Staff.
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EXHIBIT B- STATEMENT OF WORK (SOW)

7.2 The State "x.;y ijecnstan.

7.2.1. The State Coitract Manager .
‘The State: shail ‘assign a Cantract Manager wlho ‘hall furiction as the-State’s
representativé with. regard to Contract administration.

The State’s Contract Manager is:
John DeVivo, Seneral Manager
603-545:7741 cell
John m.dévivo@ddncr.ih.gov

7.2.2. The Stdte Pro;ect Manager
The State. shall assign‘a Prolect Manager.
The State’s Pro_ject Manager is
Greg Keeler. Dhirector of Sales and Marketing
603-545:9706 cell
gregory.j.keeler@dncr.nh.gov

The State’s Project Manager®s duties shall include the. following:
A, Leading the Project;
‘b, Engaging and managing all Contractors working on the Project;
Managing s:gnlfcant issues and risks;
~ Reviewing and accepting Contract Dclwcmbles
Invoice sign-ofTs;
Review and approval of Change Orders;
Managing stakehoklers’ concerns.

@H?np

7. WORK PLAN.

The Contractor's Project Manager and the State Project manager shall finalize the Work Plan
within Seven (7) days of the Effective Date and further refine the tasks required to implement the
Project. Continued dcvclopment and'manazement of the Work Plan is a joint effort on the part of
the Contractor and State Project Managers.

The preliminary: Work Plan créated by the Cantractor and the State is.sct forth in this Section:

1. Kickoff Meéting
a. Introduce atl key personnel
b. Implementation Process
i.  Flexible scheduled based on:
1. - Operationel nceds/déadlines
2; New insights gained during process-
3. Unforeseen dei&ys_!roadbloéks.
ii.  Module based
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4, ’Process wil'I‘ allocate resources 10 addrcss most tg least critical
Jmodules ira sequennal manner T R
=3 -Module implementation will be complele prlor to movmg to the next
.modulc
" 6. 'In instances where there is no overldp of resources;: mulnple modules.
“may be werkéd on concurrently
¢ Answer dny liﬁgen_ng questions’

2. CNS Basic Configuration/Activation
a. * Core Cannon- Admm staff and Entabeni Team' will collect required basic information
“for CNS confij guratlon
b. Entabeni Team will submit _éonﬁgﬁrétibll form to Entabeni Engineers-to complete
CNS configuration
c.. Cannon Teéam will work with théir websité host to update CNAME records for CNS
d.. Entabeni Team.to create:corz user accounts-and permissions for Cannon system
admins:
3. Merchant Onboarding
a. Cannon will compléte Merchant Onboarding pages in CNS
b. ‘Entabeni wi It complete uncerwriting process for Cannon merchant account
¢. Entabéni will run test transactions to verify credit card approvals, flow of funds to
Cannon and deposit into Cannon's bank accotnts
4. RFID Card Design/Order
a. Cannon will submit final RFID card design to Entabeni
b. Entabeni creates final RFID card proof for approval by Cannon
c. -Cannon approves RFID proof
d. Cannon provides RFID quentity for order complchon
5. General Training !nformagion
. ‘Training will ‘be via zoom znd include Carinon systeni admins
b ‘Entabeni will provide training on each topic and work through.several exmnples wuh
the Cannon Team
¢. Cannon Team will completz the configuration once afler the training session
d. .Entabe;'rg"i.Team will provide support via Slack-and Zoom during c'oﬁﬁguratibl'l
6. CNS Adniin Configuration.
a. Staff Management
b. Accouiiting Settings
i ‘General Settings
ii. /Cashout Settings
iii.  Tax Configuration
iv. Revenue Depa'rhm:nts
v, Dj'sc_:omit,s_
vi. ' Promob Codes

Y
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vii:  PermiisSion Codes'

wviiiz  Tipping
c. Accouit Séttings
. -General

1. Privacy Policy

2. Signature Requests

3. Confirmation Emails

4. Fdiled Paynent Emails

5. Refund Policy }

6. Successful Collection Email Copy
ii.  Rental

1. Waivers

i Print Terminals
iv.  Seasons.
V. Blackoul Dates.
vi. Departmenls
d. ltems for Cannon to’ bring to-traiining session: -
i.  List of GL Accouills to be used
ii.  Knowledge of how the resor intends to track deférred and recognized
revenue and which GL accounts will be used for these ptirposes
iii.  Resort contact-info to be-used for guest communications/confirmations
iv.  Verbiage for the following items:
i. Privacy Policy
Signature: Req_ug:sts
Confirmation Emails
‘Failed Payment Emails
Refund Policy
6. Successful Collection Email.Copy
v.  Rental waiver language
vi.  POS locations.and names.
vii.  List of departiments
e. Testing for CNS Configuration
i.  Testing will involve:
1. Review of inputted data by Entabeni
2. Sending of test emails to .v-'e'rify functionality/appearance
3. Checking for proper display of poiicics

voA e
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7. Store basic setup
a. Pre-trammg selup

i, DNS setiip for estare,cannonmt.com:

b. -General
i.  Digital assets
. Logo
2, Color scheme
3. iLinks
ii.  Store configuratior; tfaining
¢. Testing '

i.  Navigate to storé
i Check logo and co.or appearance on:ill platforms
§: Product Mﬁnagcn{ént Configoration
" & Genersl ) '
i Age Variants
ii.  Waivers
ili.  Verifications
iv.  SKU's
v. ltenis
vi.  Products
vii. Ecommerge Products
viii.  Availabilities
b. Season Passes
i:  General configurat.on
iil.  Product specific canfiguration
iii.  Items for Cannon ta'bring to training sessions:
4. List of Season’Pass products
5. Description of Season Pass product use, fuiictionality and réstrictions’
6. Season Pass pficing
" 7. Locations and dates for Season Pass, redemption and validations
iv.  Testing for Season Pass and Ticket produicts '
8. Conduct test sale of each product
9. Conduct validations of each products to verify proper fiinction,
-access pernissions and validations
c. Tickets
i, - General configuration
ii. Producl specific confi iguration
iii.  Other ficketed produus (ex. Multizsesion products)
10. General configuration
I1. Product spzcific configuration
iv.  Items for Cannon t> bring 1o training sessions
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1I2 Liist of Ticket products’
il3 Descnpum of Ticket product use, funcuonallty and restrictions’
14, Tac.kct pn(mg
15. Locatlons and dates for Tlckel sales, redemptnon and valldatlons
V.. Testmg for Tlcket products
'16.' Conduct test sale of each product
17. ‘Conduct validations of each producls to-verify proper funcuon
access permissions and validations
.d." Rentals.
i.  Gengcral configuration
i, Product.specifi¢ configuration
Hi:  ltemsfor Cannor to bring to training sessions
18. List of Rental produgts
19: Description of Rental prodct use, functionality and restrictions:
20. Rental pricing
21.-Current DIN charts for all-bindings in use
22. Locations and dates for Rental sales and redeniption
iv.  Test sales and redemptions for products created ‘in training
v.  Data Entry forall Rental inventory
vi.  Testing for Rental products
23. Conduct test sale of each product
24. Conduct validations of each products 16 verify proper function,
access permissions and validations
25. Engure DIN calculations are \}\_fork'ili'g as expe'ctecj
e.  Snowsports School
i. General configuration
ii.  Product specific cenfiguration
ili:  ltems for Cannon ts bring to training sessions
26. List of Sncwsports Schiool produéts ‘
27. Description of Showsports School prodiict use, functionality and
restrictions
28. Ticket pricing
29. Locations-andidates for Snowsports Schoo! salcs, redemption and
‘validations
iv.  Testing for.Snowsports School products
30: Conduct test sale of each product
31. Conduct: valldauons of each products to verify proper function,
.access penmissions and valldahons
v.  Instructor payroll and scheduling will be’ implémented at a later date.
f. Retail
i.  General confligurat.on
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i Product speclf' ic confi gunmon
iii;:  Items f'or Cannon t2 bring,to lmmlng sesSions,
32, Llst of Retail products :
33. Descnpnon of Retall productiuse; functlonallty and restrictions.
34. Tlcker pricing
5. Loc.almns and dates for Retail §alés; rédemption and ‘\Iralida!io'hs
iv.  Testsales for|proﬂucls.c0i1ﬁgu;éd‘ L" training
v.  Data Entry for all Retail products. ’
vi.  Testing for Retail products
36. -Conduct test sale of each product *
37. Conducl valnduuons of each products 16 vcrlfy propér. funcuon.
) . dccess pcrmnssaons and validations;
'9;_ Hardware Installation
a. POS
i Pre-Instailation Ré:]uire-ﬁ"te'nts
38. 3 Network connections at each’location
39. Ppower at each location
40: Unrestricted internet access foreach location-”
ii.  Mounting
41, ‘R'eview mountain locations for EFS and CFS at each location
42. Mount hardware and screéns .
iii.  Peripherals
43, Plug in RFID printer
44, Pair keyboard and mouse
iv:  Testing'
" 1. Poweron mnachines
Verify OS and appllcatlons are running
Test keybeard and mouse functionality
Venfy internet connection
Verify ability to login,
Test RFID card.reader on EFS.and CFS
. Test Credit Card terminal’
. Test QR reader on EFS and CFS
9. Test print 4o card priiiter
v.  Training
I, Logging ir
2. ‘Applicatioa function
3. Devicecamponents.
4. Consuinables loadiig .
5. Troubleshooting
b. 'Hand Scanners

t2
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i Prc-lnstallatlon Requlremcnts
l. an' or CeII connecnon at each scannmg location
2: Unrestncted intermet access l'or each Iocauon
3. Identify location for nlghtly collectlon and charg:ng
i, Configuration
I.. .Connect scanners Lo internét
2. Verify-app séttings
iii:  Testing. ' '
1. Verify conaection to internet at each ‘I'ocatipn
2. ~Conduct test scans of RFID.cards at each location
iv:  Training
I, .App configuration
2. End user oserations
3. Troublestivoting:
¢.. Tower | Readers
i.  Pre-lnstallation Requirements
I'. Network connection at each scanner location
2. Unrestricted internet access for each location
3. Power at each scanner.location
ii.  Configuration’
1. Connect scanners to internet
2. Verify app settings
i Testing '
. Verify.conaection to internet at each location
2. Conduct test'scans of RFID cards at each location
iv.  Training
I, Viewing scan data
2. Re_por'tihg
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8. ACCEPTANCE & TESTING SERVICES

“The Contraclor shnll prowde end-lo-cnd planmng‘and prepamtlon for testing ‘and Acceplancc‘ of solutions.
throughoul lhe ‘Project.. This shall’ mclude training, a detailed testing methodology which covers all. baréas of
testing” security, - fequired’ “stafTi ing wnh“cleur roles end responsubllmes. tést cases and scripting with associated
“Dala, status and results Repor!mg and Warrsnty Period.

9. MAINTENANCE, OPERATIONS AND SUPPORT

10. System Mainténance

The Contractor.shall maintain and support the Syslcm in all thaterial respects as described
in the Contract, through ‘the Coniract Completion Date, The Tontractor shall make
available to the Statc. the latést pragram updates, general raintenance releases; selected
functionality releases, patches, arid Documentation. ihai- are generally oﬁ‘ercd to dts
customers, at no addmonal cost.

1. System Support

The Contractor must perform on-site or remote tc_:chiﬁca'l support in-accordance with the
Contract, including without limitat .on the requirements; térms, and conditions contained
herein. '

As part of the Software maintenence. agreement, ongoing Software maintenance and
support levels, including all new Scftware releases, shall be responded to-according to the
following:

Clnss A Deﬁclencles The Contraztor shall have available to the State on-call telephone
assistance. with issue, tracking avaitable to the State, ¢ight (8) hours per day and five (5)
days a week with an.email / teleplione response within Iwo (2) hours of request; or the
.Contractor shall provide support on=site or with femote diagndstic Services, within four
«(4) business hours of a request; -

Class B & C Deficienciés — The State shall notify the Contractor of such Deficiencies
during regular Business Hours and ihe Cantractor shall respond back within four (4) hours
of nolll' cation of planned coriective action,

12. Support 6bligations
The Coniractor shall repair or replace Sofiware and provide maintenance of the Séftware
in-accordance with the Specificatioas and terms and requirements of the Contract.

'I‘he Contractor shall maintain a rzcord of the actmtles related: to ‘Warranty repair or
maintenance. aclivities performed for the State;

. For-all maintenance Services calls, the .Contractor shall ensure-the followmk
mformauon will be-collected and maintained:
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i, natareof the- Defic:ency;:
ii.  current status of the Deficiency;
i, aClIOI‘l plans. dates, and limes;
iv: cxpcctcd and actual completlon time:
v-  Defigiency resolution information;
vi.  résolved by;
* Vil |dent|fymg number i.e. work order number; and
viii:  issue identified by; and.

b. 'The Contractor must work with thé State o ldcnufy and troubleshoot potentially
large-scale System failures ‘or Deficiencics by ‘collecting 'the following
information:

iz mean time betweer Reported Deficiencies with the Software;
. dlagnosns of ihe root cause of the- problem; and
iii:  identification of repeat calls or repeat Software problems.

If the Contractdr fails to ¢orrect a Deficiency within the allotted period of time stated

above, the Contrdctor shall be’ deemed to-have committed an. Event of Default, and the

State shall have the rlght at iis option, to pursue the remiedies as defined in the P-37
General Provisions, Provision 8, as.well as'to return the Contractor’s product and receive
a refund for all amounts paid to the Contractor, mcludmg but not limited to, applicable

‘License fees, withiin ninety (90) days of-notification to the Contracior,of the State’s fefund
fequest.

13. Contract Warranties and Representations

14, System

The Contractor warrants that any Systems provided under this Agreement will operate
-and conform to the Spemf' catians, terms, and reqitirements of this Agreemént.

15. Software

The Contrictor warrants that any Software provided as part of this Agreement,
including but not fimited to the individial modules.or functions furnished under the
Contract, is properly functioning within the'Systein, compliant with the requiremeits
of the Contract, and will- .operaze in accordance ‘with the Specifications and terms of
the Contract.
For any breach of the above Sotware warranty; in.addition to all its other rémedies at
law and in équity, at the State’s option the Coniractor shall:
a. provide the“cerrection of prograim errors.that cause breach.of the
warranty, or. if Contractor canndt substantially correct such breach in
-a commercially reasonable mannér, the Staté may end its program
license if any. a.nd recover the fees paid to Contractor for the prograni
license and ' any unused, prepaid. leLhnlcaI support fees the State has
paid for the program license; or
b. the re-performancé of.thé deficient Services, or
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N

& if Contractor’ cinnot substnnually corfect a breach in-a; commerclally
reasonable manner, the State may ‘end the rélevant Services and
'recover the' fees paid to Contractor for the deficient Services.

16, Compatibility

i7i Services:

Contractor warmants that all System components, including but not limited to the
components provnded any rcplacemcnt‘or upgraded System Softwaie:compdnents
provided by Contractor to cotrect Deficiencies of as-an Enhancement, shal) operate
with thie rest of the System without -loss.of any functionality.

Contraictor wartants: that.al] Services to be provided under this Agreement ‘will be
provnded expediently, ifa proﬁ:-ssnonal manner, in’ ‘accordance with industry | standards
and that Services. will comply with pcrf'ormancc standards, Specifications, and tcrms
of the Contract:

18. DATA PROTECTION

Protection of personal privacy and data shall be an integral part of the business activities of the.
‘Contractor to ensure there is.no inappropriate or unauthorized use:of State infofmation.at any time.
To this end, the Contéactor shall safeguard the confi denna]ny, integrity and avaitability of State
information-and comply- with the following' conditions:

€.

The Contractor shall implement and mairitain appropriate adiministrative, technical
and organizational security méasures to safeguard agamst uauthorized access,
disclosure or theft of Personal Data and non-public, ‘infortation. Siich security
measures: shall be in accordaice with recognized industry: practice and: not less

stringent than the measures the Contractor applies to its own Personal Data and non-

public dafa of similar kind.

‘All data obtained by the-Contractor in the performance of this contract aind all Personal
Data shall be cncryptcd at rest and in transit with controlled access. Unless' otherwise
stlpulated the Contractor is resaonsible for encryptlon of the Personal Data.

Unless otherwise stipulated, the Contractor shall encrypt all non- pubhc .data at rest

-and in transit, The State shall |dentlfy ‘data it deem$ as non- pubhc data to the

Contractor. The Ievel of ;protection and -encryption for all non-public date shall.be
identified and made a part of this contract.

At no time shall any data or pracesses — that either belong to or.are intended: for the
use of the State or its officers, £gents or- employces - be copied, disclosed or retained
by the Contractor or any party related o the Contractor for subsequent use in any
transaction that does not includ? the State.

The Contractor shail not use any information collécted in connection with the service

issued from this Contract for ar y purpose other than fulfilling the sérvice.,

1

11l Data Location
The Contractor shall provnde' its Scr\rlces 10 the State.and its, end users solely from data
centérs within the Continental Unitzd States. All storage, proccssmg and transmission.of
State data shall be restricted to information tcchnology systems wulh:n the Continental
United States The Contraclor shall 10t allow its personnel or sub-contractors té store State
data on portable devices, including personal computers, except as specified and allowed
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by the contract, and then only on-devices that.are used nnd‘kept at'its data centers, wuthln :

the Conunental Unitéd States. The. Contractor shall permit.its: personnel» and Conitractors
to access Stafe data remotely.only tc provide technical siippoit and as spech ed or requured
by the. cofitract.

1.2 “Sccurity | Incident Or Data Breach

The Contractor shall inform the State .of any security incident or Data Breach in
accordance with NH RSA Chapler 359:C:20: Notice of Security Breach

a. Inc:dcnt Response: the Contractor may rieed to communicate W|th outside parties
regardmg a secunty mcndenl whlch ‘may mclude contactmg llw ncnforccmcm
deﬁned by law or contmne:l in the Comracl Dlscussmg securlty mc:dents wnh
the State shouid be hand[ed on an urgent as-necded basis, as; part of the Contractor
communication.and mmgauon processes as mutually agreed upon, defined. by law
or contained in the contract

b. Security Incident Reporting Requiremerits: tho Contractor shall report a sccuraty

incident to the State identified contact. immediately ifit reasonably betieves there
\has been a security inciderit.

¢. Breach. Reporting Requirements: If the Contractor has actual knowledge of a

confirmed data breach that affects the security of any State content that is subJecl

-to applicable data breach nctification law, the Conitractor shall ( i) promptly notify
‘the appropriate, State identified contact within 24 hours or sooner, unless. shorter
time is. required.by applicable law, and (2) take commercially reasonablc measures
tor address the:data breacli ia-a timely manner.

1.3 Breach Résponsibilities

11.3.1. This section only applies when a Data Bréach occurs with respect to State
data within the possess on or contro! of the Contractor-and/or the third party
designee hostlng the data as agrecd upon by the Coritractor and the State.

11.3.2. The: Contractor, unless stipulated otherwise, -shall immediately notify tie

approprlate State ‘identifi ed contact by telephone «in accordance. with -the:

ngreed upon security plan or security procedures if it reasonably believés there
has been a sécurity incident.

11.3.3. Thie. Contractor unless stipulated otherwise, shall promptly notnfy the
approprlate State ident:fied contact within 24 hours or soonér by telcphone
unless shortér time is rzquired By applicable law, if it confirms that there is,
or reasonably believes that there has been-a Dta Breach thie Contractor shall:

a. cooperate witl; the State as reasonably requested By’ the State to
mvestlgate and resolve.the Data Breach;,

b. promplly implement necessary remedial medsures,if necessary; and

¢. document responsive -actions laken related. to. the' Data Breach,
inéhiding any' post-incidént reviéw of events and actions- taken to

Date:

Page 44 of 60 ey
Conlract;lr lTnaIs E! )




STATE OF NEW HAMPSHIRE
Department of Nalural and Cultural Resources
. DNCR 2023 19 -~ Ciannon Mtn Ski Resoit Management System

EXHIBIT B- STATEMENT OF WORK (SOW)

make changes in busmess practlces in ,prowdmg‘the services, 1f
necessary

1L, 3 A. Unless otherwise stipulated,.ifa Data Breath is a direct result of the Contractor 5

‘ “breach of its contract Obll i zation. or. the third party hostmg company to encrypt

- .. Pefsonal Data: or otherwise prevent its release, the Conttactor and/or the third
party. hoslmg company shall bear the costs assocmted with:

a.  theinvestigation and reslution of the Data Breaéh;

'b. notifications tc individuals, regulators or others required by State law;

¢: @ credit monitoring service requnred by State (or. federal) law;

.d. _ & website of a toll-free number and call center for affected individuals. .
requured by State law — all not.tH exceed the. average per. record per
person cost calculated: for - Data Brcaches in thé’ United' States
‘(Curréntly $201 pet record!person) in the most.recent Cost of Data.
‘Breach Study: Global Analysis, published by the Ponemon Institute al:
the time of the Dala Breach; and.

e, complete all' comrective. actions as reasonably- deténmined by the
Contfactor based on Foot-cause; all [(a) through- (e)] subject to this
Contract’s lim:tation of liability.

114 Contract End-of-Life Transition Services

11.4.1 Upon lermination or expiration of the Contract- the; Partics agree to cooperate 'in
good faith to effectuate a smooth secure transition of the. Services from the
Contractor to DNCR -and, if applicable, the Vendor engaged by the DNCR to
assume the' Services previously performed by, the Contractor for this section the
new vendor shall be knowr, as-“Recipient”. Contract-end of life services shall be
provided. st no-additional cost.

11.4.2 Ninety (90) days prior to the end-of the contract or unless otherwise $pecified by

‘DNCR the Contractor shall begin workmg with DNCR.and if applicable the new

Recipient to develop a Date Transition Plan (DTP). DNCR shall provide the DTP
“template to the Contraclor

11.4.3 The Contractor shall use reasonable efforts to assist the Recipient, in connection
with the transition from the performance of Séervices by the Contractor and' its
Sub-Contractors to the performance of such.Sérvices: This may include assistancé
with: the seciife transfer of records (electronic and hard copy). transition of
historical data (electronic aad hard copy). the transition of any such Servnce from
‘the hardware, software, net-xork and telecommunications equipment and interngt-
related information technology infrastricture (“Internal IT Systems”) of
‘Contractor to the Internal IT- Systems ‘6f the Recipient and cooperation with and

* asSistance to any third-party consultants engaged by Recuplent in connection with
ithe Transition Services.

11.4:4 Should the data Transition sxtend beyond the-end of the Contract; the Contractor
and its Sub-Confraciors egree Data. Pmtecuon requirenients and conditions
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defined in this Contract remain in’ effect until the. Data Transition is. accepted as.
‘complete by DNCR

11:4:5 11.4.50nce all, partics agree. the data has been migrated the Contractor will have
30 days to dcstroy the data per the terms and conditions of this contract, including-
[certificate of data. destriction,

11.4.6. In the évent DNCR ‘is' not satisfied, with the results.-of the Tmnsmon Service,.
DNCR ‘shall noti fy the: Céntractor, by emnil, stating the redson for the Jack of
satisfaction wlthln 15 busiriess days ofithe final product or at any time dufing the.
data Transifion | process. Thz Pames shall discuss.the actions to be taken to resolve
the disagreement or issue. If i an, agreement is not rcachcd at any tim¢ the DNCR
shall be-entitled té initiate sctions in accordance with-this Conitract.

19; SOFTWARE AGREEMENT

The Contractor shall prowdc the State with access to the Software - ‘Licenses .and
Documentation set foith in the Contract, and pamcularly described Exhibit D: Software
Agreement:

"20: ADM INISTRATIVE SERVICES

The Contract shall'provide the State with the Admlmstratwe Services sét forth in the Contract,
and parucularly describied in Exhibit E: Administrative Services

21. TRAINING

Ttie Contractor shall prowde Tratning via zoom. Training will consist of:

a. .Cannon's system adniins;

b. Training on each topic (as defined above in the Work Plan) and: work through: several
examples with the Carnon staf;,

c:  Once traiined, Cannon staff.will complcte the configuration of software modules;

d. Entabeni Téam will prowde support via Slack and Zoom during configuration;

‘e:  Provide Help Desk support 365x7 from 8§ AM - 6 PM EST, excepting designated
holidays.

22. E-COMMERCE MERCHANT SERVICES

22,1 Asa SAQ-A-EP. merchant the Cor tractorshall. partially outsourc their e-commerce payment
channel to a PCI DSS validéted third party (WorldNet\PayRoc) and will not electronically
store, process, or trnnsmn any cardholder data on their systems or premises.

222 The Contractor shall. prov;dc a vxebsute(s) that does not itself receive cardholder data but
which does affect the security of the payment transaction and/or the lntcgnty af the page that
‘accepts the' consumer's: cardholder data.

22.3 Contractor agrees 10 the following provisions:
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.

‘Contractor- only accepts é-cominerce transactions;

All processmg of cardholder ‘data, with the excepnom of“the ‘paymenit page, i3 entirely

olitsourced: toa PCI DSS valldatcd third-party payment processory

C. 'Contractor s e-commerce; wel:snte does not receive’ cardholder data but controls how
consumers; or thelr cardholde- data, are reditected 164 PCI DSs valldated 1h1rd-party
'payment processor,

d. If merchant websnle is hosted by a third-party_ prowder the. provider is validated to’ all'
appllcable PCIDSS reéquirements (e. g, including PCI DSS Appendix A if:the provider is
a shared hosting provider);

e. °Each element of the payment page(s) thut arc, dchvcrcd to thc consumel‘s broWSer

oo

f,. Contractor does not elcctromcally storc process or. transiit. ﬂny cardholder data on
thieir/State’s systems or premiszs, but relies entirely on a llnrd party(s) 1o handle- all these
functions;

g ‘Contractor has confirmed that ali third pary(s) handling storage, processing, and/or

~ transmission of cardholder datz are PCI DSS compliant; and

. Any cardholder data the Contractor retains is on paper. (f‘or example; prmted reports or
receipts), and these documents are 6oL réceived electronically.

22.4 Contractor shall disclose any Nestzd Third-Party Service Provider (TPSP) thal is & part of the
Cardliolder Envifonment. Contractor..shall \document the Nested TPSP’s allocation of
liability, responsnb:l:ty and costs relating to actions of outsourced contractors and/or. notifying
the Contractor regarding incidents. Department of Natural and Cultural Resources shall
require an Attestation of: Comphance on-an annual’ basis and upon request from the Nestéd
‘Thlrd-Party Service Provider.

23. TERMS AND DEFINTIONS

Ternis and Definitions applicablé to this Contract are identified in Exhibit:F: Terms and
Definitions:

24. CONTRACTOR’S CERTIFICATES -
Required Contractor Certificates arc attached in ExHibit G.
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'EXHIBIT C= PRICE.AND PAYMENT. SCHEDULE

The terms outlinéd i the Paymeénit Scheédule is sét forth below:
1; CONTRACT:PRICE.

Notwithstanding aiy provision in the Contract to the coptrary,. and notwuthstandmg unexpected
circumstances, in no €vent shall the total of all payments made by the State exceed the amount
'mdlcated in-P-37 Gencral Provisions - Block 1.8: Price Limitation.. The payment by the State of
the. lotal Contract- pnce shall be.the'only, and tlie‘complete’ relmbursement to the Contractor for al)
fees and expenses, of whatever nature, incurred by the Conteactor in the performance hereof.

2. TRAVEL EXPENSES
The State will not be responsible for any travel or ot of pocket expensés: incirfed in: the
perfomlance of the Services performed under this Contract. The Contraciormust assume all travel
and related expenses incurred by Contracter in pérformance of its obligations. All labor rates in
this Agreement will be considered “Fully Loaded”, mcludmg, but tot hm:ted to: meals,
hotel/housing, airfare, car rentals, car mileage, and any additional Gut of pocket expenses.

-3: ‘SHIPPING FEES

The State will not pay for any shipping or delivery fees anless specifically itemized. in this
Agreement, ' .

4. INVOICING

The Contractor shall submit correct invoices to: the State for all amounts to be paid by the, State.
All invoices submitted shall ‘be subject to she State’s: prior written approval, which shall not be
Unreasoiiably withheld: The Contractor shall only submit invoices for Services or Deliverables as
pemitted by the Contract. Invéices must te in a format as determmed by the State and contain
detailed mformatlon mcludmg wuhoul limitation: itemization of each. Deliverable and
identification 6f the Deliverablé for which payment is sought, and the Acceptaiice date triggering
such payment; date of dellvery and/or installation; monthly maintenance charges; any other
‘Pro_]ect ¢osts or retention.amounts;if apphcnblc

Upon Acceptance of a Deliverablé, and a properly documented and- und;Spulcd invoice, the-State
will pay the correct and undisputed invoice within thmy (30) days of invoice receipt.. IAvoices
will not be backdated and shall be.promptly dispatched.
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+.5; INVOICE ADDRESS

Invoices may be serit to:

Cannon Mountatn Aerial Trany way and SKi Area
Attrii Business'Operations: Manager

260 Tramway Dnve

Franconia, NH 03580

6. PAYMENT ADDRESS

Payments shall bé: made -via. ACH: Use: the. following link t& enroll with the State Treasury for
ACH paymeits: “https://www.nh. gov/lreastry/statc-vcndorslmdex litm

' 7.. OVERPAYMENTS TO THE CONTRACTOR

“The Contractor.shall. promptly, biit no later” than fifteen (15) business days, return'to the State the
full amount of any overpaymenl or érroneous payment upon discovery or notice from the State.

8.. CREDITS

The State may apply credits due to the State arising out of this Contract, against the Contractor’s
invoices with appropriate information sttached.

9, PROJECT HOLDBACK

* The'State shall withho!d one months of sales commission for.each Deliverable, except Software
License fees, until successful conclusion of the. Warranty Period.

10. PAYMENT SCHEDULE

10.1  Contract Type
10.1.1. Activities / Deliverables / Milestones Pricing
This is'a Notto Exceed Contrac:. The total Contract valug is indicated in.P- 37 General
Provisions - Block 1.8: ‘Price Limitation for the period bétween the Effeciivé Date
through date-indicated in P-37 General Provisions - Block 1.7: -Completion Date: The
Contractor shall be responsnble for perfonnlng its obligations in‘accordance with the
Contract. This Contract will allaw.the Contractor to invoice the State for the following
activities appearmg in.the price and payment tables below:’
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10.1.2. Pricing

Description Year 1 Year 2 Year 3 Total

*Sales Commission
(All revenue processed
by system)

Credit Card Fee's

;"'“1" 160000 |

RFID Cost Cards 3.
PRTSO aa  [EERTRy
Total Contract $648,600.00 $50%,600.00 $512,600.00 | $1,670,800.00
* The vendor will not charge sales commissions on RF1D cards that replace existing Gift Cards from previous
system.
10.1.3. Hardware Supplied
Make Model Quantity |  Spares
POS System Guest and Staff Entabeni EFS V3 12 3
facing
POS System Staff facing only Entabeni CFS V3 8 I
Receipt Printer Entabeni RP V3 20 4
Credit Card Swipe Ingenico Lane 3000 20 2
RFID Card Printer Magic Card | Pronto 6 2
Handheld RFID/Bar Code Entebeni CR V3 20 4
Scanner for POS
Handheld RFID Lift Access Entebeni HS v3 18 2
Scanners
First Tower RIFD Scanners Ente beni T1 VI 9 ]
Video security cameras / photo Wis:zNet Various 30 2
technology (without sound) at based on
transaction points and scanning location
locations.
All hardware warranty for the life of the zontract and spare list will be refreshed as needed.

10.1.4. Future Contractor Rates Worksheet
The State may request additional Services from the Contractor. The State and
Contractor agree that any additional work performed during the contract will be
covered by the 2% sales commission rate collected by the Contractor.
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“EXHIBIT D - SOFTWARE LICENSE AGREEMENT

The terms.outlined in the Software License Agreement are set forth below:

License Grant Durmg4the Subscrlpnon Tc:rm, the. Slate wall recelve a nonexcluswe non assngnab!c
operatlons subject to thé terms of the Con'mct and up to the number of l:censes documenled in the
Coiitract:

The Parties: acknowledge that this Contract is & services-agreement and' Contractor will: ot be
delivering copies of the Software to Customer as part of the Gontrect.

Softwirre Title. Title, right, and intcrest (mcludmg all ownership and iiitellectual property rights) in the
Software provided undér-this agrcement and its assoclated‘documentainon shail remain. with the
Contractor

D'oc'ument'a‘tion Copies: Contractor shall provide the State with an eléctionic vérsion in both Microsoft
Word aild PDF formats;of the Software’s associated Documeniation. Thé State shall have the fight fo.
copy Docunientation within its possession for its internal business needs. The State dgrees to- include
copyfight and proprietary notices provuded -0 the State by the Cositractor an siich copies.

Restrictions. Except as othetwise permitted under the Coiitract, the State agrees not to:
- . Remove or modify any program- markmg:, of aiy 'notice of Contractor’s. proprietary
rights;
'b.  Make the programs or materials available in.any manner.lo any third party for use in
‘the third party’s.business operations; except as pemmtcd herein; or
c. Cause or permit reverse engineering, dlsass,emlglyuor recompilation of the programs:

Yiruses. Contractor shall provideé Soﬁwarc that is free of viruses, destructive programming, and
mechamsms designed to disrupt the performance of the: Software in:accordancé with the Specifications.
Asa part of its intérnal dévelopment process, Contractor will use redsonable éfforts to test the Software

for. viruses.

Audit. Upon forty-t' ve (45) days written nofice, Contractor may aud:l the State’s use of the programs
at "Contractor’s sole ‘expense. ~ The :State :agrees. to. cooperate with Conitraétor’s .audit and provide
réasonable assistance and access. to- information. Thc Statc ngrccs that Contractor shall not be
reSpons:ble for a0y of the State’s reasonsble costs mcurred in" cooperating ‘with tlie -audit.
Notwithstanding the foregoing; Contractor’s audit rights are subject io applicable State and federil laws
and regulations.

‘Software Non-lnl‘nng ment. ‘Contractor warfaiits that it has good (itlé ‘to; or the right to allow the-

State.to tise all Services, equlpment and Software, mcludmg any and all component parts thereof such

-as third- party software-or progranis that may be cmbcdded in the Software (“Contracted Resources™)

provided' under this.Contiact, and that such Serviges, equipment, and Software do hot wolatc or mfnnge

.any patent, trademark ‘copyright, rade name or other intellectual property rights or misappropriate a

tradé-secret of any lhlrd party.
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EXHIBIT D SOFTWARE LICENSE AGREEMENT

b 'I'hc warmmy of non-infnngement &hall be, nn on-going and pctpctual obhganon ‘that shall sumve
termination of the Contract. <In'the cvent that sCmeonc. inakes a claim agmnst the State that any Contracted”
Resources infringe, their intelectual pmperty nghts Com:ractcr shnu defcnd and indemnify thé State

ngamst the claim provided (hat the State’ -

a, Promptly notifiés:Contractorin wntmg, not later than 30 days after the State receives:

actual written notice of, suchf’c!alm
b Cnves Contractor control of the defense and any settleént negotiations; and

Gwes Contractor ‘the mfcrmat:on, authonty, and assistance rca.sonably needed to

defcnd against or settle the claim.

Notmthstandmg the foregoing, the State’s counsel may, participate in any claim to the extent the State

seeks to assert dny immunities or- defcnscs apphicabl¢ to the Staté:

If Contractor believes or it is determined-that any of the Contracted Resources may- have violated
someone. clge’s. intellectual property rights, Centractor may. choose to cither ‘modify the Contracted-
Resourcw to be non—mfnngmg or obtain a license to allow-for ¢ontinued use, ‘or if these altermatives
are fot commercially reasonable, Contractor may end the license, and require return of the applicable
Contracted Resources and refund all fees the State has paid- Contmctor under the Contract.

‘Unless specified otherwise ‘in this agreement,

a. Contractor will not- mdemmfy the Stat= if the State alters the: Contracted Resources withiout
Contractor’s ‘consent or uses it outs:-ic the scope of use identified in Contractor’s user
-Documcntat;on or if the Staté uses @ version of the Contracted Resources which has been
superseded, if the infringement claim could have been avoided by using an unaltered current
vérsion of thé Contracted Rescurces which was provnded to the State at no additional cost.
Conitractor will not mdemmfy the State to the exient thai an infringemént claim is based upon .
any inforimation design; Specnf' cation, instruction, Software, data, or material not furnished by
Contractor. Contractor will not indémnify the State to the extent that an mfnngement ¢laim i§
based upon the combination 6f ¢ any. Centracted Résources with any producis or semccs not
provided by Contractor without Contractor’s, consent,

8. Controi of All Comnonent Elements. Contractor acknowledges and agrees that it is- responsrblc for

‘maintaining all licensés.or, penmsslons 10 use any third:party. soﬁwarc equipment, or sérvices that are
compgrnent. parts of any delwerable pm\nded under: this agrecmenl for the entire term of the contract.
Nothmg within this prowston shall be construed 1o require Contractor to- maintain licenses and
pcnmss:cns for Software acqmred by the Staté dlrectly or through third-parties which may be integrated
‘with the Contractor’s deliverables.

. Qustom Software. Should any custom sotrce code be . developed, Contractor shall provide the.State.

with a copy of the source code which shal be subject to the License rights, The Siate shall feceive a
'worldwnde perpetual lrrevocnble, Non=exc:usive pmd -up right and license 10 use, copy. mod:fy and:
'prepare derivative works of any. custom doveloped software.
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____EXHIBIT E - ADMINISTRATIVE.SERVICES -

\EXHIBIT E —- ADMINISTRATIVE SERVICES

|

'DISPUTE RESOLUTION

Prior to the filing of any formial proceedings with respect to a.dispute (other than an actiblnfseékilig
‘injurictive relief with respect to intetlectual property rights or Confidential Information); the Party
believing itself aggficved  (the. “Invoking Party”) shall call for progressive, management
involvement in the dispute.niggotidtion by written notice to the other Party. Such notice shall be

- without-prejudice to the Invoking Party’s right to any other remedy permitted-undér the Contract.

‘The Partics shall-use reasonable efforts to arrange personal meetings and/or telephone conférences
as needed, at mutually convenient times and ‘Places, betwéen negotidtors for the- Partiés at the
following successive management levels, each: of which shali:have ' period-of allottediime as
specified belaw in-which to attempt to resclve the'dispute;

Table E-1. :
DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE
_ CONTRACTOR ' S CUMULATIVE
LEVEL. ‘POINT-OF . | P ALLOTED
CONTACT POINT OF CONTACT TIME.

. " = b Cannon-FNSP - :
w .Jus_tm McQO\iven |- Gérieral Mariager 5 Days
First. | Mark Schroetel 'DNCR Chief of Admin .10-Days
Second Erik Mogensen. DNCR Commissioner.. 15 Days

The allotted time for the first level negotiat: ons shall begin on’the date thé Invoking P'nny's ‘notice
is received 'by the othr Party. Subsequéns allotted time is ddys. from the datc that the original
Invoking Party's riotice is received by thé cther.Party,

ACCESS AND COOPERATION

Subjett to the terms of this Agreement and applicable laws, regulations, and polities, the State
will provide the Contractor with ‘access to atl program filés, libraries, personal computet-based

Syslcmg. Software packages, Network ‘Systems; security Systems, and ‘hardware as requiréd to
complete the contracted Services.,

RECORD RETENTION-

Contractor and.its Subcontractors shall maintain‘all Project records including but not limited to
books, records;. documents, ‘and other evidence of accounting procedures -and practices; which
properly and sufficiently reflect all direct and indirect costs invoiced in the performance of.their
respective obligations under the Contvact. Contractor and its Subcontractors shall retain all such
records for thrée (3). years following: termination ‘of the Contract, including -any extensions.
Records relaling to any litigation matters regarding the Contract shall be kept for one (1) year
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.EXHIBIT E - ADMINISTRATIVE SERVICES .©

‘following the tenmination of all'litigation, including thé termination‘of a.ll’appc&ls ‘or the expirétion

.of the-appeal period.

Upon prior nofice and subject to reasoneble. time- frames, all such records shall' be-subject to.
inspection, examihation, audit and copying by personnel so authorized-by the State and federal
officials so authorized by taw, rule, regulztion or Contract, as-apphicable. Access to these items
shall be provided within Memimack Coudty. of the State of New Hampshire, unless otherwise-
agreed by the State. Delivery of and-access to such tecords shall be at no cost to the State during
the three (3) year period following termination of the Contract-and ‘one (1) year Term following
litigation relating. to the Contract, includingall appeals or the expiration of the appeal peribd:
Contractor shall include the record retenticn and Review requirements of this section in‘any of its
subcontracts. : ) o ‘

4. ACCOUNTING

Confractor shall maiftain an accounting System in. accordance with Genérally: Accepted
Accounting Principles (GAAP): The costs -applicable to-the Contract shall be ascertainable from
the accounting System.

5. AUDIT

The Contractor shall allow the State to audit conformancé to the contract terms. The.State may
pecform this audit or contract with a third party at its discretion and at the State's expense.

6. MISCELLANEQUS WORK REQUIREMENTS.

6.1 Access to State Systems - ,
In consideration for receiving access to.and use of the computer facilitics, network,,
licenséd or developed. software, software maintained- or operated by any of the ‘Staté
entities, .sy‘slems,‘ equipment, Documentation,. information, reports, or data of any kind
(hereinafter “Infomiation”), Contracior undérsiands.and agrees to'the following rules:

6.1.1. ‘Computer Use
a. Every Authorized User has the responsibility to assure the protéction of
nccess, misuse, theft, damage, destruction;’

information from unauthorized :
modification, or disclosure. A
0. That information shall be.used solely for conducting official State

businéss, and all other-use.or access.is strictly forbidden including, but fiot
limited to, persorial, o1 other private and non-State use and that at o time.
shall Contractor access of.attempt to atcess any information without
having the express authority to do so. '

c. That at no time shall Contractor access Or attempt (o access any
tinformation in amanner inconsistent with'the approved policies,

. procedures, and /or agreements relating to system entry/access.

d. Thatall software licénsed, developed, or being evaluated by the State cannot
be copied, shared, ‘di stributed, sub-licensed, modified, reverse engincéred,
rented, or sold, and that 4t all timés Confractor miist use utmost care to
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6.3

6.4

protect, and keep. such soﬁware stnctly conﬁdentml in accordance with the
licensé -or any-other agreement “executed: by the Stdfe, Only equtpment or
software owned, licensed; -or belng eviluated by the State can be’used.by
Contractor Personal, aoﬁware (mcludmg but not limited to palmtop sync
soﬂware) shall not be instatled on.any ‘equipment. .

e. That if Contragtof i§ found to be in violation of & any of the above-stated rules,
the Contractor may, face defauilt and termination under the Agreement and
the individaal may. face removal from the State ‘Contract, and/or cnmmal or
civil prosecution,-if -he act constitutes a violation of law.

£ That computer use shall follow the ‘State; standard* policy (Statew:de

" Computer Use Policy is available upon requeet)

6.1:2, Emall Use
Email and other electronic communication messagmg systems are State of
New Hampshire property and are to be used for. business. -purposes only.
Email is-defined as “internal email systems” oF "State-funded email
Systems.” Contractor understanda and agrees that use of ernail shall follow
State standard policy (:tatewnde Computer Use Pohcy is available upon

request).

6.13. [nternet/Intranet Use
“The Intemetf[ntranet is to be used for dccess Lo and distribution 61
information.in direct supportrof the business of the State of New Hampshire
aecerdmg to, State standard policy (Statéwide Computer Use Palicy is
-availablé upon request).

'State Website Copynght

All right, {itle and mteresl in the State WWW site, including copyright to all Data and
information, shall remain with the State. ‘The: State shali also retain all right, title; and
interest in any user interfaces and computer instructions eémbedded within. the WWW
pages. All WWW pages and any olher Data or information shali where applicable,

.display the State's copyright.

Woricspace Requiremeént
The State will work ‘with Contractor to determiné requirements for providing necessary
workspace and office equipment for Contractor’s staff. ¢

Workplace Hours
‘The Contractor’s -personnel shall ‘work at “whatever: schedule ‘it deems appropriate- 10
execute the contract and compléte the project, ‘and in ongoing fashion, lo provide the
support necessary t0 ensure the success of the project for the duration of the contract and/or*
any extensions to' it. Changes to this Schedule may be made upon agreement with the
State Project Manager
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Cannon Mountain Ski Area and Francoiia Notch State Park
DNCR 2023:19 - Cannon Mtn Ski Resort. Management System;
EXI-IIBIT F- TERMS AND DEFINIT]ONS

Exmm"r F TERMS AND DEF"INITIONS

i Contract.

‘TERM'

DEFINITION:

Acceptance

"Notice from the State that a Deliversble has satisfied Acceptance Test
0F Review.

Agreement-

|-A:Contract duly'executed and legally binding;

‘Confidential lnformauon

Information. required to be kept Confidential and. restricted from
unauthoeized  disclosire under “the ‘Contracl. “Confidential
Informatién” or “Confidentiall Data” means. all pnvate/restncled
confidential information disclosed by one party to the other such as all
medical. health ﬁnancml public assistance benefits ard’ personal
informazion including wnlhout limitation, Protected Health Information
and Pertonally ldent:ﬁable lnfonnatmn

Confideatial Information also. includes any and all mformatlon owned
or managed by the State of NH - created, received frori or on behalf of
any state agency or accessed in the course of performing contracted
services - of which collecuon, disclosure, protection, and dlSpOSlthﬂ is
governed by state or-federal law or. regulation. This information
includes but is. not limited to Personal Health Informanon (PHD},
Personally Identifiable Inforimation (PII), Personal Financial [nformation
(PFT), Federal Tax Information (P'I' 1), Social Secu.nty Numbers (SSN),.
Payment Card Industry (PCI), and or other sensitive and confidential
information.

‘Contract

“An agreement between the State .of New Hampshire:and a Véndor

‘which creates binding obligations for each party to perform as spec1ﬁed
in the cantract dociments. Contract docmnents include the State P-37

| General Provnsnons, and all. Exhibits and dttachments; which répresént
the undt—rstandmg and acceptance of the rec:procal legal rights: and ,

duties of the parties with respect Lo the Scope of Work:

Data

Data Breach

State records, files, forms, electronic information and other documerits
or mfmmaum, in ¢ither electronic. of paper form, .that will be used
/eonverted by the Vendor during the contract tmn

Data Breach means. thie loss of control, compromis€, unauthotized
dlSC]OSIlIC unauthonzed -acquisition;. ‘unauthorized access, Or any
similar term referrmg 1o situations where persons: other than authonzed
users-and for another than authorlzcd purpose havé accéss or potential
access to personally. identifiable information, whether physmal or

electroniz. Wlth regard to Protected Health Information, “Data Breach”. |
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shall have the same meaning as the. term’ “Breach” in secuon 164,402,
of Title 45, Code of Federal Regulatmns

| Deficieaty (iesyDefects -

A failure, shortcoming- or errfor in. a Dehvemble resultmg 'in a
Dehvenble, the Soflware;, or the .System,. ot conforming’ to. its
Specifications:

Deliverable.

A Delwemble is any Written; Software, or Non—Soﬁware Deliverable
(letter, report, manual, book, code, or other), pmvxded by the
Contrac:or to'the State ‘or under the terms of a Contmct requirement.

1. DNCR

Department of Natural and Cultural Résources

, Documentation

All informalion that describes the i‘nslallat_ioﬁ. opei'ntioﬁ;éi;d use of the.
Software, cithér ini printed or eloctronic format”

Enhanceménts

Updates, addmons, modifications to; and new releases for the Software”
or System, and all changes to the Documentation as & result of
improvement in quality, va]ue or extent.

.-Hoéted Services

Applications, IT infrastructure componcms or functions that
organizetions acces$ from external service providers, typically through

| an mtcmet connectxon

Hosted System.

The: combination of hardware “Softwarc and networking components I
uséd by the .Application. Service. Provider «to deliver the Hosted
Serv:m

Identification and Authentication

Supports obtaining information, abouit those parties attempting to log
on to a-system or application for secumy purposcs and the validation
of those users.

[mplementation

“The process for making the System fully Operalwna] for processing the

Data,

. Non-Public Information

Information, other then Personal’ Information, that is riot subject: to-

dlsmbuLon -to the public. as. public .information. It is deemed to be
sensmve and conﬁdenhal by:the State becatse it contains information
that is cxempt by statute, ordinance.or- admnustrauve rule from access

by the general public as piiblic information.

Operational

Operational means that the System is réady for use and fully functional,
all Data has been loaded; the System is available for use by the State in
its dally :apcmnons, and the State has issued Acceptance.

Personal Information

“Persona] Informauon" (ot “PI") or “Personally Identifiable Information”™

(Pl mcs.ns information wh:ch c¢an be. used to distinguish or trace an
individual’s identity;, such: as their name, social security number,
personal information .as defiried in'New Hampshire RSA 359.C:19,
biometric records, etc., alohe, or when combmcd with other personal
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EXHIBIT F- TERMS AND DEFINITIONS.

or iden- |fymg :nformatlonswhtch i$ linked or lmkable to a: spec:ﬁc
mdw:dual such es’ date and place of blnh mother’ $ ma.lden name; etc.

Project

The:planned undertoking regardmg the: cnnrc subject matter of an RFP snd
- Contract and the aétivities'of the partiés related hereto.
Proposal A writlea plan put forth by a-Contractor for consideration in ‘response to a

sohmtntmn by the Smte. /|

“Sécurity Incident

“Secunty Incident” shall have the same meaning “Computer Security
Incident” in secuon two (2) 'of NIST Publication 800-61, Computer*
Security Incident Handhng Guide; Nationa) Institute of Standards and
Teclmology, ‘U.S: Department of Commerce.

Services The wotk or lebor to be. performed by’ thie. Contractor on the Projéct ns
described in a contract,
‘Software All Custom; SAAS. and COTS. computer programs and applications

provided by the Contractor under the Contract:

‘Software. Deliverables

All Custom, SAAS-and COTS Soﬁwam.md Erhancements.

‘Software:License

Licenses provided to the State under this Contract.

-Soﬁware-as-a-‘lScrvice-'(SaaS)

The capabthty provided to the State to use the Contractor’s applications
runmng on a cloud infrastructure.. The. applications are accessible from
vatiou$ client devices through a thin-client interface such as a Web
browser (e.g.; Web-bascd ematl) or a program interface. The Staté does
not matage or’ control the undetlying, cloud. infrastructure - including
network, servers, Gpcratmg ‘Systems, storage or even individuel
applicat.on capabilitics, with the possible exception of limited user-
specific application conﬁgw'auon seitings.

Specifications

Written details that set forth the requirements which include, without
limitaticn, the RFP, the Proposal, the Contract, any pérfofmance

standards, Documentation, applicable State and federal policies, laws 1

and regulations, State technical standards, :subsequent State-approved
Deliverebleés, -and other specifications and requirements described in
thé Con<ract: Docurnents. The Speclﬁcatlons ar¢, by this reference;.

lﬁmade a part of the Contract as though ¢completely set forth herein.

State Data:

All Data created or in any- way ongmnnng with the State, and all Data
that is e output of computér processing of or other electronic:
manipulation 6f any Data that was created by or in any Wwéy originated °
with the Staté, whether such Data or output is stored on the State’s

‘| hardwate, the Contrector’s hardware or exists in any system owned,

maintained or otherwisé coitroliéd by the State or by the Contractor.
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| Staté Fiscal Year (SFY)

The New Hampshire State chal Year (SFY) runs, from July: 1 of the
precedmg calendar year Lhrough June 30:of thes apphcable caléndar

year.

"Subcontractor

-A person, partnership,-or company not in the employment, of orowned
-by, the. Contractor ‘which is pcrformmg Sérvices under this Contract

under'a separite Contract with of on behalf of the Contractor.

‘Systein

" All Software, specified hardware,"interfaces:and extensions, integrated

and functioning together i in accordam:c with the Specifications.

"Térm.

Period cf the Contract ﬁ-om the Effective Date through the Completion
Date idéntified in'the P-37 General Provisions or termination. o

Verification

Supports the conﬁrmanop of authonty to -enter :a° Computer systém

application or network.

.W.amrity

“The corgditions under, and periqd duting, which-the Contractor' will

repair, replace, or compensale for the defective itém without cost to the
buyer o- user. It also delmeal.es the rights and obligations of, both
parties in case of a claim or dlspute

W-arrantg Period

A period: of coverage during which the Contmctor is responsible for

'| providing a'guarantée for'products and Services delivered as definedin

the Contract.

Work Plan.

Documaritation that dctalls the activities. for the Project created in
accordance with the Contract. The plan and delineation of tasks,
activities and ¢vents to be performed 8nd Deliversbles to be produced
under tke. Project as specified in Appendix B: Business/Technical
Reguirements and Deliverables. The Work Plan shall include a
detailed description. of the “Schedule, tasks/activities, Deliverables,

| critical events, task dcpcndcnucs and the resources that would lead
; and/or participate on each ask.
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. IEXH[B[TG ATTACHMENTS - CONTRACTOR CERTIFICATES

EXHIBIT. G - ATTACHMENTS : CONFRACTOR CERTIFICATES

1. CONTRACTOR CERTIFICATES
1:1 Contractor S Ceruﬂcate of Good Standing

1.2 Contractor s Centificate of Vote/A thority
13 Contractor s Certificate of Insuranze
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Certificate of Authority #1 (Corporation, Non-profit Corporation)

Corporate Resolution

1, Mark Schroetel, hereby certify that ) am duly elected Clerk/Secretary/Officer
{(Name)
of Entabeni Systems. I hereby certify the fHllowing is a true of a vote taken at a
{Name of Corporation)

meeting of the Board of Directors/ghareholers, duly called and held on October 19, 2022, at

which a quorum’of the directors/shareholders were present and voting.

Voted. That Erik Mogenscn, Maaaging Director (may list more than one person) is duly

{Name and Title}

authorized to enter into contracts or agreements on behalf of Entabeni Systems
(Name of Corporation)

with the State of New Hampshire ard any of its agencies and departments and further is
authorized to execute any documents which may in his/her judgment to be desirable or

necessary to affect the purpose of this vote.

I hereby certify that said vote has not bzen amended or repealed and remains in full force
and effect as the date of the contract to which this certificate is attached. This authority shall
remain valid for thirty (30) days from the date of this Corporate Resolution. I further certify
that it is understood the State of New Hamp shire will rely on this certificate as evidence the
person(s) listed above currently occupy the positions(s) indicated and that they have full
authority to bind the corporation. To the extent that there are limits on the authority of any listed
individual to bind the corporation in contracts with the State of New Hampshire, all such

limitations are expressly stated herein
DATED: Qctober, 19 2022 ATTES’{:/%;\,\ GTO/ oEFIC AT

(Name'd Tlile) i




State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that ENTABENI SYSTEMS INC. is
a Canada Profit Corporation registered to transact business in New Hampshire on September 12, 2022. 1 further centify that all fees
and documents required by the Secrctary of State’s office have been received and is in good standing as far as this office is

concerned.

Business 1D: 908995
Certificate Number : 0005869552

IN TESTIMONY WHEREOF,

| hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 12th day of September A.D. 2022.

L

David M. Scanlan

Sccretary of State
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CERTIFICATE OF LIABILITY INSURANCE

ENTASYS-01 TMSCHOLL

DATE (MM/DD/YYYY)
10/19/2022

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND CR ALTER THE COVERAGE AFFORDED "BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE iSSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT:

If the certiflcate holder Is an ADDITIONAL INSURED, the policy({les) must have ADDITIONAL INSURED provislons or be endorsad.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsemont(s).

PRODUCER | GopAcT Thad Scholl
PHONE FAX
v L e Quntay Insurancey Inc. (RSN, ex; (970) 887-3030 | FAX \o):(970) 888-3337
604 E. Aqate Ave. | 5tk qq. thad.scholl@tcins. net
Granby, CO 80446 INSURER(S) AFFORDING COVERAGE NAIC W
wsurer A : Liberty Mutual 23043
INSURED INSURER B ;
INSURERC ;
Entabeoni Systems INSURER D ;
INSURER € ;
INSURER F :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

el TYPE OF INSURANCE e POLICY NUMBER DOt | (ASDOR o) umITS
A | X | COMMERCIAL GENERAL LIABILITY EACH OCCURRENGE s 1,000,000
| crLams maDE E] OCCUR BKS65196810 911912022 | 9/19/2023 | BAMAGE TORENTED R 300,000
. MED EXP {Any one person) | § 15,000
] PERSONAL & ADV INJURY | § 1,000,000
| GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE | 3,000,000
| X | poucy D B ':] LoC PRODUCTS - COMPIOP AGG | § 3,000,000
OTHER: 3
_AEI'OHOBN-E LIABILITY COMBINED SINGLE LIMIT 3
| | ANY AUTO BODRILY INJURY (Per person) | §
|| ST onLy SOTERED BODILY INJURY (Per accident) | $
|| R oy Py TR s
3
| UMBRELLA LIABR || QCCUR EACH OCCURRENCE 3
EXCESS LIAB CLAIMS-MADE AGGREGATE s
oeo | | ReTenTions s
A SRR Sy YiN XWS61003818 71232022 | 7/23/2023 X el B 100,000
ﬁ%ﬁﬁ%ﬁp&%ﬁ’xmm (] G e A R ER : 100,000
e mm“’ﬁ E.L. DISEASE - EA EMPLOYEH § :
DESERIPTION OF OPERATIONS below E.L DISEASE - POLICY LIMIT | 3 500,000
DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additiona! R: rks Schedule, may be hed if more spacs s required)
CERTIFICATE HOLDER CANCELLATION

NH Dapartment of Natural and Cultural Resources
172 Pembroke Rd.
Concord, NH 03301

|

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 {2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD



