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STATE OF NEW HAMPSHIRE

DEPARTMENT of NATURAL and CULTURAL RESOURCES

OFFICE OF THE COMMISSIONER

172 Pembroke Road, Concord, New Hampshire 03301

Phone: 271-2411 Fax: 271-2629

TDD ACCESS: Relay NH 1-800-735-2964 H5
October 17,2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

The State House

Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Natural and Cultural Resources, Division of Parks and Recreation, Cannon
Mountain to enter into a contract with Entabeni Systems (VC #420429), Granby Colorado in the amount of
$1,670,800 comprised of commission paid directly from ticket sales of $660,000 and credit card fees and
ticket card stock costs of $1,010,800 for the Online Ticketing Platform at Cannon Mountain and Franconia
Notch State Park with the option to renew for two additional three year periods, effective upon Governor
and Executive Council approval through October 31,2025. 100% Other Funds (Agency Income).

Funding for Fiscal Year 2023 is contingent upon Governor and Executive Council approval of a budget and
expend request for $1,125,000 included on this agenda and approved by the Joint Fiscal Committee on
October 14, 2022, Item FIS 22-347. Funding is anticipated to be available in Fiscal Years 2024 through

2026, upon the continued appropriation of funds in the future operating budget with the authority to adjust
encumbrances between fiscal years within the price limitation through the Budget Office, if needed and
justified.

Funds are available in account Cannon Mountain as follows,

FY 2023 FY 2024 FY 2025 FY 2026 Total

$235,000 $96,000 $99,000 $0 $430,000

$129,131 $193,600 $193,600 $64,469 $580,800

$364,131 $289,600 $292,600 $64,469 $1,010,800

03-035-035-351510-37030000-020-

500213 ~ Stock In Trade

03-035-035-351510-37030000-020-

500205 - Credit card processing fees

Total

EXPLANATION

Currently, Cannon Mountain operates an online ticketing system platform through a contract with Accesso,
LLC. The current configuration of this platform entails the integration of this on-site and online sales and
ordering software system application to function with a separate credit card processing and data reporting
system called Siriusware which is a subsidiary of Accesso LLC. This current configuration presents
frequent and consistent challenges relative to accurate reporting and reliability of system functionality,
particularly with the credit card processing platform, driven mainly by a failure of Accesso and Siriusware
to be able to successfully establish consistent and reliable data communication between the two systems.
This has resulted in the need for labor-intensive manual reconciliation and data management, periodic and
frequent loss of system functionality that has resulted in an inefficient and thus, poor experience for our
guests, substandard reporting output that requires additional labor resources to perform external data
reconciliations and an overall loss of reliable accuracy and integrity of the system functionality along with
confidence by staff and customers as a result of the inconsistent performance we currently experience. The
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current system also lacks current standards that exist Industry-wide relative to modernized ticketing card
holder technology and its advantages to both the customer and Cannon Mountain with particular emphasis
on sales and use of guest-friendly reloadable and reusable Radio Frequency Identification (RFID) cards and
the advantages of the controlled access and data gathering value relative to their use.

Cannon seeks to fully integrate and optimize alt aspects of its ticketing, reporting, sales revenue collection
and related operational business management practices, realizing not only a tremendous gain in efficiency
relative to costs and time, but also gaining a new revenue source with the sale and use of new guest-friendly
reusable and reloadable RFID cards, while maintaining the most modern ski and outdoor recreation industry
standards. This system is mission critical to the sales and management of the operations of both the ski area
and the state park's retail operations, allowing for fully integrated and thus, maximized integrity and
accuracy of data and tracking, increased revenues, and controlled (scanned) lift access that has not
previously been in place.

In April, 2022, Cannon's management team engaged in a nationwide search for a vendor that could design,
build, install, equip, and support a fully integrated full-service sales platform encompassing the entirety of
its sales, point-of-sale, controlled lift access, data collection, safety, security, and ad hoc reporting needs.

Specifically, the team wanted a vendor that could design and build a fully integrated and cloud-based online
and on-site system to handle the sales of its day tickets, season passes, retail inventory, rental & repair sales
and service, snow sports school day lessons, seasonal programs, and staff scheduling. In addition, we sought
a system that will provide the on-site sales and point-of-sale hardware (guest-facing and staff-facing
monitors, keyboards, cameras, printers) and software that is cloud-based and thus will not require
additional cost for establishing a hardware infrastructure to operate a new platform, thus adding, no new
costs to Cannon. This new platform also provides the RFID cards we seek at the best price available, and
the scanning equipment required to ensure controlled access to its lifts and collect real-time data relative to
usage trends while also providing capability of security camera functionality at sales and lift access points
and ski patrol data gathering solutions.

Entabeni will host a platform that will encompass all of these goals at no additional cost to Cannon relative
to hardware and software implementation while acting as the bank of record, the merchant card provider of
record, and the PCI compliance guarantor. They will provide all of the design, build, implementation,
training, and ongoing system support in order to go live in time for the 2022/23 winter season. For their
part, they will receive payment derived from revenue monthly from Cannon solely based upon its sales
commissions and a percentage of credit card processing (on sales run through the system), plus the sale of
the RFID cards to Cannon, with no extra charges or fees whatsoever for design, build, installation,
equipment, hardware / software, training, upgrades, system or support during the term of the contract
period. Entabeni will also replace the three current virtual servers maintained by DolT in the data center.

Cannon and NH DolT collaboratively developed RFB DNCR 2023-19 and posted it for both ski industry
and IT industry vendors' consumption and prospective bidding. Two hundred-forty known ski industry and
IT vendors were alerted to the posting, including the twelve most prominent sales solution providers within
the ski and outdoor recreation industry. Nine vendors responded to the RFB with questions regarding the
project and timeline, and two vendors attended the pre-bid meeting. Thirty questions were posed by various
vendors, with responses being posted as an addendum to the RFB. Two vendors submitted bid packages,
one of which was disqualified as being incomplete, as it did not meet the full scope of the RFB. Entabeni
Systems was selected based upon the quality of its complete bid package, its stated and proven ability to
complete this project in a timely manner, and its experience with meeting such needs as ours when dealing
with other ski areas and outdoor recreation providers. Upon receiving a quality bid package and making a
selection, Cannon and DolT collectively put together CONTRACT DNCR 2023-19, which was reviewed
extensively by DolT, DAS, and the Attorney General's Office.

The alternative to entering this contract would be to continue with our current vendors (Siriusware-Elavon
and Accesso-Passport), and therefore continue to deal with the frequent and consistent challenges relative
to accurate reporting and system reliability along with the costs associated with operations, upgrades,
maintenance, and usage.



This new system will eliminate the challenges as outlined and advance the technology at Cannon with the
added implementation of RFID cards, security cameras, and scanning at ski lifts to collect vital data of guest
usage while at the mountain. The new system will bring to us, the system management and tracking
technology currently used widely throughout the ski industry.

The Department of Information Technology has reviewed and approved this contract. The Attorney
General's Office has also reviewed and approved this contact as to form, substance and execution.

Jtewart, Comimssioner
Department of Natural and Cultural Resources
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STATE OF NEW HAMPSHIRE

DEPARTMENT of NATURAL and CULTURAL RESOURCES

Division of Parks and Recreation

Cannon Mountain Ski Area

RFB DNCR 2023-19

Closing Date: August 19 2022 at 4:00 PM

Cannon Mountain Ski Area Management System

Contractor Name and Address Bid Amount

Entabeni Systems

21 Ten Mile Drive, Granby, CO 80446

970-333-4050

$1,670,800.00

Gatemaster Technologies Incomplete submission

Accesso-Passport

Aspenware

Axxess AG

Inquiry / Non-bidders

Cobblestone

Inquiry / Non-biddersInTouch/Elevate

ParaDocs Solutions

SkiData, Inc.

Inquiry / Non-bidders

BID PROCESS: Cannon and NH OolT crafted RFB DNCR 2023-19 and posted it for both ski industry and IT industry vendors'

consumption and prospective bidding on August 4, 2022. Two hundred-forty (240) known ski Industry and IT vendors were alerted

to the posting, including the twelve (12) most prominent sales solution providers within the ski and outdoor recreation industry.

Nine (9) vendors responded to the RFB with questions regarding the project and timeline by August 12, the deadline for question
submission, and two (2) vendors attended the pre-bid meeting. Thirty (30) questions were posed by various vendors, both

electronically and at the on-site meeting, with responses being posted as an addendum to the RFB, Two (2) vendors submitted bid

packages by the deadline at COB on August 19. One (1) bid package was disqualified as being incomplete, as it did not meet the full
scope of the RFB. Entabeni Systems was selected based upon the quality of its complete bid package, its stated and proven ability to

complete this project in a timely manner, and its experience with meeting such needs as ours when dealing with other ski areas and

outdoor recreation providers. Upon receiving a quality bid package and making a selection on August 22, 2022, Cannon and DolT

collectively put together CONTRACT DNCR 2023-19, which was to be reviewed extensively by DolT, DAS, and the Attorney General's

Office.

Evaluated by: John DeVivo- Cannon General Manager
Greoofv Keeler- Cannon Marketina Director

Nicole Warren- DNCR DolT Lead



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

October 19, 2022

Sarah L. Stewart, Commissioner

Department of Natural and Cultural Resources
172 Pembroke Road

Concord, NH 03301

Dear Commissioner Stewart:

This letter represents formal notification that the Department of Information Technology
(DoIT) has approved your agency's request to enter into a contract with Entabeni Systems of
Granby, CO., as described below and referenced as DoIT No. 2023-019.

The purpose of this request is to enter into a contract with Entabeni Systems to
design, build, install, and provide ongoing support of a cloud-based, vendor-
supported, and purpose-built system. The system will manage Cannon Mountain and
Franconia Notch State Park retail division's online and on-site ticket, season pass, ski
school, retail, rental, and ski/snowboard repair sales, and its RFID card sales and
usage tracking and lift access technology.

The price limitation will be $1,670,800.00, effective upon Governor and Executive
Council approval through October 31, 2025, with the option to renew for two (2)
additional three (3) year periods.

A copy of this letter must accompany the Department of Natural and Cultural Resources'
submission to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/RA

DoIT #2023-019

cc: Nicole Warren, DoIT - IT Lead

"Innovative Technologies Today for New Hampshire's Tomorrow"



DEPARTMENT OF ADMINISTRATIVE SERVICES

DIVISION OF PROCUREMENT AND SUPPORT SERVICES
BUREAU OF PURCHASE AND PROPERTY

STATE HOUSE ANNEX

CONCORD, NEW HAMPSHIRE 03301-6398
DATE" Oct21,2022

TO; CHARLES ARLINGHAUS, COMMISSIONER
DEPT. OF ADMINISTRATIVE SERVICES

Requester:

Donald Daley
Agency:

DNCR - Parks & Recreation
Commodity:

946-Financial Services

Vendor:

Entabeni Systems
RFB/RFP/RFQ (if applicable)

DNCR 2023-19

Contract:

8002054 JPMorgan Chase Bank NA, 8003028 First Data Merchant Services, 8002052 Givex USA

Est. Amount:

PERMISSION IS HEREBY REQUESTED TO WAIVE THE MANDATORY STATEWIDE CONTRACT USAGE
PROVISION OF RSA 21-I:17-C, AND ADMINISTRATIVE RULE 600 FOR THE FOLLOWING REASONS:

The Department of Natural and Cultural Resources, Division of Parks and Recreation, Cannon Mountain Ski Area and
Franconia Notch State Park, is requesting a waiver from statewide merchant card services contracts 8002054 and 8003028,
statewide gift card processing contract 8002052, and a future statewide contract for e-commerce solution. The Division has
selected Entabeni Systems through the RFP process as a solution to consolidate the sales and operations management of both the
ski area and the state park's retail operations, currently operating under three (3) separate contracts. Entabeni Systems will
handle e-commerce functionality for online and on-site ticket, season pass, ski school, retail, rental, and ski/snowboard sales. In
place of gift cards, RFID (radio-frequency identification) cards will act as day tickets and season passes as well as have cash value
for retail purchases. Entabeni Systems will act as merchant of record, bank of record, credit card processor, and PCI compliance
guarantor.

The expiration for this requested waiver is October 31,2025.

SUBMITTED FOR ACCEPTANCE BY:
DN: cn=Donald J Daley, cDMsion of
Procurement Support Services, ou=Merchant

, « Card Program,
«SF email=donaldJ.daley@das.nh.gtrv, c^VS

Dale: 2022.10.21 OS:27:29-04'00'

PURCHASING AGENT/SUPERVISOR

DIVISION OF PROCUREMENT & SUPPORT SERVICES

REVIEWED FOR ACCEPTANCE BY:

COLIN S. CAPELLE, ADMINISTRATOR
DIVISION OF PROCUREMENT & SUPPORT SERVICES

RECOMMENDED FOR ACCEPTANCE BY:

MATHEW T. ST ANTON, DEPUTY DIRECTOR
DIVISION OF PROCUREMENT & SUPPORT SERVICES

APPROVED FOR ACCEPTANCE BY:
DN: cn=Gary S Lunella, o=Depl Administrative

Services, oii=Dlv Procurement & Support
'  Services, email=Gaiy.S.Lunelto@das.iih.gov,

c=US

Date: 2022.10.2412:29:47 -Od'OO'

GARY S. LUNETTA, DIRECTOR

DIVISION OF PROCUREMENT & SUPPORT SERVICES

ACCEPTED FOR THE STATE OF NEW HAMPSHIRE UNDER THE AUTHORITY GRANTED TO ME BY NEW

HAMPSHIRE REVISED STATUTES, ANNOTATED 21-1:14, XII.

CHARLES M. ARLINGHAUS, COMMISSIONER
DEPARTMENT OF ADMINISTRATIVE SERVICES

DATE 10 afc
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STATE OF NEW HAMPSHIRE

Department of Na:ural and Gultural Resources

Division of Parks and Recreation

Cannon Mtn Ski Resort Management System

DNCR 2023M9

Template Revision V5.0 September 8,202



STATE OF NEW HAMPSHIRE

Department of Natural and Cultural Resources
Division of Parks and Recreation

Cannon Mountain Ski Area and Franconia Notch State Park
DNCR 2023-19 - Cannoa Mtn Ski Resort Management System

tablj: of contents

Contents
FORM NUMBER P-37 (version 12/1 1/2019) 4

EXHIBIT A - SPECIAL PROVISIONS 9

EXHIBIT B - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES 14

1. BUSINESS / TECHNICAL REQUIR EMENTS 16

2. ACTIVITY, DELIVERABLE, AND MILESTONE 29

3. DELIVERABLE REVIEW AND ACCEPTANCE 30

4. CHANGE ORDER

5. IMPLEMENTATION SERVICES.... 31

6. PROJECT MANAGEMENT 31

7. WORK PLAN 34

8. ACCEPTANCE & TESTING SERVICES 41

9. MAINTENANCE, OPERATIONS AND SUPPORT 41

10. DATA PROTECTION

11. SOFTWARE AGREEMENT

12. ADMINISTRATIVE SERVICES 46

13. TRAINING 46

14. E-COMMERCE MERCHANT SERVICES 46

15. TERMS AND DEFINTIONS 47

16. CONTRACTOR'S CERTIFICATES 47

EXHIBIT C - PRICE AND PAYMENT SCHEDULE 48

1. CONTRACT PRICE

2. TRAVEL EXPENSES

3. SHIPPING FEES

4. INVOICING 48

5. INVOICE ADDRESS 49

6. PAYMENT ADDRESS 49

7. OVERPAYMENTS TO THE CONTRACTOR 49

8. CREDITS

9. PROJECT HOLDBACK 49

10. PAYMENT SCHEDULE 49

V\A/IContractor Initials:
Date: [o(i'^(l£nn



STATE OF NEW HAMPSHIRE

Department of Natural and Cultural Resources
Division of Parks and Recreation

Cannon Mountain Sid Area and Franconia Notch State Park
iPNCR 2023-19.^ Cannoa Mtn Ski Resort Management System

EXHIBIT D-SOFTWARE LICENSE AGREEMENT ,5)

EXHIBIT E - ADMINISTRATIVE SERVICES 53

1. DISPUTE RESOLUTION ....53

2. ACCESS AND COOPERATION .....> 53

3. RECORD RETENTION..... : .- 53

4. ACCOUNTING 54

5. AUDIT..; 54

6. MISCELLANEOUS WORK REQUIREMENTS ^ 54

EXHIBIT F - TERMS AND DEFINITIONS....;..'. : ...56
EXHIBITG-ATTACHMENTS AND CONTRACTOR CERTIFICATES.: 60

I. CONTRACTOR CERTIFICATES 60

Remainder of this page intentionally left blank

Page 3' of 60
Conlractor Initials:

Date:



STATE OF NEW HAMPSHIRE

Department of Natural and Cultural. Resources
Cannon Mountain Ski Area and Franconia Notch State Park

DNGR 2023-19 - Cannon Mtn Ski Resort Management Syistem
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS..- P37

FORM NUMBER P-37 (version 12/11/2019)

Notice: This agreement and all of iu attachments shall become public upon submission.to Governor
and Executive Gouhcil for approval; Any information that is private, confidential or
proprietary must be clearly identified to the agency and agreed to in writing prior.io signing,
the contract.

AGREEMENT

The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

IDENTIFICATION.

' 1. r State Agency Name

Department of Natural and Cultural Resources

Cannon Mountain Ski Area and Franconia Notch State Park

1.2 Slate Agency Address

260 Tramway Drive, Franconia, NH 03580

1.3 Contractor Name

EntabeniSystems

1.4 Conlractor Address

21 Ten Mile Drive, Granby, GO 80446 '

1.5 Contractor Phone

970-333-4050

1.6 Account Number

03-035-035-351510^

3 7030000-'

1.7 Completion Date

October 31. 2025

1.8 Price Limitation:

SI.670,800.00

1.9 Contracting Officer for State Agency

John M. DcVivo(Cannon/FNSPGen'l Mgr)

I.IO State'Agency Telephone Number

(603) 823-7722, x-750

1.11 Contractor Signature 1.12 Nome and Tiljc of Contractor Signatory

1.13 Stale Aggri^Sigpefure ^ 1.14 Name and Title of Slate Agency Signatory

Sarah L. Stewart, Commissioner

1.15 Approval by the N.H. Department of Adm inistration, Division of Personnel (ifapplicable)

By: Director, On:

1.16 Approval by the Attorney General (Forni, Substance end Execution) (ifapplicable)

o„:

1.17 Approval by the Governor and Executive Council

G&C Item number: G&C Meeting Date:

Page 4 of 60
ContractorJnitials: CM *
Date:



STATE OF NEW HAMPSHIRE

Department of Nacural and Cultural Resources
Cannon Mountain Ski Area and Franconla Notch State Park

DNCR 2023-19-Cannon Mtn Ski Resort Management System
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

2. SEItVICES TO BE PERFORMED. THe State of New

Ham'pshirc/acling through the agency idemified In block I.I
("State"), cng^cs contractor idchtified in block l;.3
("Contractor"') to'peifprnii and tlie Contractor shall perform,
the work or sale of goods, or both,- identified and. more
particularly described in the attached EXHIBIT B which, is
incorporated herein ̂ y reference ("^rvices").

X EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the. State of New Hampshire, if
applicable, this-Agreement, and all obligations of the parties
hercunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated
in block 1.17, unless no such approval is required, in which
case the Agreement shall become effective pn thc date tlic
Agreement Is signed by the State Agency as shown in block
1.13 ("Effective Date").
3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor
prior to the Effective Dale shall be performed at the sole risk
of the Conlfaclor, and in the event that this Agreement does
not become effectivci the Stale shall have no liability to the
Contractor, including without limitation, any obligation to
pay the Contractor for any costs Incurred or Services
performed. Contractor must complete all Services by the
Completion Date specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Nolwithst^ding any provision of this Agrecmenl to the
contrary, all obligations of the State hereunder. including,
without limitation, the continuance of payments hereunder.
are contingent upon the availability and continued
appropriation of funds affected by any state or federal
legislative or executive action that reduces, .eliminates, or
otherwise modifies the appropriation or availabiliiy of
funding for this Agreement and the Scope for Services
provided in EXHIBIT B, in whole or in part. In no event shall
the Stale be liable for any ppymeiiis hercunder in excess of
such available appropriated funds. In the event of a reduction
or termination of appropriated funds, the State shall have the
right to withhold payment until such funds become available,
if ever, and shall have the right to reduce or term inate the
Services under this Agrecmenl immediately upon giving the
Contractor notice Of such reduction or tcrmihotion. The State
shall not be requircd to Irartsfcr funds from any other account
or.source to the Account Idemified in block 1.6 in the event
funds in that Account are reduced or unavailable:

5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.

Page 5 of 60
Contractor Initials:

Date: JalAupt^

5.1 'The contract price, method of jjayment, and terms of payment
are identifiVd and more particularly described"iiv EXHIBIT C
which Is incorporated herein by reference.
5:2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof and shall be the only and the complete
compensation Id the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.
5.^.3 The Siate reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required-or'permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law.
5.4 Notwithstanding any provision in this Agreement to the
contrary, aiid notwithstanding unexpected circumstances. In no
event shall the lota! of all payments authorized, or actually mode
hercunder. exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND
REGULATION^ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, arid orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, .Including, but not'limited to, civil rights and equal
employment opportunity laws.. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
Stale or the United Slates issue to irhplement these regulations.
The Contraclor shall also comply with all applicable intellectual
property laws.
6.2 During the term of this Agreement, the Contractor shall not
■discriminate against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take afTlnnative action to
prevent such discfimination.
6.3. The Contractor agrees to permit the State or United States
access to ariy of the Contractor's books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, tehns and conditions of this
Agreement:

7. PERSONNEL.
7.,! Tlie Contractor shall at its own expense provide all personnel
necessary to perfonn the Services. The Contractor wairants that all
pei-sonne! engaged In the Services shall be quaHfied to perform the
Services, and shall be properly licensed and otherwise authorized
to do so under all applicable laws.
7.2 Unless othehvise authorized In writing, during the term of this
Agreement, and for a period of six (6) months after the Complelion



STATE OF NEW HAMPSHIRE

Department of Natural and Cultural Resources
Cannon Mountain Ski Area and Franconia Notch State Park

DNCR 2023-19 - Cannon Mth Ski Resort.Management System
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

Date in block 1.7, the Contractor shall liot hire, and shall not pennil.
any subcontractor or other person,"firm or corporation with Whom
it js engaged in a cohibined effort to perform tfie Seryices to hire,,
any person who is a State employee "or official, who is materially
Involved in the procurement, administration or performance ofthis
Agreement; This provision shall survive termination of this
Agreement.
7.3 The Contracting OfTicer specified in block Ii9, of his or her
successor, shall be the State's reprcisentative; In the event of any
dispute concerning the intcipretaiion' of this Agreement, the
Contracting Officer's dedsion shnjl be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the fbllowihg acts or omissions of'the
Contractor shall constitute an event of default hcreundef ("EvChi
of Default"):

8.1.1 failure to perform the Services satisfactorily or on schedule;
8;1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition of
this Agreement.
8.2 Upon the occurrence of any Event of Default, the State nay
take any one, or more, or all, of the rollowing actions:
8.2.1 give the Coniraclor a written notice specifying the Even: of
Default and requiring it to be remedied within, in the absence of a
greater or lesser specification of time, thirty (30) days from the
date of the notice; aiid If the Event of Default is not timely cured,
terminate this Agreement, effective two (2) days after giving the
Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Even: of
Default and suspending alt payments to be made under this
Agreement and ordering that the portion of the contract ptice
which would otherwise accrue to the Coniraclor during the period
from (he date of such notice until such time as the State detenni.ies
that the Cbntractor has cured the Event of Default shall never be
paid to the Contractor;
8.2.3 give the Contractor a written notice specifying the Event of
Default and set offagainst any other obligations the Stale may owe
to the Contractor any damages the Stale suffers by reason of any'
Event of Dcfnult; ond/or
8.-2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, lerniinoie the Agreement
and pursue any of Its remedies at law or.in equity, or both.
8.3. No failure by the Slate to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights whh
regard to that Event of Default, of any subsequent Event of
Default. No express failure to enlbrcc any Event of Default shall
be deemed a waiver of the right of the State to enforce each and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9. TERMINATION.

9..I Notwithstanding paragraph" 8, the State may; at its soje
discretloh, terfninate theAgiwmentfdrany reason, in whole orjn
pan, ihifty (30) days written notice to the Contractor that the
Stale is exercising its option to terminate the Agreement.
9.2 In the event of an early tennination of this Agreement for any
reason other than, the completion of the Services, the Cohtfactof
shallj at the State's discretion, deliver to the Contracting OfTicer,
not later ilhan fifteen (15) days after the date of lemiihalion, a
report ("Termination Report") de.scribirig in detail all Services
performed, and the contract price earned, to and Including the'date
of termination. The form, subject matter, content, and number of
copies of the Tennination Report shall be identical to those of any
Final Report described in the attached EXHIBIT B. In addition,.at
the State's discretion, the Contractor shall, within 15 days of notice
of early termination,,develop and submit to the State a Transition
Plan for services under the Agreement.

to, DATA/ACCESS/CONFIDENTIALltY/

PRESERVATION.

10.1 As used in this Agreement, the word "data" shall mean all
information' and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited.!©, all studies, reports, files";
formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
represehtations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether finished
orunfini^ed.
10.2 All data and any property which has been received from the
State or purchased with funds provided for that purpose under this
Agreement, shall be the property oflhc State, and shall be returned
to the State upon demand or upon termination of this Agreement
for any reason,
10.3 Cohfidcntiallly of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data r^uires
.prior written approval of the Stale.

11. CONTRACTOR'S RELATION TO THE STATE. Inthe
pcrfonnancc of this Agreement the Contractor is in all respects an
independent contractor, and is neither ̂  agent nor an employee of
the Stale. Neither the Contractor hbr any of its officers,
employees, agents or members shall have authority to bind the
State or receive any benefits; workers' compensation or other
emoluments.providcd by the State to its employees.

12. ASSICNMENT/pELECATION/SUBCONTRACTS.
12.1 .The Contractor shall riot assign. or1)therwise transfer any
interest in this Agreement without the prior written notice, which
shall be provldc'd to the State at least fifteen (15) days prior to the
oss'ignmeril, and a written cpriscni of the State. For purposes of this
paragraph, a Change of Control shall constitute assignment.
"Change of Control" means (a) merger, consolidation; or a
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transaction or sefics of rotated transactions in which a third ptrty,
together with its afTlliates, Ixconies the direct or indir^t owner of
fiftyiperccht (50®/o) or mbfe.of the voting shares or similar equity
interests, or combined voting power of the Contractor, or (b) the
sale of all or substantially allof the assets of the Contractor. '
12.2 None.of the Services shall be subcpnlracied by the Conira::tor
without prior written'notice and consent of the Slate. The State is
entitled to copies of all subcontracts and assignment agreements
and shall not be -bound by any provisions contained in a
subcpniraci or an assignment agreement to which It is not a'paiy.

13; INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify arid hold harmless the Slate, its
officers and employees, front and against any and all claims,
Habilitics and costs for any personal Injury, or property damages,
patent or copyright infringement, or other-claims asserted against
the State, its ofTlccrs or employee^ which arise-out of (or which
may be claimed to arise out of) the acts or omission of the
Contractor, or subcontractors, including but not limited to the
negligence,.reckless or intentional conduct. The State shall no: be
liable for any costs incurred by the Contractor arising under :his
paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
Immunity of the Slate, which immunity is hereby reserved to ihie
Stale. This covenant in paragraph 13 shall'survive.ihc termination
of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at Its sole expense, obtain and
continuously maintain in force, and shall require aiiy subcontractor
or assignee to obtain and maintain in force, the following
insurance:

14.1.1 commercial general liability insurance against all claims of
bo'dijy injury, death or property damage, in. amounts of not less
than SI.000,000 per occurrence and $2,000,000 aggregate or
excess; and
14.1.2 special cause of loss coverage form covering all property
subject to.subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.
14.2 The policies described in subparagraph I4.i herein shall be
on policy forms and endorsements approved for use in the State of
New Hampshire by the N.H. Department of Insurance and issued
by insurers licensed in the State of New Hampshire.
.14.3 The Contractor shall furnish to the Contracting OfTlccr
identified in block 1 ;9. or his or her successor, a certificale(s) of
insurance for ail insurance required under this Agreement.
Coiiiractof shall also furnish to the Contracting Officer identiried
In block 1.9, or his or her successor, certificate(s) of insurance for
all rcnewal(s) of Insurance required under this Agreemehi no later
than ten (10) days prior to the expiration dale of each insuraiKC
policy. The certiflcate(s) of insurance and any renewals thereof
shall be attached and are Incorporated herein by reference.

15. WORKERS'COMPENSATION.

15.1 By signing this .agreement, the Contractor agrws.xertiflbs
and wairants that the Contractor .Is in compliance witJi or exempt
from; the requirements of.N.H. RSA ch^tcr 28j-A /v.M'or*en-'
Compensation").
15.2 To the extent the Contractor is subject to the requirements of
.N.H. RSA chapter 281-A, Contractor shall maihlain, and require
any subcontractor or assignee to secure and maintain, payment of
Workers' Compensation in connection with activities which the
person proposes to undertake pursuant to this Agreement. The
Contractor shall fiimlsh the Conlfactihg Ofncer identifled'in'block
1.9, or his or her successor, proof of Workers' Compensation in
the manner described in N.H. RSA chapter 281-A and any
applicobte rencwal(s) ihcfeof, which shall be attached and are
incorporated herein by reference. Tlie Stale shall not be
responsible for payment ofarty Workers' Cornpensation premiums
or for any other claim or benefit for Contractor, or any
subcontractor or employee of Contraclofi which might arise under
applicable .State of NcwlHainpshire Workers' Compensation laws
in connection with the performance of the Services under this
Agreement.

16. NOTICE. Any notice by a party hereto to the other party shall
be deemed to have been duly delivered or given at the .lime of
mailing by certified mail, postage,prepaid, in a United States Post
Office addressed to the parties at the addresses given in blocks 1.2
and 1.4, herein.

17. AMENDMENT. This Agreement may be amended, waived
or dischar-gcd only by an 'Inslnrment in writing signed by the
parties hereto and only afler approval of such amendment, waiver
or discharge by the Governor and Executive .Council of the State
of New Hampshire unless no such approval is required under the
circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM,. This ■Agreement shall
be governed, inieiprcted and construed In accordance with the
tows of ilie Slate of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement Is the woi^Ing'
chosen the parties to express their mutual intent, and no rule of
construction shall be applied against or in favor of any party. Any
actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction tltereof.

19. CONFLICTING TERMS. In the event of a conflict between
the terms of this P07 form (as modified in EXHIBIT A) and/or
attachments and amendment thereof, the terms of the P-37 (as
modified in'EXHIBIT A) shall control.
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20. THIRD PARTIES. The parties hereto do riot Intend to benefit
any thW parties and thii Agreement shall not be construed to
conferany such bendfll.

21. HEADINGS. The headings throughout the Agreement.ore
for reference purpo^ only, and the words contained therein shall
in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning'of the provisions of this
Agreement.

22. SPECIAL PROVISIONis. Additional or modif>ing
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.

M.. SEVERABILITY. In the event any of the proyisions of this
Agr^cenicnt are held by a court of'compeieni jurisdiction to bc'
contrary to any state or federal law, the remaining provisions of
this Agreement will remain In full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an original, constitutes the entire agreement and.
understanding between the parties, and supersedes, all prior
agreements and understandings with respect to the subject matter
hereof.

Remainder ofthis page intentionally left blank
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EXHIBIT A - SPECIAL PROVISIONS

The terms outlined in the P-37 General; Provisions are modified as set forth below:

Aii Provision 3, Effective Date/Completion of Services/Is updated with the following
addition:

3.3 The term may be extended twice up to Three (3) yearns), ("Extended Tenn'O each at
the sole option of liie State, subject to the parties prior written Agreement on
applicable fees for each extended Terni, up to but not beyond October 31,2031 under
the same terms and.conditions, subject .to approval of the Governor and Executive-
Council.

A.2 Provision 5, Contract Price/Price Limitation/ Payment, is updated with the following
addition:

S.S The State's liability under this Agreement shall be limited to monetary damages not
to e.\ceed thccontract price.pursuant to Paragraph 5.2. The Contractor.agrees that it
has an adequate remedy at lav/ for any breach of this Agreement by the State and
hereby waives any right to spc-ific performance or other equitable remedies-against
the State. Subject to applicable laws and regulations, in no event shall the Stale be
liable for any consequential, special, indirect, incidental, punitive, or exemplary
damages. Notwithstanding the foregpihg, nothing herein contained shall be deemed
to constitute a waiver of the sovereign immunity of the State, which immunity is
hereby reserved to the Slate.

A J ProvisioD 8, Event of Default/Remedies, u updated with the following addition:
8.2.5 .give the Contractor a written notice specifying the event of^ Default, terminate the

agreement as breached, and prb::ure Services that are the subject of the Contract from ■
another source and Contractor shall be liable for reimbursing the State for the
replocemehl.Services, and all administrative costs directly related to the rcplacenierit
of the Contract and procuring the Services from another source, such as costs of
competitive bidding, mailing, advertising, applicable fees, charges or penalties, and
staff tihie costs; all of which shall be subject to the limitations of liability set forth in
the Contract.

A.4 Provision 9, Termination; is deleted and replaced with the following:
9. TERMINATION

9.1 No^ithstanding-paragraph 8, t.ife State may, at its sole discretion, and with written
noiice. terminate the Agreement for any reason, in whole or in part. In:the event of
such leniiinatipn, the Contractor shall immediately stop all work hereunder and shall
immediately Cause any and all cf its suppliers and subcontractors to cease work; The
State shall be liable fpr'cost of all Services and Dclivefables for which Acceptance has
'been given by the State, provided through the date of termination but will not be liable
for any costs for incomplete Services or winding down/the Contract activities. The
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Contractor shall not be paid for any work performed or posts incurred which
reasonably could^have been avoided.

9.2 Tcrminatioo Procedure

9,2il Upon termination of the Contract, tlie State, in'addition to any other rights
provided in the Contract, may require Coihraclor to deliver to>,ihe Slate any
property, including without limitation, Software and Written Deliverables, for
such part of the Contract as lias been terminated.

9.2.2 After receipt of a notice of temilnatipn, arid except as otherwise directed by
the State. Contractor shall':

a. Stop work.und2r the Contract on tlie date, and to tlie extent specified,
ill the notice;.

b. Promptly, but in no event longer than ten (10) days after termination.-
terminate its orders and subcontracts related to the work which, has
been lemiinatedi and settle all outstanding liabilities and all claims
arising put of such termination of orders and subcontracts, with the
approval or ratification of the State to the extent required,, which
approval or rat fication sliall be final for the purpose of this Section;

c. Take such action as the State directs, or as ncciessary to preserve and
protect the property related to the Contract which is in the possession
of Contractor and in which the State has an interest;

d. Take no action to intentionally erase any State data until directed by
the State;

e. Transfer title tc the State and deliver in the manner, at the times, and
to the extent directed by the Slate, any pr'operty which is required to
be furnished to the State and which has been accepted or requested by
the State:

f. Implement an orderly return of State data in a CSV or another
mutually agreeable forniat at a time agreed to by the parties;

g. Securely dispose/destroy of all requested data in all of its forms, such
as disk, CD / DVD, backup tape and paper, when requested by the

I  State. Data sha I be permanently deleted and shall not be recoverable,
according to National Institute of.Standards and Technology (NiST)-
Special Publication (SP) 800-88 approved methods: Certificates of
destruction shall be provided to the Stale; and

h. Provide written Certification to the State that Contractor has
surrendered to ne State all said property and after 180 days has erased
all State data.

9.2.3 If the Contract has expired, ortcmiihated prior to the Completion Date; for
any reason; the Contractor shall provide, for a period up to ninety (90) days
after the expiration or :cmiinationi all transition services requested by the
State, at no additional cost, to allow for the expired or terminated portion of
the Services to continue without Intemiption or adverse effect, and to facilitate
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the orderly transfer of such Services to the State or Its designees ("Transition-
Services").

9^.4- This covenant in paragraph 9 shall survive the tennination of this Contract.

A.5 Provision 10, pata/Access/Confidentiality/Preservation, is updated'with the following
addition: (

10.4" In peffpmiirig its obligations tnder this Agreement, Cohtraclbr may gain access to
Confidential Information of the State. Confidentlial Information includes any and all
information owned or manageJ by the State of NH - created, received from or on
behalf of any Agency of the State or accessed in the course of performing contracted
Services - of which collection, disclosure, protection, and disposition is governed by

■state or federal law or regulat.on. This infomiation includes'but is not limited to
Protected' Health Information (PHI). Personally Identifiable Information (Pll),
Personal Financial Information (PFI), Federal Tax Information (FTI), Social Security
Numbers (SSN), Payment Card Industry (PCI), and or other sensitive and Confidential
information. The Contractor shall not use the Confidential Infonnation developed or
obtained during the performance of, or acquired, or developed by reason of the
Agreement, except ^ directly connected to and necessary for the performance of the
Agreement. Contractor shall maintain the confidentiality of and protect from
unauthorized use, disclosure, publication, and reproduction (collectively "releaM"),
all Confidential Information.

10.4.1 In the event of the unauthorized release of Confidential Information,
Contractpr shall immediately notify the State's Information Security Officer,
and the State may immediately be entitled to pursue any remedy at law and in
equity, including, but not limited tp, injunctive relief.

10.5 Subject to applicable federal or State laws and regulations, Confidential Information
shall not include information which:
a. shall have otherwise become publicly available other than as a result of disclosure

by the receiving Parly in breach hereof;
b. was disclosed to the receiving Party on a npn-confidential basis.from a source

other than the disclosing Party, which the receiving Party believes is not
prohibited from dl^losing such infonnalion as a result of an obligation in favor
of the disclosing Party;

c. is developed by the receiving Party independently of, or was known by the
receiving Party prior to, any disclosure of such information made by the disclosing
Party; or

d. is disclosed with the written consent of the disclosing Party.
10.6 A receiving Rarty:also may disclose the disclosing Party's Gonfideiitial Information

to the extent required by an order of a court of competent jurisdiction. Any disclosure
of the Confidential Information shall require the prior written approval of the Slate.
Contractor shall immediately notify the State if any request, subpoena or other legal
process is served upon Contractor regarding the Confidential Information, and
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Contractor shall cooperate with the State in any effort the State undertakes to contest
the request; subpoena or other legal process, at no additional cost to the State.

LQ.7 Cohtractpr Confidential Information. Contractor shall clearly identify in writing all
information it claims to be confidential or proprietary upon providing such
information to the State. For the purposes of complying with its legal obligations, the
State is under no obligation to accept the Contractor's designation of material as
confidential. Contractor acknowledges that the State is subject to State and federal
laws governing disclosure of infonnation including, but not limited to', RSA Chapter
^l-A. In the event the Slate receives a request for the Information identified by
Contractor as confidential, the State shall notify Contractor and specify the date the
State will be releasing the requested infonnation. At the request of the State,
Contractor shall coo'perate and assist the State with the collection and review of
Contractor's infomialiOn, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the infonnation shall be Contractor's sole responsibility and at
Contractor's sole expense. If Contractor fails to obtain a court order enjoining the
disclosure, the State shall release the information on the dale specified in the State's
notice to Contractor, without any liability to the State.

-10.8 This covenant in paragraph 10 shall survive the tennination of this Contract.

A.6 Provision 12; Assignment/DclegatibmSubcontracts, is updated with the following
addition:

12J In the ̂ vent that Contractor shculd change ownership for any reason whatsoever that
results in a change of control of theCon^actor, the Stale, shalj hove the option of:
a. continuing under the Agreement with Cpntraclor, its successors or assigns for the

full remaining Term of the Agreement or for such period of time as determined
necessary by the State;

b. immediately tenninate the Agreement without liability to or further compensation
owed to Contractor, its successors or assigns. •

A.7 The following Provisions are added aad.made paft of the P37:
25. FORCE MAJEURE

25.1 Neither Contractor nor the STate shall be responsible for delays or failures in
performance resulting from events beyond the control of such Party and without fault
or negligence of such Party. Such events shall include, but not be limited to, acts of
God, strikes, lock outs, riots, a id acts of War, epidemics, octs of Government, fire,
power failures, nuclear accidents, earthquakes, and unusually severe weather.

25.2 Except in the-event of the foregoing, Force Majeure events shall not include the
Contractor's inability tp hire or provide personnel needed for the Contractor's
performance under the Contract

26. EXHIBITS/ATTACHMENTS

1 he Exhibits and Attachments referred to in and attached to the Contract are incorjxiraied
by reference as if fully included in the text of the Contract.
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27. NON-EXCLUSIVE CONTRACT

The State reserves the right;at its discretion, to retain other vendors; to provide any of the
SeiVicespr Deliverables identified under this Agreement. Contractor shall moke be^'efforts
to coordinate work with ajl other State vendors performing Services which relate to the work
or Deliverables set forth in the Agreement. The State intends to use, whenever possible,
existing Software and hardware:contracts to acquire supporting Software and hardware..

.28. government APPROVALS

Contractor shall obtain all neces^ry and applicable' regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

29. ORDER OF PRECEDENCE

In the event of conflict or ambiguity/ among any of the text within this agreement, the
following Order of'Pi^edence shall govern:

i. State of New Hampshire, Department of Natural and Cultural Resources Contract
Agreement DNCR 2023-19

ii- State of New Hampshire, Department of Natural and Cultural Resources RFB
DNCR 2023-19 Cannori Mountain Ski Resort Management System

iii. Contractor. Proposal Response to Deportment of Natural and Cultural Resources
RFB DNCR 2023-1,9 dated August 18, 2022

iv. Additional Contractor Provided Documents (see Exhibit G)

Remainder of this pu^e Intentionally left blank
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EXHIBIT STATEMENT OF WORK (SOW) BUSINESS AND TECiHNICAL
REQUIREMENTS AND DE^^^
The Statement of Workv Business and Technical Requirements, and DeliveraBles are set forth below;

1. STATEMENT OF WORK
Contractor shall supply all labor, tools, transportation; materials, equipment, technical'support for all
Uie modules of the Ski Rewrt Management System ahd permits as tiecesMry and required to perform
services as de^rib'ed herein.

Contractor shall design, build, and install a comprehensive, cloud-based, custom-built and site-specific
system for both online and on-site day ticket, season pass, retail, snow sports school, rental, and repair
sales and services;

Contractor, shall provide reloadable and reusable RFjD cards and System will provide the following:
•  Ability for customers to register tuid reload their I^Fip cards at Cannon locations through

the'POS system or via the on-line store;
•  Technology must be incoipoiated throughout the system tracking all aspects Of a

customer's day at the mountaiji from ski ticket purchase, retail purchases, ski school,
scanning at lifts and towers, etc.

• • The Contract will not charge sales commissions on RFID cards'that replace existing Gift
Cards from previous system.

•  Provide RFID reporting for all RFID card redemptions (online or in person) over a
specified date range, that will include a list of each RFID card number, amount loaded onto
the card, receipt number, fKlpient name and address, "To" and "From", and the purchaser's
phone number;

•  Upon request provide liability report for all unredeemed gift cards;
•  Provide a web-based reporting system to allow DNCR access on demand to data for all

transactions during a specified t.me period this report shall total transactions at the agency
level, and individual sales location (operation and retail).

•  Reporting should be able to be separated by hierarchai view and access. Tlie reporting
system should also allow for custom reporting for additional information requirements and
queries.

•  All monthly reports and other transactions management reports shall be available 24/7 via
the website or via e-mail or.file transfer as determine. Data should able be'availabic in tab
of comma delimited formats fyr exporting and imixirtihg into other report templates,
entailed reporting to the agency level including but not limited to the. following
infonnatioh: U of cards issued and U of cards redeemed and amount, remaining card
balances, date of iissuonce; what was purchawd With activity /category codes, date and
locations where the card was used.

•  The RFID card system shall be a closed loop solution that is not dependent upon a specific
processor. If the contract with ENTABENIi expires or changes, there shall be no liapsc in
service tq the custdmei^ holding gift cards or loss of the gift card values. Any contractor
or provider changes shall be totally pain free ahd transparent to the consumer.
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Contractor will provide all hardware (ihciide spwes.for hardware failures), including but not'limitedi
to: guest-facihg and staff-facing PCS systems (20), ticket and season pass RFID card printers (6),
:receipt printers (20), card (RFID/barcode) scanning devices: 20 @ pbs. 18 @ at llfis, 9 @ remote lift
tower locations. All buildings have Internet acce^ back to the State ofNH core. The nine (9) ski lifts
are WIFI enabled. There are. five (5) primn-y buildings and the 9 lifts associated with the project. No,
data will be migrated from current system.

Remainder of page intentipnaUy tcft blank.
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EXHIBIT B ̂ STATEMENT OF WORK (SOW)

1. BUSINESS / TECHNICAL REQUIREMENTS

'O . ..

. state R^UIraments 1
■  - :ieohtfact'or V

.Req# . Requlrementp^crlptlon 'rCrlMlty':' 'Co'htractbf'  .1 '.

^ Response

1 iOeiivefy'^
..Method,

.•comments

rGENERALSPednCATIONS "

Bl.-l

Contractor will provide a hosted centralized Cannoi

Mountain Ski Resort Management System accessed
through a web-based interface available 24 hours'
per day, 7 days per week, 365 days per year for
State staff and guest.

lyi Yes Standard

B1.2
Online store must have the "look and feel" Cannon •

Mountain web site.
M Yes Standard

Solution is customized for

each resort

B1.3
The Solution'must be a Contractor hosted PCI

compliant website.
M- Yes Standard

B1.4

As the Merchant of Record, Contractor will

electronically transfer all funds received on behalf of

the State to the State's bank account On a daily
basis.

M Yes Standard

Transfers happen daily on

business days. Transfers

do not happen on

weekends or bank

holidays

B1.5

All proceeds from the Cannon Mountain Ski Resort

Management System are funds of the State of New

Hampshire, which Contractor holds In trust. These

proceeds shall not be co-mlngled with personal;
business or any other operating funds or diverted or
used by Contractor for any. purpose.

M Yes Standard

Entabeni holds funds in

trust and disburses funds

to resort the next

business day

B1.6

With each EFT to the State bank, Contractor will

provide electronic files to the NHDNCR containing
fee details, the total dollar amount of each
electronic file will equal the total dollar transferred
less the transaction fees. The electronic data files

will contain information such as, but not limited to,
names, addresses and reservation confirmation

number.

M Yes Standard

Entabeni holds funds in

trust-and disburses funds

to the State the next

business day. The funds
disbursed is equal to the
gross sales occurring
since the end of the last

business day. Cannon

will be billed at the end of

each month for Entabeni

fees and credit card

processing fees. State
accepts-9/19/2022.
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B1.7

' Provide any and ail associated hardware (Table 3.0
Proposed Hardware Speciflcatlons)/software
required for guest-facing and staffrfacing POS
systems, RFIp Cards, RFlO card printers, receipt
printers, RFlO cardA>arcode scanners (hand-held
and rernote), and video / photo technology (without
'Sound).at transaction points and scanning locations
as part of design, build, and installation of entire

;systern.

■M Ym Standard

I^lhardware and
software are provide
as part of the standard
operating fee: RFID
cards, receipt paper
and printer cleaning
supplies are supplied by
the Contractor at an
additional fee. RFIS
cards are custom

:prlnted, ppiycarbdnate
laminate, high quality
cards, hot paper cards
'Used by other vendors.

Bl.S

Provide spare equipment (according to table 3.0
:Pr6p6sed Hardware Speciflcatlphs) to.be stored on-
.slte iri the event of damage and immediately replace
defective equipmerit.

M Yes Standard
Ample spare
equipment is provided
to the resort

B1.9

The Cohtractor.Solution must accept Visa,
MasterCard, discover, AMEX, mobile payment
services and debit cards pn behalf of the State.

M Yes Standard
Ehtabeni Systems Is the
actual card processor

Bl.ip
All receipts must list the refund policy as well as the
website prior to clicking submit or pay now. M Yes Standard

Bl.ll
A confirmation number is provided for ail approved
online payments. M Yes Standard

8i.l2
Ability'to track/process all required waivers (rentals,
ski! lessons, etc) and available to guest in person or
online.

M Yes Standard

All waivers can be
signed in person and
on-site using Entabeni
hardvvare

B1.13

Customer facing POS screens that allow for phoro
capture, signature capture, credit card storage,
order summary, and tipping function.

M Yes Standard

jRepor^

B2.1

Solution must be able to provide multiple of
"canned" reports (financial, statistical, demographic,
ski school, retail and ticket sales, nursery, etc.) along
with the ability to easily build own reports (ad-hoc)
and modify existing ones with little to ho training.

M Yes Standard

B2.2
Ability to develop new reports (ad hoc) with
accurate results from data that is inputted Into the
System?

M '  Yes Standard

B2.3 Ability to export reports into Microsoft Excel or '^V. M Yes .Standard

B2.4

Contractor will provide new custom reports as
needed within a 30-day period from date of request
for the report.

M Yes Custom
Entabeni has a process
for supplying special
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reports in under 30

days

B2.5 Provide ability to save frequently run reports. M No Future

Currently runs

automated reports,

may request custom

reports be added at any
time. State accepts-

9/7/2022
\ 9kiSchool/Lifts/Patrof

B3.1

Provide the RFID technology and equipment to oe
used at Cannon's ski lifts and towers to track guest
and their location.

M Yes Standard

83.2
System must track guest usage lessons, instructors,
and levels.

M Yes Standard

B3.3 System must include instructor scheduling mod jle. M Yes Standard

B3.4 Instructors must be able to view their schedule. M Yes Standard

B3.5
Guests must be able to request lessons with specific
instructors.

M Yes Standard

B3.6

Plan and provide for ski patrol system use In the
future via hand-held radio/cell phone device to
record details and take photos and video at accident
scenes.

M No Standard

Beta test winter

2022/2023, full release

winter 2023/2024;

Cannon may opt to be

part of the beta test in

2022/23 or wait for full

release in 2023/24.

State accepts -

9/7/2022
Rentals/Repair Shop

B4.1
Scanning technology of RFID cards and barcodes at
POS. M Yes Standard

64.2

System must provide DIN calculations and track

inventory availability, service records, etc. as
specified by staff.

M Yes Standard
System Is 100% cloud

based

B4.3
Repair module must include scanning equipment as
required at each repair station. M Yes Standard

Retail ̂lodule V '"r,"" -ij

B5.1

Inventory tracking of three retail locations (Aerial
Tramway, Notchview Lodge, and Flume Gorge) vyith
the ability to move inventory from one location zo
another.

M No Standard

TTiis feature is In

development now and
will be ready for a
Cannon launch (In

2022/23). State
accepts - 9/7/2022

65.2 Provide an e-Commerce solution for retail sales M Yes Standard

Same e-commerce

system is available

system wide
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'B6.1
Proyide'cpniprehehsiye support and training during
design,.build; installation, and testing'phases. M Yes Standard

B6.2

Provide on-site technical support and training for
opening week at Cannon Mtn - rhid to ike^
November;2022.

M Yes Standard

Entabeni will provide
significant resources on
site during instiallation
and opening

B6.3
Provide ongoing training/and or suppbtl for lerigth
of contract.

M Yes Standard

B6.4
Provide Help Desk support 365x7 from Sam to eprn
EST. except designated holidays M Yes Standard

/ ̂ SPE^Tipi^.f̂ QUlREMENtS
.GWfWlSPiFdf/CA77dWS. .r " "

Al.l
Provide any and all applicable usage, licensing,
maintenance, and upgrades.

M • Yes Standard

Ai;2

Contractor solution must be mobile friendly
compatible with all mobile operating systerhs (iOS,
Android, and Windows, etc.)

M Yes Standard
Entabeni is a mobile

first design

A1.3

Contractors' solution must be responsive to any size
screen when viewed on mobile, laptops, desktops,
or tablets.

M Yes Standard

A1.4

Ability to access data using open standards access
protocol (please specify supported versions in the
comments field).

M Yes Standard

A1.5

Data is available in commonly used format over
which no entity has exclusive control, with the
exception of National or International standards.

Data Is not subject to any copyright, patent,
trademark or other trade secret regulation.

M Yes Standard

A1.6

Web-based compatible and in conformance with the

following W3C standards: HTMLS, CSS 2.1, XML 1.1
andWCAG2.1AA

M Yes Standard

{jA^FUCAffON^SEaJBiTYr ^ ^

A2.1

.Verify the identity and authentlcate all the system's
human users before allowing them to use its
capabilities to preverit access to Inappropriate or
confidential data or service.

M Yes. Standard

A2;2 Enforce unique usernames. M Yes Standard

A2.3

Enforce complex passwords for Administrator
Account!in accordance with Doirs statewide User

Account and Password Policy.
M Yes Standard

A2.4

Enforce the use of corhplex pas5\yords for general
users using capital letters,:numbers and special
characters in accordance with DolT's statewide User

Account and Password Policy.

M Yes Standard
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A2:5
Encrypt passwords jh traiismission arid at r^t within
the database.

M' Yes Standard

A2.6

Establish ability to e^ire passwords after a def]:ilte
period of timVin accordance with DolFs statewide
User Account and Password'Poiicy.

M Yes Standard

A2.7
Provide the ability to liniit the number of people
that can grant or change authorizations.

M Yes Standard

A2;8
Establish ability to enforce session tinieouts dudtig
periods of Inactivity. M Yes Staridard

A2;9
The'appllcatlon shall not store'authenticatioh

crederStials or sensitive data in its code. M Yes •Standard

A2;10
Log all attempted accesses that fall Ideritifi'catloi;
authentication, and authorization requirements. M Yes Standard'

A2.11

The application shall log all activities to a server to
prevent parties to application transactions from

^denying thaithey have taken place.
M Yes Standard

A2;12. All logs must be kept for {90-days). M Yes Standard

A2.13

The application must allow a human user to

explicitly terrhinate a session. No remnants of tie

' prior session should then rerhaln.

M Yes Standard

A2.14
Do not use Solution and System Services for

anything other than they are designed for. M Yes Standard

A2.15
The application Data shall be protected from
unauthorized use when at rest. M Yes Standard

A2.16

The application shall keep any sensitive Data or

communications private from unauthorized

Individuals and programs.
M Yes Standard

A2.17
Subsequent application enhancements or Upgrades
shall not remove or degrade.security requlremeits. M Yes Standard

A2.18
Utilize.change management documentatlbn and
procedures. M Yes Standard

DSS.COMPilANCE - • . - - .

A3.1

Contractor attests that, as of the Effective Date of

this RFB, it has complied with all applicable
requirements to be considered PCI DSS compliant
and has performed the necessary steps to validcte
Its compliance With PCI DSS..

M Yes Standard

A3.2

Contractor will supply the current status of the'

application's PCI DSS compliance status, and

evidence of its rnost recent validation of compliance
Attestation of Compliance.

Yes Standard

Page 20 of 60 •
Coritractpr Initials:
Date:



STATE OF NEW HAMPSHIRE

Depai^ment of Natural and Cultural R^ourccs
DNCR 2023-19 - Cannon Mtn Ski Resort Management System

EXHIBIT B -STATEMENT OF WORK (SQW)

A3.3?

A3.5

^htra^br must comply with all credit card brand
Tules, as applicable.'ih regard to'their environment.
, The Contractor will work with the State if ahy hon-
compliance issues occur to ensure proper

' remediation of any non-compliance issues.

1 Contractor shall immediately riotify the NH OolT

1 Chief Information Security Officer and the Merchant
' Card Administrator .if it learns Its application is r>o

longer PA.DSScompliant and shall immediately
provide the bOlt Chief Information Security Of^er
of the steps being taken to remediate the non-

.comptiance status, in no event sHouldlContractcr's
notiflcatiofi to the DolT be later than seven (7)
calendar days after Contractor learns it^s no longer
.PA DSS complaint.

M

M

Yes

Yes

Standard

Standard

'

Ale
Contractor must meet PCI DSS Requirement 12.3 of

the latest edjtion/Service Provider.
M Yes Standard

A3.7

The Contractor will fun, at least, quarterly

vulnerability scans according to PCI DSS requirement
11.2

M Yes Standard Every 2 weeks

A3:8

Contractor agrees that it is responsible for the

security of cardholder data that it possesses,
including the functions relating to storing,
processing, and transmitting of the cardholder cata.

M Yes Standard

Contractor does not

store, processor or

transmit cardholder

data. Credit card

payments are

redifected;t6

'WorldNet/Payroc.,

A3.9

Contractor shall disclose any Nested Third-Party
Service Provider (TPSP) that Is a part of the

Cardholder Environment and require an Attestaiibn

of Cpmpliartce on an annual basis and/pr upon
request from the Nested Third Party Service
Provider.

M Yes Standard

Entabeni partners with

WorldNet, which uses

Payroc as their

payrhent gateway.
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..............

^APPMCATtON 5iLCURITYT£StlN0

Tl.l

All components of the Software shall be revlevyed •
and tested to ensure they protect the State's web

site and its related Oata assets.

Yes Standard
«

T1.2

For web applications, ensure the application has
been tested and hardened to pf^ent critical

application security.flaws. (At a mininium, the
application shall be tested against ait flaws outlined

in the Open Web Application Security Project
(OWASP) Top Ten

(http://www.owasp.org/lndex.php/OWASP_Top_Te
n Project).

M Yes Standard

T1.3

Provide the State with validation of 3rd party

security reviews performed on the appiication ar>d
system environment. The review may include a

combination of vulnerability scanning, penetraticn
testing, static analysis of the source code, and

expert code review (please specify proposed

methodology in the comments field).

M Yes Standard

Sonar Cloud service is

used for scanning of all

applications. Scan are

performed routinely and
when any new code is

written.

T1.4

Contractor shall provide documented procedure for

migrating application modifications from the User

Acceptance Test Environment to the Production

Environment.

M, Yes Standard

sfANDARD TESTING ' . . ' - • .

T2.1

The Contractor must test the software and the

system using an industry standard and State

approved testing methodology.
' M Yes Standard

T2.2

The Contractor must perform application stress
testing and tuning.

M Yes Standard

T2.3

The Contractor must define and test disaster

recovery procedures.
M Yes Standard
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1  State.Requlrerherits ^ntradtor^

'  '^Requirement i^scriptldn, ~

'  <
'ferltlcair^'i
i" . .1 Resppnsei.,

deliveiy
f

^mments

toHRATiONS

Hl.l

Contractor shall provide an ANSI/TIA-942 Tier 3 Data
Center or equivalent. A tier 3 data center require;
1) Multiple independent distrlbutipri paths serving
the It equipment; 2) All IT equipment must be dual-
powered and fully compatible with the topology of a
site's architeaure and 3) Coricurfently maintainable

site infrastructure with expected availability of
99.9%.

M Yes Standard

:H1.2

Contractor shall maintain a secure hosting

environnient providing all necessary hardware,

software, and Internet bandwidth to manage the
application and support users with permission-
based logins.

M Yes Standard

H1.3

The Data Center must be physically secured -
restricted access to the site to personnel with

controls such as biometric, badge, and others

security solutions. Policies for granting access must
be in place and followed. Access shall onjy be
granted to those with a need to perform tasks In the
Data Center.

M Yes Standard

H1.4

Contractor shall install and update all server
patches, updates, and other utilities within 60 days
of release from the manufacturer.

M Yes Standard

H1.5
Contractor shall monitor System, security, and

application logs.
M Yes Standard

H1.6
Contractor shall manage the sharing of data.

resources.
M Yes Standard

H1.7
Contractor shall manage dally backups, off-site data
storage, and restore operations. M Yes Standard

H1.8 The Contractor shall monitor physical hardware. M Yes Standard

Hl.lO

The Contractor shall report any breach in security in
conformance with State of NH RSA 359-C:20. Any
person engaged In trade or comrnerce that is

subject to RSA 3S8-A:3,1 shall also notify the
regulator which has primary riegulatory authority
over such trade or commerce. All other persons
shall notify the New Hampshire attorney general's
office.

M Yes Standard
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'DtsAsn^McdViRif^

- H2.1

Contractor shall have documented disaster recovery

plans that address the recovery of lost State data as
well as thelfown. Systems shall be architected tc
meet the defined recovery needs.

M Yes Standard

H2.2

The disaster recovery plan shall Identify appropriate
methods for procuring additional hardware in the

event of a component failure. In most instances,

systems shall offer a level of redundancy so the loss
of a drive or power supply will not be sufficient to
terminate services however, these failed

components will have to be:replaced.

M Yes Standard

H2.3
Contractor shall adhere to a defined and

documented back-up schedule and procedure. M Yes. Standard

H2.4

Backrup copies of data are made for the purpose of ~
facilitating a restore of the data in the event of data-
loss or System failure.

M Yes Standard

H2.5

Scheduled backups of all servers must be completed
regularly. The minimum acceptable frequency Is
differential backup daily, and complete backup
weekly.

M Yes Standard

H2.6

Tapes or other back-up media tapes must be
securely transferred from the site to another secure

location to avoid complete data loss with the los: of
a facility.

M Yes Standard

H2.7

Data recovery - In the event that recovery back to

the last backup is not sufficient to recover State

Data, the Contractor shall employ the use of
database logs in addition to backup media In the

restoration of the database(s) to afford a much
closer to real-time recovery. To do this, logs mus' be
hioved off the volume containing the database w^th
a frequency to match the business needs.

M Yes Standard

'^ HpsTiNVsecuRily .

H3.1

The Contractor shall employ security measures
ensure that the State's application and data Is

protected.

M Yes Standard

H3.2

If State data is hosted on multiple servers; data
exchanges between and among servers must be
encrypted.

M Yes Standard
■

H3.3

All servers and devices must have currently
supported and hardened operating systems, the
latest anti-vlrat, antl-hacker, anti-spam, antl-
spyware, and anti-malware utilities. The

environment, as a whole, shall have aggre^ive
Intrusion-detection and firewall protection..

ivi Yes Standard
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H3.4

All components of the Infrastructure shall be

reviewed and tested'to ensure they proted the
:State's hardware, software, and Its related data

assets. Tests shall focus on the technical^

administrative and physlcal'skurlty controls that
have been designed into the Systern architecture In
order to provide confidentiality, Integrity and

availability.

M Yes Standard

H3.5

The Coritractor shall ensure Its'corhplete
cooperation with the State's Chief Information

Officer in the detection of any security vulnerabi) ty

of the hosting Infrastructure.

'M Yes Standard

H3.6

The Contractor shall authorize the State to perform

scheduled and random s^urity audits, Including
vulnerability assessments, of.the Contractor' hbsling

infrastructure and/or the application upon request.

M Yes Standard

H3.7. All servers and devices must have event logging
enabled. Logs must be protected with access

limited 'to only authorized administrators. Logs

shall Include System, Application, Web and

Database logs.

M Yes, Standard

H3:8 Operating Systems (OS) and Database (DB) shall be
built and hardened In accordance with guidelines

set forth by CIS, NIST or NSA.
M Yes Standard

H3;9 The Contractor shall notify' the State's Project
Manager of any security breaches within two (2)

hours of the time that the Contractor learns of their

occurrence.

M Yes Standard

H3.10 The Contractor shall be solely liable for costs
associated with any breach of State data housed at

their lqcatibn(s] including but not limited to
notification and any damages assessed by the
courts.

M Yes Standard
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;;5E/eV/C£ LEVEMGREEMENr

H4.1

The ̂ntrartqr's System suppoit and maintenance
shall commence upon the E^edtlve bate'ahd e^aend
through.the end of the Gohtraet term, and any
extensions thereof.

M Yes Standard

H4.2

The Contractor shall maintain the harc^are and
SoftwareMn accordance with the specifications,
terms, and requirements of the Contract, includlrg
providing, upgrades and fixes as required.

M Yes Standard'

H4.3

H4.4

H4.5

The Contractor shall repair or replace the hardware

or software, or any pordon thereof, so that the

System operates in accordance with the

Specifications,.'terms, and requirements of the
Contract.

M Yes- Staridard

All hardware and software components of the
Contractor hosting infrastructure shali be fuliy,
supported by their respective manufacturers at all
times. All critical patches for operating system^,
databases, web services, etc., shall be applied within
sixty (60) days of release by their respective
manufacturers.

M Yes Standard «

The State shall have unlimited access, via phone cr
Ernail, to'the Contractor technical support staff
between the hours of 8:00am to 6:00pm*EST 365 x 7
except designated holidays.

M Yes Standard

H4.6

The Contractor shall conform to the specific

deficiency class as described:

• Class, A Deficiency - Software - Critical, does not

allow System to operate, no work around,
demands immediate action; Written

Documentation - missing significant portions of
information or unintelligible to State; Non
Software - Services were inadequate and
require re-performance of the Service.

• Class B Deficiency - Software - important, does
not stop operation and/or there is a work
around and user can perform tasks; Written
Documentation - portions of inforrhation are

missing but not enough to make the document
unihtelliglble; Non Software • Services were
deficient, require reworking but do not require
re-performance of the Service.

• ClasS'C Deficiency - Software • minihfial,

cosmetic in nature,'rnlhlmdl.effect on System.
iow priority and/or user can use System;

M Yes Standard

Page 26 of 60
Contractor Initials:

Date:
V • - ' V



STATE OF NEW HAMPSHIRE

Department of Narural and Gulturial Resources
DNCR 2023-19 - Gannon Mtn Ski'Resort Management System

EXHIBIT B - STATEMENT OF WORK (SOW)

*'WrItten*Docurneniatlon - minimal changes
required and of m'lnor editing nature: Non
Software - Services require only minor
reworking and do not r^uire re-^'erforrhance of
the Service:

'H4.7

'As part of the rhaihtenance agreement..ongoing

support Issues shall be responded to according to

the fbtiowihg:
•  Glass A Deficiencies - The Contractor shall.have

available to the State on-cali telephone'

assistance; with issue tracking available to th'e
State, eight (8) hours per day and five. (S) days a
vyeek with an email / telephone response witWn
two (2) hours of request; or the Contractor shall
provide support on-site or with rernote

diagnostic Services, within four (4) business
hours of a request;

• Class B Si C Deficiencies -The State shall notify
the Contractor of such Deficiencies during

regular business hours and the Gohtractor sha i

respond back within four (4) hours of notificat on
of planned coVrective action; The Contractor
shall repair or replace Software, and provide
maintenance of the Software in accordance with

the Specifications, Terms and Requirements ot
'the Contract.

M Yes Standard

H4.8

The hosting server for the State shall be available

twenty-four (24) hours a'day. 7 days a week except
for during scheduled maintenance.

M Yes Standard

H4.9

A regularly scheduled-maintenahce window shali 'oe

Identified (such as weekly, monthly. Or quarterly)a't
which time all relevant server patches and

appilcatioh upgrades shall be applied.

M Yes Standard

H4.10

If The Contractor is unable to meet the uptime-
requirement, The Contractor shall credit State's

account in an amount based upon the.foiibwing
formula; (Monthly Sales Cdmmission/30) x Numbar

of Days Contract Item Not Provided. The State must

request.this credit in writing.

M Yes Standard

H4.11

The Contractor shall use a change management

pojicy for. notification and tracking of change
requests-as well as critical outages.

M Yes Standard

H4:12

.a' critkal outage wilj be designated When a business
function cannot be met by a honperfbrniing
application and there is no work aro'und to the
problem. .

M Yes Standard
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H443^

.The Contractor will give tworbuslness days prior
notification to the StatVProject Manager of all
changes/updates and provide the Sbte.with training
due to the upgrades and changes.

M. Yes- Standard'

/  lfeBdlE#"MANAGlfyiENf^^ '-r

Pl.l
Contractor shall participate in an initial kick-off
fheeting to initiate the Project. 'M Yes Standard

P1.2

Contractor shall submit a finalized Work Plan within'

ten (10) days after Contract award and approval by
Governor and Council. The VVork Plan shall Include,

without limitation; a detailed description ofthe
Schedule, tasks. Deliverables, milestones/critical

events, task dependencies, and payment Schedule.

The plan shall be updated no iess.than every two
weeks.

M Yes Standard

P1.3

Contractor shall provide detailed bl-weekly or

monthly status reports.on the progress of.the

Project, which will include expenses incurred year to

date.

M Yes Standard

Pl;4

All user, technical, and Systerh Documentation as

well as Project Schedules, plans, status reports, and
correspondence must-be maintained as project
documentation. (Define how-WORD format- on-
Llne, in a corhmoh iibraiy or on paper).

M Yes Standard
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2. ACTIVITY, DELIVERABLE, AND MILESTONE

ACTIVITY, DELIVERABLE, OR MILESTONE DELIVERABLE TYPE PROJECTED

DELIVERY DATE

PLANNING AND PROJECT MANAGEMENT

1 Conduct Project Kickoff Meeting Non-Software 11/5/2022

2 Work Plan Written 11/5/2022

3 Project Status Reports Written Weekly

4 Infrastructure Plan, including Desktop and Network Configuration
Requirements

Written 11/5/2022

5 Deployment Plan Written 11/5/2022

6 Training Plan Written 11/5/2022

7 Business Continuity Plan Written 11/5/2022

8 Documentation of Operational Procedures Written 11/5/2022

INSTAIXATION ' '

9 Provide Software Licenses (if needed) Written N/A

10 Provide Software/Hardware Installed, Configured, and Operational to
Satisfy State Requirements

Software/hardware 12/7/2022

TESTING ^
Hsiiis.' ■...■r. ....

11 Conduct User Acceptance Testing Non-Software 12/9/2022
12 Perform Production Tests Non-Software 12/9/2022
13 Certification of B"" Party Pen Testing and Application Vulnerability

Scanning
Non-Software 12/9/2022

SYSTEM DEPLOYMENT ...i

14 Conduct Training Non-Software 11/15/2022
15 Cutover to New System Non-Software 11/15/2022
16 Provide Documentation Written 12/5/2022
17 Conduct Project Exit Meeting Non-Software 12/5/2022
ONGOING OPERATIONS 1 - 'yi, ■ r

18 Ongoing Hosting Support Non-Software On-going
19 Ongoing Support & Maintenance Software On-going
20 Contractor shall supply to DNCR an Attestation of compliance at least

annually and upon request.
Written Annually

21 Contractor shall supply to DNCR an Attestation of Compliance on an
annual basis and/or upon request from the Nested Third Party
Service Provider.

Written Annually
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3. DELIVERABLE REVIEW AND ACCEPTANCE
"  V '» I • V . ■. ' J

'4.1 Noii-Spf%ware and Written peiiverabl^ Review and Acceptance
The Contractor shall provide a written Certification that a noiiTSoftware, written
deliverable (such as thcTest Plan) Is final, complete, and ready for Review^ After
receiving.such Cerlificafibn frdm the Contractor, the State will Review the Deliverable to
determine whether it meets the requirement outlined in this Exhibit. The State will notify
the Contractor in writing of its Acceptance or rejection of the Dejivefablci or its partial or
conditional Acceptance of the Deliverable, within :fiye (5) business days of the State's
receipt of the Contractor's written Certification; provided that if the State detenhihes that
the State needs more than five (5) days, then the State shall be entitled to ah extension of
up to ah additional ten (10) business days. If the State rejects the Deliverable, or any
pohion of the Deliverable, or if any Acceptance by the State is conditioned upon
completion of any related matter, then the State shall notify the Contractor of the nature
and class of the Deficiency, or the terms of the conditional Acceptance^ and the Contractor
shall correct the Deficiency or resolve the condition to Acceptance within the period
identified in the Work Plan. If no period for the Contractor's correction ofthe Deliverable
or resolution of condition is idenli.:led, the Contractor shall correct the Deficiency in the
Deliverable or resolve the condition within five (5) business days Or such longer period as
the State (in its sole discretion) may agree. Upon receipt ofthe corrected Deliverable, the
State shall have five (5) business days to review the Deliverable and notify the Contractor
of itS' Acceptance, Acceptance itv part, conditional Acceptance, or rejection diereof, with
the option to extend the Reyiew,Period up to fi ve (5) additional business days, or mutually
agreed upon timeframe.. if the Contractorfails to correct the Deficiency within the allotted
period, the State may, at its optipa, continue reviewing the Deliverable and require the
Contractor to continue until the Deficiency is corrected; or immediately terminate the
Contract, declare the Contractor in default, and or pursue its remedies at law and in equity.

4.2 Software Deliverabin Review and Acceptance <
System/Software Testing and Acceptance shall be performed as set forth in the Test Plan
aiid more particularly described in Acceptance ond Testing Services described herein".

43 Number of Deliverables
Unless the State olherwi^ specifically agrees ih writing, in no event shall the Contractor
certify for testing and deliver to ths Slate more than lhree (3) Deliverables for review or
testing at one time. As the State accepts a Deliverable; ah additibnarDeliverable may be
presented for review but at nbtihie can the Deliverables exceed three (3) at a time without
the authprjMtion ofthe State.

4.4 Conditional and Unconditional Acceptance
By'acceptihg a Deliverable, the State resei^es the right to reject any and ali<Deliverables
ih the event the State detects any Efficiency in the System.' in whole or in part, through
completion of all Acceptance Testing, including but not limited to, Software/System
Acceptance Testing, and.anyextensions thereof.
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4. CHANGE ORDER

The State may make Changes, revisions or request enhancements to the Scope of Work at any time
by written Change Order. The Slate originated changes, revisions or. ehhancements shall be
appro'ved by the Department of Ihformatlbh Technology. Within five (5) business days of
Contractor's receipt of a Change Order, Contractor shall advise the State, in detail, of any impact
on cost (c.g.i increasc'or decrease)^ the ScKedule, and the Work Plan.
Contractor may propose a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, and the Work Plan. The State shall acknowledge
receipt of Contractor's requested Change Order within five (5) business days. The State Agency,
as wejl as the Department of Information Technology, must review and approve all Change Orders
in writing. The.State shall be deemed to have rejected the Change Oricler if the Parlies are unable
to reach an agreement in writing within 30 days of receipt of the Change Order.

Change orders resulting in an increase-of Price Limitation an extension of time for Contract
completion or a significant change to the scope of the Contract may require approval'by the
Governor and Council.

A Change Order which is accepted and executed by both Parties, and if applicable approved by
Governor and Council, shall amend the terms of this Agreement.

5. IMPLEMENTATION SERVICES

The Contracipr shall employ ah industry-standard Implementation strategy with a timeline'set
forth in accordance witlvthe Work Plan:

•  Tlie.Contractor shall hiaiiage Project execution and provide the tools needed to create,
and manage the Project's Work Plan and tasks, manage and schedule Project staff,
track and manage issues, manage changing requirements, maintain communication
within the Project Team, and Report status.

•  The Contractor and the State shall adopt a Change Mdnagemeht approach to identify
and plan key strategies, communication initiatives, and training plans.

6. PROJECT MANAGEMENT

The Contractor shall provide project tracking tools and templates to record, and manage i.ssues.
Risks, Change Requests^ Requirements, and other documents used in the management and
tracking ,of the project. The State believes that effective communication and Reporting arc
essential to Project success. The Contractor shall employ effective comrhunication and Reporting
strategies to ensure Project success. Tlie Gonlroclor Key Project Staff shall participate in meetings
as requested by the State, in accordance with the requirements and terms of this Contract.

The Project requires the coordinated efforts of a Project Team consisting of both Contractor and,
State personnel. Contractor shall provide, ail necessary resources to perforin its obli^tions under
the Contract. Contractor-is respohsibie for providing all appropriate resources-and personnel to
manage this Project to a successful compleiipn.
The Contractor shall conduct criminal background checks and not utilize any stafT. including
subcontractors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud; or otherwise convicted of any felony or
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misdemeanpf ofFcnse for which»incarc.erfctibn for up ip' 1 year is an outhprized penalty/ The
' Gpntractpr shall promote;and moihtaih aii awareness^ of the impprtahce of securing the: State'-s
iriforination amPng'the eontractpr's employees and agents.

T^e Stale may, at itisoje expend, conduct reference and bacl^round 'scfeehihgofthe Contraclpr's
Project Manager and Key Project Staff TheState shall rnaintain the confidentiality of background.
.greening results in accordance with tlie Gontiaci Agreement.

The Cohtiactpr shall.be responsible fpr knowledge transfer:between all Gohtractor projecGteams.
for all deliverables defined in this Project Agreement.

7.1 The Gontractor Key Project ̂ afT

7.1.1; The Contractor's Gbitract Manager
Gpntracior,shall assign a Gontract Manager who will be responsible ibr all Contract
authorization and administration, including but not limited to processing Contract
dpcumentation, obtaining executive approvals, tracking-costs and payments, and
represeriting the parties in all Contract administrative activities. Contractor's Contract'
Manager is;

Erik Mogenseii, Managing Director.
970--333-4050 cell

erjk@entabenisystems.conv

7.1.2i The Contractor's Project Manager
Gphtractor shall assign a Prpject Manager wlio is qualiified to perform or superyise the
Contractor'sbbligations under this Agreement. Cpntractpr's Project Manager is:

Mark Schroetel. ChiefTechndlogy Ofncer
484-239-0549 tell

mafk@entaber.isystems.com

Contractor's ;selection of the Project Manager shall be subject to the prior written
approval of the State. Tlie, State's approval process may Include, without limitation,
ail the State's discretion, review of the proposed Project, .Manager's resume,
qualifications, references, and background checks, and an interview. The State may
require removal or reassignment of Project Manager who,- in the sole j udgment of the
State, is found unacceptable or is not performing to the State's satisfaction;
Project Manager must be qualified to perform the cbli^tibns required of the position
under the Cphtfact, shall have full authority to make binding decisions under the
Contract, and shall function as Contractor's representative for all administrative and
management matters. Project Manager niust be available to promptly respond during
normal Business Hours within'Four (4) hours of inquiries from the State, and be at the
site as heeded* Prpject Manager must woik diljgently and use' hi^ her best efforts on
the Project".
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7;i3. Change of Project lyianagcr <
Coniract'or.may not replace the Project Manager or change Its assignmcntpf Project
Manager-withput providing the State written notice and obtaining Ihe^pHpr approval
of the State, of the replacemen": Prpject'Manager/State approvals for replacement of
Project Manager shall hot be unreasonably withheld. The replacement Project
Manager is subject to the.sam'e requirements and Review as set forth above. Contractor
shall assign a replacement Project Manager within ten (lO)'busincss days of the
departure of the prior Project Manager; and Contractor shall continue during the ten
(10) business day period to prcvide competent project managemeiit Seryices through
a qualified interim Project Manager ^

7.1.4. The Gohtractora Additidaal Key Project Staff
The State considers the following individuals to be Key Project Staff for this Project:

Chandler Ooins ' t

Partner Success Manager

Justin McGpwen

Chief Product Officer

The State reserves tlie right to. require removal or.reassignment of Key Project Staff
who are found unacceptable to the Stater Contractor shall hot change Key Project
Staff cominitmcnts without pre viding the-State written notice and obtaining the prior
written approval of the State. State approvals for replacement of Key Project Staff
wiili iiot be unreasonably withheld. The replacement Key Project $taff shall have
comparable or greater skills than Key Project Staff being replaced.

711.5. Tenhination for Lack of ProJect Management and Key Project Staff
Notwithstanding any oilier provision of the Contract to the contrary, the State shall
haye the optibh to terminate the Contract^ declare Contractor In default and to pursue
its remedies at law and in equity, ifCohtractor fails to assign a Project Manager and/or
Key Project'Staff meeting the roqiiiremenls dnd terms of the Contract or.if the State is
dissatisfied with Contractor's replacemehf of the Project Manager-and/or Key Project
Staff.
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12 The State key Project StafT.

7.2.1. ThVState Cpbtract Manager
The State shall assign a Contract Manager Vvlip shall function as "the'State's
representative with regard to Cbntract administration.

The State's Contract Manageris:
John DeVivo, 3eherai Manager
603-545-7.741 cell
john.m.devivo'^dhcr.rih.gov

7.2.2. The State Project Manager
The State shall assigns Project Manager.
The^State's Project Manager is

Greg keeler, Director of Sales and Marketing
603-5,45-9706 cell

gregory.j,keelcr@dncr;nh.gov

The State's Project Manager's duties shall ihclude the following:
a. Leading tlie Proje^;
' b. Engaging and managing al I Contractors working on the Project;
c. Managing signilicant issues and risks;
d.^ Reviewing and accepting Contract Deliverables;
e. Invoice signrofTs;
f. Review and approval of Change Orders;
g. Managing stakehokiers' concerns.

7. Work PLAN

The Contractor's Projwt Manager and the State Project manager shall finalize the Work Plan
within Seven (7) days of the Effective Date and further refine the tasks required to implement the
Project. Continued development and'maiiagemeni of tlic Work Plan is a joint effort on the part of
the Contractor and State Project Managers.

The preliminary'Work Plan created,by the Contractor and the State Is set forth In this Section:

1. Kickoff Meeting

a. introduce all key per^nnel
b. Implementation Process

i. Flexible ̂ heduied based on:

1. OperationtI needs/deadlines
2. New insights gained during process^
3. Unforeseen delay^roadblocks.

ii. Module based
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t

4. 'Pi^ess will allocate resources to address most to lea^ critical

modules ir a sequential manner

-"5. 'Module implemehtation will be complete prior to moving to the next

.module

6., In instancs where there is no overlap of respurces,-niuldple modules,
may be worked oh concurrently

c. Answer any lingering questions

2. CNS Basic Conflguration/Activalion

a; ♦ Core Gannon Admin sialTand Entabeni team will collet required basic information
■for CNS configuration

b. Entabeni Team will submit configuration form to Entabeni Engineers to complete
CNS configuration

c.. Cannon Team will work with their website host to update CN AME records for CNS
d., Entabeni Team to create core user accounts and pemiissions for Cannon system

admins-

3. Merchant Onboarding

a. Cannon will complete Merchant Onboarding pages in CNS '
b. Entabeni will complete uncerwriting process for Cannon m'erchanf account
c. Entabeni will rim test transactions to verify credit card approvals, flow of funds to

Cannon and deposit into Cannon-s bank accounts
4. RFib Card Design/Order

a. Cannon wijl subniit final RFID card design to Entabeni
b. Entabeni creates final RFID card' proof for approval by Cannon
c. Cannon approves RFID proof
d. Cannon provides RFID quantity for order completion.

5. General Tralnlhg Information
E;. Training wiirbe viazoom and include Cannon system'admins
b. Entabeni will provide training on each topic and Work througlvseverarexamples with

the Cannon T^m
c. Caimoii Team will complets the conrigurallon once after the training ^sslon
d. .Entabeni.Team will provide support via Slack and Zoom during configuration

6. CNS Admin Configuration ■

a. Staff Management
b. Accguiiting Settings

i. General Settings
ii. .Gashout Settings

iii. Tax Configuration
iv. Revenue Departnicsits
V. Pjscounts

vi. Promo Codes
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vii.' Pehiiission Codes'

•viii; Tipping

c. Account Settings

i; General

1. Privacy Policy
2. Signature Requests

3. Confimiation Emails

.4. Failed Pay iierit Emails

5. Refund Policy

6. Successful Collectipn-Email Copy
ii. Rental

I. Waivers

iii; Print Terminals

iv. Seasons

V. Blackout Dates

yi. Departments
d. Items for Cannon to bring to training session:-

i. List of GL Accounts lote used

ii. Knowledge of how tlie resor intends to track deferred and recognized
revenue and which GL accounts will be u^d for these purposes

iii; Resort contact info to be used for guest comniunications/confimiations
iv. Verbiage for the following items:

1. Privacy Policy
2. Signature Requests

3. Confirmatioh Emails

4; Failed Payment Emails

5. Refund Policy

6. Successful Collection ̂ nailGopy
v. Rental waiver language

vi. POS locations and names

vii. List of departments

e. Testing for CNS Configurrtion

i. Testing will involve:

1. Review of inputted data by Entabeni

2. Sending of test emails to verify functiohality/appearance

3. Checking for proper display of policies
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I  7. Store basic setup
a. Pre-training Mtiip

i. DNS'setup for estcrc.cannonnil.coiTi'
b. General

i. Digital as^ts

1. Logo

2. Color scheme

3. Links

ji! Store configuratioii training
c. Testing

i. Navigate to store

ii.-^ Check logo and cO.or appearance on all platforms

8: Product Management Configoration

a. General

i'. Age Variants

ii. Waivers

iji. Verifications

.iv. SKU's

V. Items

vi. Products
1

vii.. EcOmrhercc Products

viii. Availabilities

b. Season Passes

i; General configurat:on

ii. Product specific configuration

iii. Items for Cannon to bring to training sessions
4. List of Season' Pass products

5. Description of Season Pass product use, functionality and restrictions'
6. Season Pa^s pricing

7. Locations and dates for Season PasSj redemption and validations
iv. Testing for Season Pass and Ticket prodiicts

8.. Conduct test sa le of each product

9. Conduct vtlidatipns of each products to verify proper function,
access permissions and validations

'  c. Tickets

i. ■ General configuration

ii. Product specific ccnfigufation
jii. Other ticketed products (ex. Multirsesion products)

10. General coiinguration
11. Product specific configuration

iv. Items for Cannon to bring to training sessions
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'12. Uist of Ticket products

iI3. Pescriptip.i of Ticket product use, functidhality wd restrictions'
l.A Ticket pricing

J5. Lo^tions and dates for Ticket .sales, redeiiiption^d vSiidations
v.. Testjhg for Ticket products

'l6.'Cdhduct test sale of each pixKiuct
17. Conduct validatiohs of each j3rpducts to verify proper function,

access permissions and validations

.d.' Rentals.

i. Genera! conflguratipn
ii. Product.specific ccnflguratiph
iii; Items fpr Cannoii to bring tp training sessions

18. List of .Rental products
19; Descriptio.i of Rental product use, functionality and restrictions
20. Rental pric ing
21. 'Current DIN charts for all-bindings in use
22. Locations and dates for Rental sales and redemption

iv. Test sales and redemptions for products created in training
V. Data Entry for all Rental inventory

vi'. Testing for Rental products

23. Conduct test sale of each product
24. Conduct validations of each products to verify .proper function,

access permissions and validntiohs

25. Ensure DIN calculations are Syorkliig as expected
e. Snowsports School

i. General configuration

ii. Product specific ccnfiguration
iii! It'cnis for Cannon to bring to training sessions

26. List of SncwspOrts School products
27. Description of Showsports School product lisei functibnaiity and

restriction:;

28. Ticket pricing
29. Locations and'dates for Snowspor^ School sales, rodemptibn and

Validations

iv. Testing fpr Sriowspprts School product
30: Conduct test ̂  le of each product
31; Conduct validations of racli products to verify proper function,

-access pennisslons and validations

V. Instructor payroll and scheduling "will be ihiplemented at a later date
Retail

General configurat.on
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ii/ P^uct specific connguration

ill.* Items for Canripn to bring,to training sessions.

32. List of Retalj products
'33. C^scription of Retail productVuse; fimctiohdiity and restrictions.
34. Ticket pricing

35. Locations and dates for Retail sales, redemption and validations
Iv. Test sales for prodacts configured \n training
V. Data Entry for all Retail products

vi. Testing for Retail products

■3 6. Conduct test ^le of each, product
37; -Conduct validations of each products td .yerjfy proper function,-

access pennjsslons and validations:
9i^ Hardware Ihatallation

a. P.OS
\. Pre-lnslallation Requirements

38. 3 Network connections at each location

39. Power at etch location
40: Unrestricted internet acce^ for each location

ii. Mounting
41. Review mountain locations for EPS and GFS at each location

42. Mount hardware and screens.
iii. Peripherals

.43. Plug in RFID printer
44. Pair keyboard and mouse

iv: Testing-
1. Power on machines

^  2. Verify OS and applications are running
3. Test keyboard and mouse functionality
4. Verify internet connection
5: Verjfy abilily to logla
6. Test RFID card rcadcrpii EFS and GFS
7.. Test Credit Cafd temiinar

■8.. Test QR reader on EPS and CFS
9; Test print 16 card printer

V. Training
I'. Logging in
2. App.licatio.1 function
3. pevicc components
4. Consumables loadiiig ,
5. Troiibliesliooting

b; Hand Scanners
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\. Pre-lhstallation.R&i)ujrenients
1. 'Wifi or.Cell, connection at each scanning location
2. pnre^'ricted internet access for each location
3. Identify location for nightly cpMection and charging

ii. Cdnfiguratipn

I.. Connect sinners to internet

2, Verify app settings
iii. Testing.

1. Verify connection to internet at each location
2. Conduct test Scans of RFIO cards at each location

Iv.' Training

1. Appconfiguratibn
■2. End user operations
3. Tmubieshctpting

c., Tower 1 Readers

i. Pre^lnstajlatibn R&:|uirenients
r. Network connection at each scanner location

2. Unrestricted internet access for each location

3. Power at each scanner.location
ii. Configuration'

1. Connect scanners to internet

2. Verify app settings
iii; Testing

1. Verify connection to internet at each location
2. Conduct test scans of RFID cards at each location

iv. Training
V. Viewing scan data
2. Repoiiing
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8. ACCEPTANCE & TESTING SERVICES
- "y* . . \ .. ,

'The Contractor shair proyide. end-to^ planning <and prep^tipn for testing'and .Acceptance'of solutions >
throughout the Project., l^is shairincjude'joining, a'detailed testing methpdojo^ which coven all -^areas of
'testing" sccurityi Tcqujred stafllng^itii^clear roles end rcspdnsibilitics, test cases and scripting .with associat«l
- Data, status and result Reporting and Warranty Period!

9. MAINTENANCE, jOPERATiONS AND SUPPORT

10. System Maintenance

The Contractof .shall inaihtain and support the System in all material respects as described
in the Contract, through «the Contract Cpmpletibn Date., The &ontfact6r shall make
available to State the latest program updates, general, maintenance'releases,'fleeted
functionality releases, patches, atld Documentation thaT urp generally offered to its
customers, at no additiohal cost.

I I. System Support

The Contractor must peffprrn pn-siie pr rempte technical suppcrt in acccrdance with the
Gphtract, includihg withput limital pn thefequirements; terms, and cpnditlphs coiitalhed
herein.

As part pf the Spfhvare malnten&nce agreenieht, ongpirig SpRwarc maintenance and
suppprt levels, including all new Software releases, shall be resppnded tp accprding tP the
fpllpwihg:

Class A peficiencies ̂  The Cpntractor shall have available tp the State bh-call telephpne
assistance, with issue tracking available tp the State,, eight (8) hpurs per day and five (5)
days a week with an email / telephpne response within iwp (2) hours of request: or the
■Contractpr shall provide support pn-site or with remote diagnostic Services, withiii four
(4) business hours of a request;'

Class B 4& G Deficiencies - The State shall notify the Contractor of such peficiencies
during regular Business Hours and the Contractor shall respond back within four (4) hours
of hqtinpation of planned corrective action.

12. Support Obligations
The Contractor shall repair or replace Software and provide mainiehance of the $dftware
in accordance with the Specifications and tenns and requirements bfthe Contract.

The Contractor shall maintain a rscord of the activities related: to'Warranty repair or
.riiaihtenancc activities perfpniied for the State;

8. For all maintenance Services calls, the Cbntractbr shall ensuid'-tlie .following
information will be collected and maintained:
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i. nature'of the DefiC'ency;,
ii. current status of the Deficiency;
ill. action plans, dates, and limes;
iv: expected,and actual completiph time;
Vt Deficiency resolution infomiatipn;
vi. resolved by;

• vii; identifying number i.e. work order number;, and
viii:. issue identified by; and.

b. 'The Gontractor mu^ work with the State to identify and troubleshpot potentially
large-scale System failures or Deficiencies by collecting the following
infbrmatibn:

i^ mean time bctweer Reported Deficiencies with the Software;
ii. diagnosis of the root cause of the problem; and
iii. identification of repeat calls or repeat Software.problems.

If the Gontractor fails to correct a Deficiency withjn the allotted period of time stated
above, the Contractor shall be deemed to have committed an> Event of Default, and the
State shall have the right, at its option, to pursue the remedies as defined in the P-37
General Provisions, Provision 8. as well as to return the Contractor's product and receive
a refund for all amouhts paid to the Contractor, including but not limited to, applicable
License fees, within ninety (90) days ofnotjficaiion to the Contractor of the State's refund
request.

13. Contract Warranties and Representations

14. System

The Contractor warrants that any Systems provided under this Agreement wi|l operate
and conform to the Specifications, terms, and requirements of this Agreement.

15. Software

The Contractor warrants that any Software provided as part of this Agreement,
including but not limited to the individual modules or functions furnished under tlie
Contract, is properly functipnii^ within thc'Systcm, coinpliani with the requirements
of the Contract, aiid will operare in accordance with the Specifications and terms of
theCohtract.

For any breach of the above Software Warranty; in. addition to all its other remedies at
law and in equity, at the State's.option the Contractor shall:

a. provide thc 'ccrrection of program errors ,that cause breach, of the
warranty, or ifContractbr cannot substantially correct such breach in
a commercially reasonable manner, the Slate may end its prpgram
license if any.and recover the fe^ paid to Contractor for the prograni
license and any unii^, prepaid.technical support fees the State has
paid for (he program license; or

b. the re-performance ofthe deficient Services, or
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.c. if Cohtractbr cannot substantially cbn^t a breach in a commerciajly
reasonable nimner, (he State may end the relevant Services and
recpycr the fees paid to Gontractor for tfie deficient Services.

16. CompatibiUty

Contr^tor wan^ts that^.all System components, including but not limited to the
components provided; any replacement'or upgraded System Software-comjwnents
provided .by Contractor to correct Deficiencies or ̂  an Ehhancement,, shall operate
with the rest of the System without loss of any functionality.

17; Services

Contractor warrants that-aij Services to be prbylded under this Agreement will be
provided expediently, iii'a professional manner, iiVaccordance with industry standards
and that SeiViccs will'comply <vi(h pet^ormance standards. Specifications, and terms
of the Contract;

18. DATA PROTECTION

Protection of personal privacy and data shall be ah Integral part of the business activities of the
Contractor to ensure there is no inappropriate or unauthorized use of State information.at any time.
To this end, the Contractor shall safeguard the confidentiality, integrity and availability of State
information and comply with the fol lowingxonditions:

a. The Contractor shall implement and maintain appropriate administrative, technical
and organizational security ipeasures to safeguard against unauthorized access,
disclosure or theft of Pereonal Data and non-public ihforrhatioh. Such security
measures shall be in accordaice with recognized industry^ practice and not less
stringent than the measures the Contractor applies to its owiv Personal Data and non-
public data of similar kind.

b. All data obtained by the Contractor in the perfonnance of this contract and all Personal
Data shall be encrypted at rest aiid in transit .with controlled access. Unless olherNS'ise
stipulated, the Contactor |s responsible for encryption of the Personal Data.

c. Unless otherwise stipulated, the Contractor shall encrypt all'nOn-public data at rest
and in transit. The State shall idehtiiy'data it deems as non-public data tO the
Contractor. The level of :protecti6n and encryption for all non-public data shall.be
identified and made a part of this contract.

d; At no time shall any data or processes - that either belong to or are intended for the
use of the State or its officers, tgents or employees - be copied^ disclosed or retained
by the Contractor or any party related to the Contractor for subsequent use in any
transaction that does not includ: the State,

e. The Contractor shall not use any information collected in connection with the service
issued from this Contract for ary purpose other than fulfilling the service.,

l l.i Data Location
The Contractor shall provide' its Services to the State and its end users solely from data
centers'within the Continentaj United States. All storage, processing and transmission of
State data shall ̂  restricted to information technology systems wjthin the Continental
United States. The Contractor shall idt allow its personnel or sub-bontfactors to store State
data on portable devices, including personal cpmpufors, except as specified and allowed
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by the contract and then'oniy on devices that arc used and'kept at its data centers,within
the Continental United States. Tlie Conlraclbr shall pernjii its personnel' and Contractors
to access State data remotely.only to provide technica[ sDppolt and specified or required
by the contract.

11.2 ' Security Incident Or pata.Breach
The Gpntractpr shall inform the State of any security incident or Data Breach in
accordance with NH RSA Chapter 359rC;20: Notice Of Security Breach.

a. Incident Response: the Goiitraclor may heed to communicate with outside parties
regarding a security incident, which may include contacting law chforcement,
fi.eldihgmedia inquiries anil seeking external expert!^ ̂  mutually agreed'upbn;
defined by law or contained in the Gpritraci. Discussing security incidents with
the State should be handled on an urgent as-needed basis, as part of the Contractor
communication and mitigation processes as mutually agreed upon. denned;by law
or contained in the contract

b. Security Incident Reporting Requirements: the Contractor shajl rcfwrt a,security
incident to the State identined contact immediately if it rea^nably believes there
.has been a security Incident.

c. Breach Reporting Require.nents: If the Cohtractor has actual knowledge of a
cphfirmed data breach that a^ects the security ofany State content that is subject

■ to applicable data breach nctificatlon law, the Contractor shall (I) promptly notify
the appropriate. State identLfied contact within 24 hours or sooner, unlcss shorter
time is r^uired by applicable law, and (2) take commercially reasonable measures
to address the data breach'i.i a tihiely manner.

i 1.3 Breach Res^nsibilities

I I .3.1. This section only applies when a Data Breach occurs with respect to State
data withjn the possess oh or control of the Contractor and/or the thini party
desighee hosting the data as agreed upon by the Contractor and the Stale.

1 1.3.2. The Cqntractpp, unless stipulated otherwise, shall immediately notify the
appropriate- State identified contact by telephone dn accordance, with the
agreed upon security plan or security procedures if it rcasonhbly believes there
hhs been a security incident.

1 1.3.3. The Contractor, unless stipulated otherwise, shall promptly notify the
appropriate State ideni.fled' contact within 24 hours or sooner by telephone,
unless shorter time is required by applicable law, if it confirms that there is,
or reasonably believes ihat there has been-a Data Breach the Cohtractor shall:

a. cooperate with the Slate as reasonably^ requested by* the State to
'inyestigale and resolve the Data Breach;.

b. p'rompily implement iiecessaty remedial measures, if necessaty; and
c. document res}:«pnsive actions taken related to tlie DMa Breach,

including any post-incident review of events and actions taken to
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make cHahges in business practices iii ,pr6vidingvthe sen/ices, if
necessary.

11.3.4. Unless otherwise stipulated, ifa Data Breach is adiiect i^ult of the Contractor's
'breach of its contract dbitjatioii or. the third party hosting company to enciypt

-  .^Pereonal Data or otherwise prevent'its release, the Cont^tor and/or the thjrd
party.hostihg company shall.bear the costs associated with:

a. the iiivestigalion andresolijtion dfthe Data Breach;
b. notifications tc individuals, regulatore or others required by State law;
c; a credit monitoring service required by State (or federal) law;
d.. av^ebsitepta.l6lj-frecnunib.erand,callcentcrforaftected individuals,

required by State law — all not.to exceed the average per record per
person cost calculated^for Data Breaches in the'United' States

'(currently S2()l per fecord/perspn) in the most'recent Cost of Data.
Breach Study: Global A'nailysis.published by the Ponenion Institute at:
the time of the Data Breach; and

e. complete all corrective^ actions as reasonably detennined by the
Conlfactpr based on fppt cause; all [(a) through (e)] subject to this
Contract's limrtation of liability.

1.4 Contract £nd-of-Lifc Transition Services

1 Ii4.l Upon termination or expiration of the Contract the;Partiw agree to cpppcratc'in
good faith to effectuate a smooth secure transition of the. Services from the
Contractor to DNGR and, if applicable, the Vendor engaged by the DNCR to
assume the" Services previously pcrfomied by the Contractor for this section the
new vendor shall be knowr. as "Recipient". Contract end of life Mrvices shall be
provided at no additional cost.

! r.4.2 Ninety (90) days prior to th e end-of the contract or unless othenvise specified by
DNCR the Contractor shall begin working with DNGR.and if applicabie the hew
Recipient to develop a Data Transition Plan (DTP). ,DNCR shall provide the DTP
template to the Contractor.

11.4.3 The, Contractor shall use reasonable efforts to assist the Recipient, in connection
with the transition from the performance of Services by the Contractor and' its
Sub-Contractors to the performance of such.Services; This may include assistance
with' the secure transfer of records (electronic and hard copy); transition .of
historical data (electronic and hard copy), the transition of any such Service from
The hardware, software, network and telecommunications equipnicnt and inlemet-
.related infonnaiion technology infrastructure ("Internal IT Systems") of
-Contractor to the Internal IT Systems of the Recipient and cooperation with and
assistance to any thirdrparty consultants engaged by Recipient in connection w?th
'the Transition ̂ rvlces.

I T.4;4 Should ihe'dMa Transition sxiend beyond the did of the Contract, the .Contractor
and its Sub-Contractors f.gree Data Protection requirements and conditions
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denhed iii (his Contract remain in effect uiitil the Data Transition'is accepted as
complete by pNGR > - i .

1 1;4.5 1 1.4.5 Ohce alt particlagree the data has been migrated the Cphlractor will have
60 days to destfoy data per the terms and conditions of this contract, including'
,certificate of data d^truclion.

11.4.6' In the event DNGR is noi satisfied with the reisults. of the Transition .Service,.
DNCR shall notify the Cchlractor, by email, stating the rê oiv for the lack of
satisfaction within 13 busiriessdays ofthe final product or at any time during the.
data Transition process.Ths Parties shall discuss,the actions to be taken to resolve
the disagreement or issue.Jf an agreement is hot reached, at any time the DNCR
shall be entitled to initiate actions in accordance with this Contract.

19. SOFTWARE AGREEMENT

The Contractor shall provide )the State with access to the Software Licenses and
Documentation set forth in the Contract, and particularly described Ekhibit D: Software
Agreement

20. ADMINISTRATIVE SERVICES

The Contract shall provide the State.with tiie Administrative Services set forth in the Contract,
and particularly described in Exhibit E." Administrative Services

21. TRAINING

The Contractor shall provide Training via zoom. Training will consist of;
a. Cannpn-s system admins;
b; Training on each topic (as defined above in the Work Plan) arid work Ihrpiigh several

e.\amples with the Gannon staft;
c: .Once trained, Cannon staff will complete the configuration of software modules;
d. Entabeni Team will provide support via Slick and Zoom dunng configuration;
•e: Provide Help Desk support 365x7 frPm 8 AM -6 PM EST, excepting desl^ated

holidays

22. E-CdMMERCE MERCHANT SERVICES

22.1 As a SAQ-A-EP merchant the Cof tractor shall-partially outsource their e-commerce payment
channel to a PCI DSS validated tlrird party (WoridNel\PayRoc) and will not electronically
store, process, or transmit any cardholder data on their systems or premises.

22.2, The, Contractor shall, provide a v\ebsite(i) that does not itself receive cardholder data, but
which does affect the security of the payment transaction andy'or the integrity of the page that
accepts the consumer's cardholder data.

22.3 Contractor agrees to the follPwirig provisions:
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a;. Contractor 6hly'acceptse7Cornmerce ti^sactibns;>
'b. AH processing of cardhotder data, with the exceptipni of the payment page, .is entirely

outsourced to a PCI PSS validated third-par^ payment processor;'
c. Contractor's e-oomnierc'e; wetsjte does not receive cardholder data biit controls-how

cphSumefs; or their cardhdjder data, are redirected to a PCI DSS validated third-party
payment processor,

d. If.merchant websjte is hosted by a thirdrparty.provider, Ihe.provider is validated tp all
applicable PCI ibSS.r^uiremejits (e.g., including PC! DSS Appendix A if the provider is
a shared hpsting provider);'

e. -^ch element of the payment page(s) that are delivered to the consumer's browser-
originates from either'the mercianf's website pra PCI PSS cpmpliant service'proyiderfs);*,

f. Contractor does not electronically store, process, or transmit any cardholder'data on
their/Stale's systems pr preniisss,'but relies entirely on a third paity(s)jo handle a|l these
functions;

g. Cbntractbr has confinned thai all thjrd .pany(s) handling storage, processing, and/or
trensmissipn of cardholder diata are PCI DSS compliant;'and

h. Any cardholder diata the Contractor retains is on paper (for example^ printed reports or
receipts), and these documents are not received electronically.

22.4 Gpntractof shall disclose any Nested Third-Party Service Provider (TPSP) thai is a part of the
Cardholder Ehvifonmeht. Contractor'shall 'document th& Nested TPSP's allocation of

liability, resfX)nsibility and costs relating tp actions of outsourced contractors and/or. notifying
(he Cohtractpr regarding incidents. Departihent of Natural and Cultural Resources shall
require an Attestation of Compliance on an annual'basis and upon request from the Nested
Third-Party Service Provider.

23. TERMS AND DEPiNTIONS

Ternis and Definitions applicable tb this Contract are identified in Exhibit F: Terms and
De^nitions.

24. CONTRACTOR'S CERTIFICATES

Required Contractor Certificates are attached in Exhibit G.
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EXHIBIT C PIUCE AND PAYMENT SCHEDULE

•The termlqutlined in the Payment Schedule is set.forth below:

1. CONTRACT PRICEv

Notwithstanding any provision in (he Contract to the contraiy,. and notwith's^nding unexpected
circum^ances. In no event shall the total of all payments made by the State exceed the amount
"indicated: ih P^37 Ge'nerarProvisiohs - Block 1.8: Price Limitation.. "The payment by the State of
the.iotal Contract-pnce shall be.the only, and the c'onipleie reimbursement to the Contractor for nl|
fees and expenses, of whatever nature, incurred by the Contractor in the perfonnancc hereof.

2. TRAVEL EXPENSES

The State wijj not be responsible for any travel or put of pocket expend incLirfed iii the
performance of the Services performed under this Contract. Tlte Contractor must assume ajl travel
and related expenses incurred by Contractor in perfonoance of its obligations. All labor rates in
this Agreement will be considered "Fully Loaded", including, but not limited to: meals,
hotel/housing, airfare, car rentals, car mileage, and any additional out of pocket expenses.

3: SHIPPING FEES

The State will not pay for any shipping or delivery fees unless specifically itemized, in this
Agreement.

4. INVOICING

The Contractor shall submit correct invoices to the State for all amount^to be paid by the.State.
All invoices submitted shall be. subject to die State's prior written approval, which shaMinot be
unreasonably withheld. The Contractor shall pnjy submit invoices for Services or Deliverables as
perrhitted by the Contracj. Irivo^ces must te in a format as determined by the State and contain
detailed mfoimation, including without limitation; itemization of each. Deliverable and
identification of the Deliverable for Which payment is ̂ ught, and the Acceptance date triggering
such payment; date of delivery and/or installation; monthly maintenance charges; any otiier
Project costs or retention amounfs if applicable.

Upon Acceptance of a Peliycrable,.ahd a properly documented and undisputed invoice, the State
will pay the correct and undisputed invoice within thirty PO) days of invoice receipt.. Invoices
will not be tiackdated and shall be,promptly dispatched.
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5. INVOICE AppRESS

Invoices may be %ht to:

Cannon Mountain Aerial Traiifway and Ski Area
Attiii Business'Operations Manager
260 Tramway Drive
Franconia, NH 03580

6. PAYMENT address

Payments" shall be made via ACH. Use the following link to enroll with the Sjlate Treasury for
ACH payments:"https://www.nh.gov/treasiry/statc-vcndor^indexJitm

7. pS^RPAVMEOTS to THE CONTACTOR

The Contractor.sliall proniptly, but no later than fiOeen (15) business days, return to the State the
fiiji amount of any oveipaymenl or erroneous payment upon discovery or notice from the State.

8. CREDITS

The State may apply credits due to the Stats arisihg out of this Contract, against the Contractor's
invoices with appropriate information attached.

9. PROJECT HOLDBACK

The State shall withhold one months of sales commission for each Deliverable, except Software
License fees, until successful conclusion of the Warranty Period.

10. PAYMENT SCHEDULE

10.1 Contract IVpe
10.1.1. Activities / Deliverables / Milestones Pricing

This is a Not to Exceed Contrac:. The total Contract value is indicated in P-3'7 General
Provisions - Block 1.8: Price Limitation for the period between the Effective Date
ihroughdate indicated in P07 General Provisions - Block i;7: Completion Date.- The
Contractor shall be respohsible for performing its obligations In accordance with the
Contract. This Contract will allow, the Conlractdrio invoice the State for the fplldwihg
activities appearing in the price and,payment tables below:
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10.1.2. Pricing

Description Year 1 Year 2 Year 3 Total

♦Sales Commission
(Ail revenue processed
by system)

2% 2% 2%

\  $220,000.00 $220,000.00

Credit Card Fee's (Interchange Rate + 8 basis pts + $.08 transaction)
5 4lfl3»600.00 $193,600.00

RFID Cost Cards $.94 p/card $.9b p/card $.99 p/card

$235,000.00 $96,000.00 $99,000.00 $430,000.00|
Total Contract $648,600.00 $509,600.00 $512,600.00 $1,670,800.00

system.

10.13. Hardware Suppliec
Make Model Quantity Spares

POS System Guest and Staff
facing

Entabeni EFS V3 12 3

POS System Staff facing only Entabeni CFS V3 8 1
Receipt Printer Entabeni RP V3 20 4
Credit Card Swipe Ingcnico Lane 3000 20 2
RFID Card Printer Magic Card Pronto 6 2
Handheld RFID/Bar Code
Scanner for POS

Entabeni CR V3 20 4

Handheld RFID Lift Access
Scanners

Entabeni HS V3 18 2

First Tower RIFD Scanners Entabeni TI VI 9 1
Video security cameras / photo
technology (without sound) at
transaction points and scanning
locations.

WiseNet Various
based on
location

30 2

All hardware warranty for the life of the contract and spare list will be refreshed as needed.

10.1.4. Future Contractor Rates Worksheet
The State may request additional Services from the Contractor. The State and
Contractor agree that any additional work performed during the contract will be
covered by the 2% sales commission rate collected by the Contractor.
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EXHIBIT D - SOFTWARE LICENSE AGREEMENT

TKe tefrhs oiiillned in the .Software License Agreement are set forth below:-

r. License Grant. During-the Subscription Tcnn, the State will Veceive'a'hbnexclusivc, lion-assignable,
rdyal^'free, worldwide right to access and use.the Software soiejy for Ihe^State's iiiternal.busiheM
operations ̂subject to the terms of the Contract and up to the niimber of liceii^ documented in the
Cohtractr

The Parties acknowledge that this Gbntract-is a services agreement and Contractor .wilhiiotte
delivering copies of the Software to Customer as part of the Qontract.

2. Software Title. Title, right, and inlcrest'(inc!uding all ownership and ihtellectual prdpei^ rights) iii the
Software provlded'undcr-this agreement, and its as^iated'documentation, shall remain with the
Contractor..

*

3. Documentation Copies. Cbhtractor shalI provide the State with an eldctfoiiic vei^ioii in both Microsoft
Word and PDF fomiats;6f the Sbftware's associated Documentatibh. The Slate shall have the right to
copy Documentation within its possession for its internal business needs. The Slate agrees to include
copyright and proprietary nptibes provided :o the State by the Cohtractofon siich popics.

4. Restrictions. Except as otherwise penn itted under the Contract, the State agrees not to:
• a. Remove or rnpdify any program markings of any notice of Cbhiractpr's proprietary

fights;
b. Make the programs or materials available in any maniief .to any third party for use in

the third party'lbusincss operations, except as permitted herein; or
c. Cause or permit reverse engineering, disassembly of recompilation of the programs:

5. Viniscs. Contractor shall provide Spftware that is free of viruses, destructive pfbgrainming, and
mechanisms designed to disrupt.the performance of the Spftware in accordance with the Specifications.
As a part of its internal development process. Contractor will use reasonable efforts to test .the SoftNvarc
for. viruses.

6. Audit. Upon fofty-fiye (45) days written notice. Contractor may audit the State's use ofthe programs
at Contractor's sole expense.' The ;Staie .agreeS; to cooperate with Contractor's audit and provide
reasonable assistance and access to infor.nation. The Slate agrees that Confrnctor shall iiot be
responsible for any of the State's reasonable costs incurred in coopcfatlhg with the audit.
Notwithstanding the foregoing, Cohtractpr's audit rights are subject to applicable State arid federal laws
arid fegulations.

7- Software Non-Irifringement. Contractor warrants that it has good title toj or the right to allow the
State.to use ̂ 1 Services, equipment, and Software, including any and all component parts the'reof such
as third-party software or programs that may be embedded In the Software ("Contracted Resources")
pfovided'under this Contract, and that such Services, equipment; and Software do hot violate or infringe
>any,patent, tradeniark, copyright, trade name or other intellectual property rijghts or misappropriate a
trade secfet of any thifd party.
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■lie :waiTMiy of hpnTi[nfjwgemwt ^all be, an on-going Md perpetual obliptiOn that shall .survive'
terminatipn ofthe Cbhtract. 'Jn the event that s'^Mne makes a claim against the State that ̂ y. Contracted':
Resources infringe,their irUellectu^ property-rights^.Gontractof shall'dc/ciid and indehuu^ the St^
a^nst the claim provided that the Stale:

a. Promptly notifr^iCpntracmrin wilting, hot latef'tbah 30 days after the State receives
actual written notice of,siikh'ciaim;

,b. (3ives Cpmraclor control of the defense Md Mttl^eiii negotiations; and
c: .Gives C^ntfairtor the infcrmation,, authority, and assistance reasonably ne^ed to

defend against or settle the claim.

Notwithstanding the foregoing, the.State-s counsel may, participate in any claim to the extent the State
seeks to assert wy.immunities or-defcnses appGcabIc to the State:

If Contractor believes or it is determined that any of the Contracted Resources may have Violated
Spmrone. else's intellectual prbpeity rights, Confractpr may. choose to either.modiiy the Contracted*
Resources^to be non-infringing or obtain a license to allow for continued use, or if .these altemalives

•sare hot commercially reasonable, Contractor ihjy"cnd the license, and require return of the applicable
Contracted Resbuiees and refund ^1 fees the St^e has pmd Contractor un(^ the jCohtiact.

Uidess specified otherwise in this agreement,
a. Cdhtractpr will npt-indemhify the Stat^ if the State alters the Contracted Resources without

Contractpf's consent or lacs it outside the scope of use identified in Contr^tor's .user
Documentation of if the State uses a version of the Contracted Resources which has been
superscdedl, if the infringemeht claim ixiild have been avoided by using an unaltered current
version of the Gphtractod Resources which was provided to the State at no additional cost.
Cohtractpr will not indemhify the State to the extent thai an infringement claim is based upon
any ihfofmatipn design; Specification, Instfuctipn, Software, data, or material not furnished by
Contractor. Contractor will not indemniiy the State to the extent that ah infiingeihent claim is
based upon the combination'of ony.Ccntract^ R^ourc^ with any products or services not
provided by Contractor without Contractor's,consent.

Control of All Component Elcmcnta. ContiBCtpf acknowledges and agrees that it is responsible for
maitilaining all licenses,or penhissions to use^any thiid^p^y.softwwe, equipment, or slices that arc
comi^hent.pa^ of any deliyerable'provid^ under this agreement fdr the entire term ofthe contract.
Noting within this provision shall be cmstnied .to require Contractor to-maintain licenses and
permissions for Software acquired by the State directly or through third-parties which may be integrated
with the CpntractPr's deliverables.

'9. ■ Custom Software. Should any custom source code be^developed. Contractor shall prpvide .the State
mth a copy of the sgurce code, which Shat be subject to the License rights. TTie State shall receive a
worldwide, perpetual, irrevocable, nohTexc;iisive paid —up right and license to use, c^y, modify and
-pr^are derivative works of any custom dcveiopedsoftwvc. .« - •
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EXiran' E -ADMINISTRATiyE SERVICES

1. DISPUTE RESOLimON

Prior to the filing of any foni^ proc«^ings with resi^ct to a dispute (other than an acUbn seeking
injuiictiye relief withrespecttp intellectual property rights or .Confidential Informatiph)! the Party
believing itself aggrieved fthe.'ynyoldhg Party") shall call for prbgrcssiVe, management
involyenieht in the dispute riegotiatiOT by written notice to the other Party. Siich notice shall be

■ without prejudice to the Invoking Party's right to aiiy other remedy peirhitted under the Gontract.

'The Paitiies shdl use'reasonable efforts to arrange personal meetings and/Or telephone confefences
^ rieededf at mutually convenient times and placeis, between negotiators for the Parses at the
following successive ir^nagerneiit levels, each of which ishall :have :a pcriod' of allptted^time as
specified below in which to attempt to rcsc lvc ihc dispute:

1 Table £-1:
1 DISPUTE RESOLUTlbN RESPONSIBILITY AND SCHEDULE TABLE

LEVEL

CONTRACTOR

POINT OF

CONTACT

STATE

POINT OF CONTACT '

CUMULATIVE

ALLOTED

TIME,

Prunaiy Justin McGowen
C^nnon-FNSP
General Manager

5 pays 1
First Mark Schroetel DNCR. Chiief of Adtmh lODays 1
Second Erik Mogehsen. DNCR Commissioner.. IS Days |

allotted time for the first level negbtiafcons shall begin on'the date the Invoking' Party's notice
is received by the other Party. Subsequent allotted time is days from the date that the orij^nal
Invokihg'Party's notice iis recciyed by the* other Party,

2. ACCESS AND COOPERATION

Subje^ to the terms of this Agreement and applicable laws, regulations, and policies, (he Stnle
will provide the Contractor with access to all program files, libraries, personal computer-based
Systems, Software packages, Network Systems^ security Systems, and'hardware as required >to
coinplete the cohtriicted Services.

3. I^CORD RETENTION

Contfaclor and'its Subcontractors shall nudntain all Project records including but not liinited to
books, .recordSv.docufnehis, and other evidence of accoimting procedures and practices; which
^properly and siifficiiently reflect all direct and indirect costs invoiced in the performance pf.their
respective pbjigafions under the Contract. Cbhtractor and. its Subcontractors shall retain all ̂ ch
records for three (3) yem following teraiination of the Contract, including any extensions.
Records reialing to any litigation maUers regarding the-Contract shall be kept for one (ll^year
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IXfflBIT E- APMINIstiUtiVE^S^^^^^ .

' fdllp^ng the termination of all Iftigation/including Uie tcrmiMtion pf ali'appcals or the expiration
. of thcappeal period..

ypori prior notice md subject to reasonable tirne-frames, all such records shall be subjcct to
ins^tjon,.cxamination, audit and copyii^ by perronnel so authbrired by the State and federal
officials so authorized by law, rule, legul^tibn or Contract, as.-applicable. Access to these items
shaJl be provided within Merrimack County, of the State of New Hampshire,, unless o^erwi^'
agreed by the,St^. Delivery of and access to such d^rds shalj be at no cost to the State during
the .three (3) year period followng terminitiori of the .Contract and ;orie (1) year Tcmi following
Uti^tion relating.to the Cohtracti incluihng.'al! appeals or the expiration of the appeal period;
.Contractor shall inclucte the record retenticn and Review requirements of this section in any of its
suljcoiitracts. • • •. .. •

4. ACCQUNtiNG
CphUMtpr shall maintain ah accpuiitini System in accordance with OcnOTlly Accepted
Accounting PnhcipIeS (GAAP). The costf-appli^bie tp the Contract shall be ascertainable from
the accouhtihg System.

5. AUDIT

The Contractor shall ^low the State, to auditconfonhahce to'the contract tcrms.^The Statc may
perfonn this audit or contact with a third party at its discretion and at the State's expense.

6. MISCELLANEOUS WORK REQUIREMENTS
6.t Access to State Systems

•In coiisideration for receiving access to.and use of the computer facilities, network,,
.licen^ or developed, software, sbf^are maintained of operated by any of the State
entiti^, .systems, equipment, Docimieritation,: information, reports, or data of any kind
(hereinafter lnforniation")j Coritrsctoruhdersiands and agrees to'the following rules!

61L1. Computer Use
0; Every Authprized User has the responsibility to assure the protection of

infonnation from unauthori^d access, rriisuse, theft, damage, destructionj'
modification, or disclosure.

' .b. That information shall be used solely fbr conducti^ official State
business, and all other use.of ac^ssjs strictly forbidden including, but riot
lirhited to, pcrsoiial, of other private and non-State use and that at ilo time,
shall Contractor access of attempt tp ^ce^ my rnformation without
havirig the express authority m do so.

c. That ait no time shall Contractor access or attempt to access any
:itifomiation;tn a:manncr incoiisistent with'the approved policies,
procedure, and lox agfeerhcnts relatirig to system entry/access,

d. That all software, licensed. dcvcloped, of bcing'cvaluatcd by the State cannot
be copied, shared^ distributed, .sub-licensed, riiodifled, reverse engineered,
rented, or sold, and that at all times Contractor must utmost care to
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STATE OF NEW HAMPSHrRE

Department,of Natural and Cultural Resources
Cannon Mountain Ski Area and Franconia*N6tcb State Park

DNCR 202^19^-'Cann6h Mtn Ski-Resort Management System
EUnBlf E f ADMIWSTOATiVE SERVICES

.protect and keep such spf^are.strictly confideriUai in accordance with the
license or any other a^OTcnlWecutcd-by Ih^ State, Only equipifiCTt of'
software owned, licensed; or being evaluated by the State, cm bc'used by
CohtractbrPerwnaKsoftw^ (ihcludipg but norlimited to palmtop sync
sofh^e) shall not he install^ on.any'i^uipmmt.

e. That ifContractor is found to be in vibiation ofany of the abpve-stat^ rules,
Contractor may face default and tominatioh under the Agreement and

the individual may face removal frpm the State Contract, and/or criminal or
civil prosecution, if-he act constitutes^a violation of law.

/ That congjuter use shall follow the' Statc; ̂ dard policy (Statewide
Computer Use Poiicy is available upon request)

6.1;2, Email Use

Email and other electronic cpmmunicatioh messaging systems are State of
New Hampshire property md are to be used forbusihess purposes bnly.-
Emaij is defined as "if^mal email systems" or "State-funded email
systemSi" Contractor mderstands and agrees that use of eiiiail shall follow
State standard policy (Statewide Computer Use Policy is available upon
f^uest).

6.I.3. Internet/intranet Use
TTic Intcrhet^tfmct is to be used for access to. and distribution of
iriformtion in direct soppbrt of the business of the State of New Ha^shire
according to. State standard policy (Statewide Computer Use Policy is
available Upon request).

'62 State Website Gop^ght
All right, title and interest in the State AVWW site, including' copyrighl to all Data and
i^orination, shall remain with the State. The State shall also retain all right, title; and
intei^t in any user interfaces and computer ihstructions embedded within the WW^
pages. All WWW pages and any oiKef Data or information shall, where applicable,

■ disjplay the State's copyright.

62 Workspace Requirement
The State will work with Contract«3r to determine requirements for providing nece^ary
workspace and office oquipmmt for Cpnteitetdr's staff. ^

6.4 Workplace Hours
■The Contractor's personnel shall work.'at'•whalevef; schedule it deems appropriate lo
.execute the contract and complete the project, and in ongoing fashidh,, to provide the
support necessary to ensure the sucoras ofthe project for the duration ofthe contract and/or
any extensions to it Changes to this Schedule may be made .upon agreement with the
State Project Manager?
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STATE OF NEW HAMPSHIRE

Department of Natural and Cuitaral Resources
Gannon Mountain Ski Area and Francohia Notch State Park
DNCR 2023^19-Cannon Mtn Ski k^rtMahagement.System;

EXBUBlt F:-itRMS AND

EXHIBIt F n TERMS, AND DE^ITIONS
The fplipwihgvgenml coatracUhg teim^ and deiitiiions .apply'exceptas^speciilcally,nbt^ elsewhere' ^s
CbntracL ' '

TERM DEFINITIPN

Accqjtance Notice'^m State that a Deliverable has satiisfi^ Acceptance Test
-of Review.

Agrccment- A Cohtr^t duly executed and legally binding;
^nfidential IMonnation Infprtnation required to be kept pbnfldenttal and resthctcd from

tmauthonzed disclosure under the CpnUacL ^Cdnfidential
Infpnh^on" pr "Cpnfidential' Data" means all pnvate/restrict^
confrdential^inTprmatipn disclp^d by phe party to the other such as all
medical, health, finandial; public assistance benefits and personal
informa:i6n including without limitation, Protected Health information
and Personally Identifiable Infonnation.

Confldentiii] Information also includes any and all information owned
or managed by the State of NH - created, i^ived frbrii or on behalf of
any state agency or accessed In the course of performing contracted
sen/icBs - of which cpllectipn, disclosure, protection, and disposition is
governed by state or federal law or regulation. This information
includes but is not limited to Personal Health Information (PHI),
Pereonally Identifiable Information (PU), Pcreonal Financial Ihfonnation
(PFT), Federal Tw Information (FTI)> Sociiali Security Numbers (SSN),.
Payment Industry (PGI)i and or other sensitive and confidential
information.

'Contract An agreement between (he State of New Hampshire-and a Vendor
which creates binding obli^tions for ewh party to'perform as specified
in the contract documents. Contract doctimehts include the State P-37
General Provisions, and ̂ I.Exhibits and attachmentSj which represent
the understanding .and acceptance of the recipfpcal legal rights and
dutiM of the i5aities wi th rMpect Id the Scope of Wbric; '

Data

Data Breach

State recor^, files, forms, electronic information and other dociiments
or infoitnatibiv in either" electronic, of paper fonn, that will be used
/converted by die Vendor during the contract terra.

Data Br^ch means the loss of control, compromiise, unauthorized
disclpstire, unauthorized acquisitionj,/unautborized acce^, or any
riniilar term referring to situations where persons other than authorized
users and for another than authorized purpose have access or potential
access tip pei^onally. identifiable infonnation, whether physical or
electfonii With regard to Protected Health Infbfmatibn, "Data Breach". D
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STATE OF NEW HAMPSHIRE

Department of Natural and Cultural Resduixes
Cannon Mountain Ski Area and Franconia Notch State Park
DNCR 2023^19 ̂  Cannon Mth Sid Resoi^Managedient System

F ̂ TERMS AND DEMrriONS

shall have the s^e mi^ng.ais thc.tcim'-B^ch" in are
of Title 45, (^e of Federal Regulatipns.

Dcficiiency (-iw)/Defects." A feilure*, shortcoming- or error in a Deliverable resulting in a
Deliverable, the SbflwafCi. or the System,, hot conforming" to.its
Specifications:

Deliverable. A Deliverable is any Written; Sofhvare, or Non-Sofhvw Deliverable
(letteri report, manual, book, ,code, or other),- provided by the
Cpntracrof to the State 'or under the terms of a Contract requirement.

i  .DNCR Department of Natural and Cultural Resources

Dbcum^tatipn All information that describes the installation, operation,and use of the
Software, cither in printed or electronic fbimaL'

Enhancements Update^ additions, ihodifications to; and new releases for the Software*
or Sy^em, and ail changes to the Documentation as a result of
improvonent in quality, value, or extent.

•Ho^ed Services Appiicatiohs, IT infrastiiictufe compohehts- or functions that
organizations access from external service providers, typically through
an ihtemel connecUon.

Hosted System ThC' combination of hardware, software and networking components |
used' by the Application Seivicc Provider to deliver the Hosted |
Seiyices.

Identification and AuUientication Supports obtainmg information, about those parties aUempting to log
on to a system or application for security purposes and the validation
of Uipsc users.

[mplqtientation The proccM for making the System fully Operational for processing the
Data.

NonrPublic Infonhatiori

1

Inforniatipn, other than PersPhal- Iiiformatibn, that is hot subject to
disUibution to the public.^ public-inforination. It is deemed to be
sensitive and confidenttal bythe State because it contains infonnation
that is exempt by statute, ordinMce or administrative rule from access
by the general oublic as public information.

Operational Operational means that the System is ready for use and fully functional,
all Data has been loaded; the Systeni,is.avmlable for use.by the State in 1
its daily operations, and the State has issued Acceptance.

Personal infonnalion "Perronal Ihfo^tibn" (or "PF') or^Pe^nally Idehiifrablb Infonnation"
(Pii) inc^s information which can be used to distinguish or trace an
individuaPs identity, such: u their name, social security "number,
phonal .information as defined in New "Hampshire RSA 359-G: 19,
biometric rixofds. etc.. alone, or when combined with other persoiial I

_.
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STATE OF NEW HAMPSHIRE

peparto^nt of Natural and Cultural Respiir^
Cannou Mountein Ski Ar^ and Fruconia Notch Stete Park>
DNCR 2073^19 - Canhbn Mtn Ski.Resort Management System

EXHIBIT F - TEkM^ AND DEFIWTIONS,

.

or idm-.ifyihg infor^tioD'Wbich is linked br 'liiikatiie to a. specific
individual, such as dak.and place of birth, mother's maiden n^e; etc; ,

Projwt The pl^cd i^crtoldng regarding the entire subject mattcrpf an RFP and
Contract and die activities of the parties related hereto.

Pro^sal A written plan .ptit forth'by a-Controcibr for coaaideralioh in'response to a
solicitation by the State. /

Security Incident "Secimiy Jncident" shall have the same meaning "Computer Security
rhcidbiit" in SMlipn two (2) of.NlST publication' 800-61, Computer''
Securit)* incidrat Handling Giiide; National Institute of Standards and
Technology, U.S. Department of Commerce.

Services The woik or labor to be, performed by the Contractor on the Project as '
described in a contract

Software All Custom, SAAS and COTS computer programs and applications
provided by rtc Contractor under the Contract.

Softw^ Deliverables AH Custom, SAAS and CQTS Software wd Etlhancemehts.

Softw^;Ltc^e Licenses provided to the State under this Contract.
Software-as-a-Service (SaaS)

-

The capability provided to the State to use the Contractor's applications
running oh a cloud mfi^tructuie.. The,applications are accessible from
various client deuces through a thin-clicntmteiface such as a Web
browser (e.g., Web-based email) or a program interface. TTie State does
not mauge or cohtix)! the underlying, cloud ihftastructim including
netwpric, servers. Operating Systems, stora^ or even individual
appiicaf.pn capabilities, with the possible exception of limited user-
specific application configuration seUings.

Specifications

-

Written detuls that set forth the requirements which include, without
limitaticm, the RFP, the Proposal, the Contract, any pexfbrinance
standards, Documcntatidn, applicable State and federal policies, laws
and regulations, State technical standards, isubsequeht State-approved
Detiyerables, ;and other specifications arid requirements described in
the Contract: bocuments. Tbe Specifications- arc, by this refei^ce,
, made a part bf.the Contract as though completely set forth herein.

State Data' All Data created or in any way originating with the State, and all Data
that is ":he oii^t of computer processing of or other electronic;
manipulation of any Data that was created by or in any way oripnated '
with the State,. whether such Data or ou^ut is stored on the State's
hardwaie, the Confraclor's hardware or exists in any system ownisd,
maintained'or otherwise cphlrolled by the State pr by the Contractor.
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STATE OF NEW HAMPSHIRE
^Department of Naturd and Cultural R^ources

Caimon Moiipt^' Skl^ea and Franconia'Notcb State Park
pNCR 2023^19 -'Cannon Mtn Ski Resort Management;System
^ EXHffilTF-IXimS AND DEFINITIONS

State Fiscal Yeaf (SKY) The Nr# Hai^'shire State Fiscal Year (SPY) ruhs.^m Jiily 1 of the
precedmg cdoidar year Utrough June 3b;of the^applicable-calimdaf
.year.

Subcontractor ;A perso::K partnership, or coinpahy not in the employment,of, or owned
• by, the ̂ntractgr .which is performing Services this Contract
under a seoarate Contract wii of on behalf of the Contractor.1 System All Software, spccified ,hardware,^intcrfaccs=and extensions, integrated
and functioning together In accordance with the Speciftcatlohs.

Term Period cf the Contract fioni.the Effective Date through the Completion
Date itUntified in'the P-37 General Provisions or tcnr"»flHbn.

Verification Supports the corifirmatipn of authority to enter :a'cpmpiiter system
application ornctwdric.

WaiTMty The conditions imdcr, and period dufihg, which the Contractor will
repair, replace, or compensate for the defective item without cost to the
buyer or user. It also deliheales the rî ts and obligations of both
p^es b case of a claim or dispute;

Warranty Period A period of coverage during which the Contractor is responsible for
providing a guarantee for products and Services delivered as defined in
the Contract

Work Plan Documentation that details, the activities for the Project created in
accordance with the Contract. TCe plan' and delineation of tasks,
activities and events to be performed and Deliverables to be produced
under the. Project as specified in Ap^dix B: Business/Technical
Requirements ami Deliverables. The Woric Plan shall include a
detailed description of the Schedule, tasks/actiyities. Deliverables,
critical events, task dependencies, and the resources that would lead
and/or participate on each task.
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STATE OF NEW HAMPSHIRE

Department of Naoiral and Cultural Resources
Cannon Mountain Ski Area and Franconia Notch State Park
pNCR 2023-19 - Cannon Mtn Ski Resort Management System

,  EXHIBIT G - ATTACHME>TS - CONTRACTOR CERTMCATES

EXHIBrf. G - ATTACHMENTS r CONTACTOR CERTIFICATES

1. CONlTUCTOR CERTIFICATES

1:1 Cont^tpf !s Certificate of Good Standing
1.2 Cbntr^tof*s Certificate of Vot^A jthority
1.3 Con^ctpr's G^ficate of Insurance
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Certificate of Authority #1 (CorportUon, Non-profit Corpomtion)

CorD»3rate Resolution

I, Mark Schroetel. hereby certify that J am duly elected Clerk/Secretary/Officer
(Name)

of Entabeni Systems. I hereby certify the fbllowing is a true of a vote taken at a
(Name ofCorporation)

meeting of the Board of Directors/sharehoHers, duly called and held on October 19,2022, at

which a quorum^of the directors/shareholders were present and voting.

Voted: That Erik Mogenscn. Manaeing Director (may list more than one person) is duly
(Name and Tllte)

authorized to enter into contracts or agreements on behalf of Entabeni Systems
(Name of Corporation)

with the State of New Hampshire and any of its agencies and departments and further is

authorized to execute any documents which may in his/her judgment to be desirable or

necessary to affect the purpose of this vote.

I hereby certify that said vote has not b;en amended or repealed and remains in fiiU force

and effect as the date of the contract to which this certificate is attached. This authority shall

remain valid for thirty (30) days from the date of this Corporate Resolution. I further certify
that it is understood the State of New Hampshire will rely on this certificate as evidence the

person(s) listed above currently occupy the positions(s) indicated and that they have full

authority to bind the corporation. To the extent that there are limits on the authority of any listed

individual to bind the corporation in contracts with the State of New Hampshire, all such

limitations are expressly stated herein.

DATED: October. 19 202? ATTEST:
^  (NamM mie) '



State of New Hampshire

Department of State

CERTIFICATE

1, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that ENTABENI SYSTEMS INC. is

a Canada Profit Corporation registered to transact business in New Hampshire on September 12, 2022. 1 further certify that all fees

and documents required by the Secretary of State's office have been received and is in good standing as far as this office is

concerned.

Business ID: 908995

Certificate Number: 0005869552

%

u.

%

TZ-D

IN TESTIMONY WHEREOF,

1 hereto set my hand and cause to be affixed

, the Seal of the State of New Hampshire,

this 12th day of September A.D. 2022.

David M. Scanlan

Secretary of State



ACORD- CERTIFICATE OF LIABILITY INSURANCE DATE (MMTDD/YYYY)

10/19/2022

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT; If the certificate holder Is an ADDITIONAL INSURED, the pollcy(le8) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement A statement on
this certificate does not confer rights to the certificate holder In lieu of such endorsement(s)i

PRODUCER

Town and Country insurance, Inc.
PO Box 2115
601 E. Agate Ave.
Granby,CO 80446

cjjjjACT Thad Scholl

WO^NO. Erti: (970) 887-3030 mo1:(970) 888-3337
thad.scholt^clns.net

INSURERIS) AFFORDINO COVERAGE NAICF

INSURER A Liberty Mutual 23043

INSURED

EntabenI Systems

INSURER B

INSURER C

INSURER D
■

INSURER E

mSURERF

COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
TYPE OF INSURANCE

ADDL
iN<n

SUBR
wvn POLICY NUMBER

POUCY EFF
(MMmO/YYYYI

POUCY EXP
IMMmOfYYYYI UMITS

A X COMMERCUL GENERAL UABtUTY

«  OCCUR BKS65196810 9/19/2022 9/19/2023

EACH OCCURRENCE
,  1,000,000

CLAIMS-MAC DAMAGE TO RENTED ^  300,000

MED EXP (Anv one oaraonl
,  15,000

PERSONAL 4 ADV INJURY
,  1,000,000

6EN-L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE
J  3,000,000

X POLICY 1 I |lOC
OTHER:

PRODUCTS - COMP/OP AGG
,  3,000,000

s

AUTOMOBILE UABflJTY
COMBINED SINGLE LIMIT

$

ANY AUTO

HEOULED
rros

BODILY INJURY fParoaf«)nl s
OVWEO
ALITOS ONLY

aIKU^only

sc
AL BODILY INJURY fParaeddanll s

s

s

UMBRELLA UAB

EXCESS UAB

OCCUR

CLAIMS-MADE

EACH OCCURRENCE s

AGGREGATE s

DEO RETENTIONS $

A WORKERS COMPENSATION
AND EMPLOYERS' UABIUTY ^ ̂ ̂
AMY PROPRIETOR/PARTNER/EXECUTTVE I 1

I—1
If yas, datcriba undar
DESCRIPTION OF OPERATIONS balow

N/A

XWS61003ai6 7/23/2022 7/23/2023

V PER 1 OTH-
* STATUTE 1 FR

E.L. EACH ACCIDENT
s  100,000

E.L. DISEASE - EA EMPLOYEE
,  100,000

E.L, DISEASE - POUCY UMIT
^  500,000

DESCRIPTION OF OPERATIONS < LOCATKMS / VEHICLES (ACORD 101, AddtUofwl Ramtrks Schaduto. may ba attachad If mora apaca la raquUad)

CERTIFICATE HOLDER CANCELLATION

NH Department of Natural and Cultural Resources
172 Pembroke Rd.

Concord, NH 03301

■ 1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POUCY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03) (E> 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD


